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1. About this document

This document provides administrators with the information to install, configure,
upgrade and uninstall the MyQ® print server. Furthermore, it describes the
management options of the MyQ printing solution.

Typographical conventions

In this document the following textual conventions are used:

« Names of menu's, fields, tabs and other elements in a view, as well as
applications, are displayed bold.

« Field input, fFile names, names of other manuals, user names & passwords, and
folder paths are displayed italic.

Alerts

In this document the following alerts are used:

« Info: the info box gives useful, extra information about a feature, function, task or
procedure.

« Notice: the notice box holds information with a higher urgency than the Info box..

Structure of the document

The chapters in the Ffirst part of the guide lead the administrator through the
installation and setup of the MyQ print server and introduce the interfaces of the MyQ
management, the chapters in the middle part of the guide show how to manage the
main areas of MyQ operation, and the last chapter describes the update and the
uninstallation of the server.

1.1. Audience

In order to get a good understanding of this manual, the reader should have experience
in working with terminals for his company and a proven background in IT by successfully
having passed exams in the field of system administration.

1.2. Changes to previous version

Compared to the previous version the following changes have been made:



Place in the document

Change

Merged the MyQ Credit, Quota & Projects, the Advanced
Jobs Manual and the Advanced User Manual with the Basic
Installation Guide so only this document will be updated
from now on.

Added the MyQ Credit, Quota & Projects, the Advanced
Jobs Manual and the Advanced User Manual to the online
webhelp

Added a section on Audience for this manual

"Updating MyQ" on page 387

Screen shot updated.
Minimal upgrade version notice updated.

"Updating MyQ" on page 387

Added link to update document.

"Setting event actions" on
page 111

Asset number parameter now available for event
notifications

"Requiring setup - select to
display the printing devices that
still can be setup”on page 81

Printing devices search for remote setup added

"Operating "on page 7

For MyQ 7.6 higher version of .Net Framework required

“Installing MyQ®" on page 15

Link to download .Net Framework 4.7.2 added

"Server/PC:*"on page 6

Added a few more suggestions when to use higher
requirements

"Adjusting the dashboard" on
page 33

A few changes on the Home dashboard

"Task Scheduler settings tab "
on page 58

New action in Task scheduler

"Providing users with rights to
change task schedules settings”
on page 62

You cannot set rights for every action in Task scheduler.

"System health check” on
page 312

System health check added

"AirPrint & Mopria Print Service”
on page 249

Mopria Print Service for Android users added

"Editing and saving the SNMP
profile" on page 115

SNMP community strings now hidden.

“Individual user properties
panel” on page 129

Credit tab added to user properties panel.

" Using credit" on page 135

Section added on Credit tab in user properties panel

"For the Database and settings

backup you can set a password

to protect the backup. See next
figure."” on page 60

Password field added to Database and settings backup in
Task Scheduler

"Encrypting the main database"”
on page 25

Main database can be encrypted




Place in the document

Change

"Users" on page 120

Alias, Card and PIN properties for User synchronisation
now support two attributes

"Configuration profiles” on
page 82

Section on Configuration profiles added, used by Printer
Discovery

"Automated printer discovery”
on page 83

Short info on the automated new printer discovery setup.

"Editing printing devices" on
page 95

Printer properties panel changed

"Security of communication” on
page 53

Added example of a certificate

"MyQ main communication
ports"on page 8

Added some incoming comunication ports

"Jobs via IPPS" on page 231

Unlimited size of jobs received over IPPS

"Setting up the print from email
and from the MyQ Web
Interface"” on page 237

Limitations to sending jobs via Email/Web added

"Jobs via LPR protocol" on
page 259

Limitations to sending jobs via LPR added

"Adding, activating and deleting
main licenses" on page 71

License server address changed

"AirPrint & Mopria Print Service"
on page 249

Tandem queues no longer available for mobile print

"Attaching profiles to printing
devices"on page 118

Change in adding SNMP profile to single printer

"Printing from email and from
MyQ Web User Interface" on
page 236

OpenOffice no longer supported in printing from email and
from MyQ Web User interface.

"Activating and deactivating
printing devices" on page 91

Change in activating all or a selection of printing devices.

"Editing price lists" on page 292

Price lists are now attached to a configuration profile
instead of printers.

"Google Cloud Print to MyQ"on
page 246

Added info on Kyocera driver for setting up Google print
environment and some general info on this method of
printing.

"General "on page 53

Check hostname after license update in order to prevent
error message during remote printer setup.

"MyQ main communication
ports”on page 8

Added outgoing ports for Kyocera, added general outgoing
ports table, incoming port 8082 now changeable.

"Printing from email and from
MyQ Web User Interface"” on
page 236

Added information on supported MS Office applications
for printing from email.

"Project Accounting” on
page 375

Enable as Projects option on local printers no longer
available




Place in the document

Change

"Syntax of the projects' CSV file
“on page 381

Additional column added to csv file for project import




2. Basic Information
2.1. AboutMyQ®

2.1. About MyQ®

MyQ® is a universal printing solution that provides a variety of services related to
printing, copying and scanning. All functions are integrated into a single unified system,
which is centrally managed by the administrator on the MyQ server.

The main areas of operation of the MyQ solution are monitoring, reporting and
administration of MyQ users, printing devices, and print, copy and scan jobs. MyQ also
enables extended access to the services via the MyQ Web Interface or the MyQ Mobile
application and simplified operation of printing devices via MyQ Embedded terminals.

INFO: Information about the MyQ Embedded terminals can be found in MyQ
manuals for terminals on particular brands of printing devices; information about
the MyQ Mobile Printing application can be found in the MyQ Mobile Printing
Application User Guide.

- |



2.2. MyQ system requirements

The following sections discuss the configuration of the MyQ system, its components
and its main communication ports.

2.2.1. Configuration

Server/PC:*

MyQ Smart
Job Manager

MyQ Smart
Print
Services

Suggested
No. of users
and groups:

« 4 GB RAM and 4 CPU cores for a server with low
system load

« 8 GB RAM and 8 CPU cores in any of the following cases:
« More than 400 printers
o Activated Job Parser
« Activated Job Archiving
« High number of Office document printed via
email/web/mobile
o Use of Smart Job Manager
« Use of Smart Print Services
« Watermarks used in queues
« Heavy usage of the MyQ API
« 3 GB disk plus additional storage for print/scan jobs, logs,
history, backups. Recommended size of the disk is at least
100 GB.

For systems with a large number of direct queues, we strongly
recommend using SSD.

Supported versions: MyQ Smart Job Manager version 1.0 or
higher, Smart Print Services version 7.2 or higher

Requirements: If there are more than 100 client computers
using the MyQ Smart Job Manager and/or the MyQ Smart Print
Services, the MyQ server requires 2+ CPU cores just for the SJM
and/or the SPS operations.

Users: up to 100,000 (30,000 - 60,000 per one synchronizing
line) . Depends on the length and number of fields Ffor
synchronization.

Groups: up to 40 000 / 10 tree levels (group in group in group).
Each user can be in up to 50 groups.



Storage
space:

Operating

system:

Web
browser:

Application Log: Accounting Print jobs:
Files: 100MB records: Depends on
300 MB (14 days) 6GB (4-year history) the volume
of
print.

The size of the MyQ database depends on the size and
complexity of your printing environment (number of users,
printing devices, sent print jobs etc.).

During upgrade of the MyQ system, the actual size of the

MyQ installation on the server (including the MyQ database) may

temporarily grow up to four times.

Windows Server 2008 R2/ 2012 /2012 R2/ 2016 / 2019,
with all the latest updates (64 bit)

Windows 7/ 8/ 8.1/ 10 **, with all the latest updates, only
64bit OS is supported. For Windows 7 be aware of the
connection limit of up to 20 clients.

+ Microsoft .NET Framework 4.7.2 or higher

Google Chrome 63 and higher versions (Recommended)
Mozilla Firefox 57 and higher versions (Recommended)
Internet Explorer 11 and higher versions

Microsoft Edge 14 and higher versions

Safari 10 and higher versions

Older browser versions will not Ffunction as required.

INFO: The values of the minimal necessary configuration may increase in an
environment with high system load. To ascertain that the system runs smoothly,

4

settings accordingly.

monitor the server's performance during peak usage hours and adjust the



/ INFO: MyQ should not be installed on a Domain Controller.

INFO: For trouble-free running of the machine we strongly recommend using a
server operating system.

d

. NOTICE: To make sure that the MyQ system runs smoothly, you need to set an
" exception for MyQ in your anti virus setup.

2.2.2. Installed parts and possible collisions

The installation file contains, besides the MyQ system itself, installations of Firebird
database server, Apache web server, PHP runtime and Kyocera provider. With activated
Scan Management function, the MyQ system uses its own SMTP server.

If there are other systems that run on the same server and use database, web interface,
PHP, or email server, there is a danger of a system collision. This collision can cause
malfunction of one of the systems. Therefore, we recommend you to install MyQ on a
server with clean installation of operating system.

MyQ fully supports installation on virtual servers.

2.2.3. MyQ main communication ports

The Following communication ports are used by MyQ and therefore have to be left
unallocated and unoccupied in Firewall:

TCP Port Incoming port used by SMTP protocol for Scan Management function,
25 receiving email notifications from printers, and eventually for
receiving emails with jobs (see "Forwarding emails to the MyQ
SMTP server” on page 239)

TCP Port Incoming port used by LPR protocol for print job transmission to the
515 MyQ server

TCP Port Incoming port used by protocol for communication with Firebird
3050 database server



TCP Port
8080

TCP port
8082

TCP Port
8090

UDP Port
161

UDP Port
11108

UDP Port
11112

ICMP Port
Protocol

TCP Port
389

Incoming port used by HTTP protocol For accessing MyQ web
interface, communication with Embedded terminals and job roaming
among MyQ servers

Incoming port used for communication with internal components
(not opened in firewall)/

NOTICE: You can change this port in Change port in the
¢ installation folder /Server/platform.ini and then set the
same port in the config.ini.

Incoming has the same functions as the 8080 port except that MyQ
runs in encrypted mode secured by SSL certificate on this port

port used by SNMP protocol for communication with printing devices

Incoming port used for communication with terminals. When you use
the Terminal Manager this port is sometimes TCP 11108.

port for communication with LPM

protocol used for PING command

Incoming port used for the MyQ LDAP server



TCP Port Incoming port used for the MyQ LDAPS server

636

TCPPort port used by IPPS protocol for print job transmission from MyQ to
443 printing devices

TCP Port Incoming port used by LPR protocol for print job transmission from
515 MyQ to printing devices

TCP ports Incoming port used for MyQ FTP server (sending scans to MyQ server
21, 49152 - from Embedded terminals)

65535

TCP port Incoming port used for job spooling via the IPPS protocol

8631

TCP port Incoming port used for job spooling via the AirPrint/MOPRIA protocol
8632

Incoming/outgoing ports needed For Features of Kyocera provider

i/o = incoming and outgoing, no addition means 'only incoming'.

TCP Ports TCP ports 9090 and 9091 are necessary for remote setup of Kyocera
9090-9091 embedded terminals -

i/o
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TCP Ports
9093-9099

TCP Port
9101 -i/o

TCP Port
631

TCP Port
717

TCP port 9093 is used for authentication and authorisation.

TCP Port 9094 is used for driver access, mobile access and cannot
be changed!i/o

TCP port 9095 is used for Spooler service. ifo
TCP port 9097 is used for Log information event. ifo
TCP port 9098 is used for Job status event. ifo

TCP port 9099 is used for Thrift access.

port used by the User session service

port for Mobile print via IPP

port for Mobile print via IPPS

Outgoing ports default

TCP Port

25/467/587

TCP Port
80

TCP Port
110

TCP Port
143

TCP Port
161

Used by SMTP protocol for sending outgoing emails from MyQ. Port
depends on SMTP server.

License activation server. IP address of the MyQ license server is
217.11.225.212 (license.myq.cz), running on standard http port 80

POP3

IMAP

Used by SNMP protocol for communication with printing devices.
Answer from printer is returned on some dynamic port

-11 -



TCP Port
389

LDAP Server

TCP Port Used by IPPS protocol for print job transmission from MyQ to printing
443 devices

TCP Port Used by IPP protocol for print job transmission from MyQ to printing
631 devices

TCP Port

636 LDAPS Server

TCP Port

993 IMAPS

TCP Port Port used during remote setup of HP embedded terminal. Can be
7627 clcosed after the remote setup, but this is not recommended.

TCP Port —

10040 MyQ Printing Protocol (Secured) - MPP(S)

TCP Port Used by Raw protocol for print job transmission from MyQ to printing
9100 devices.

I?fo:ort Communication between Terminal Manager/MyQ and Terminals
':'ﬂ::ort MyQ sending data to Smart Job Manager

INFO: Some of the above mentioned ports can be changed in case of collision
with other applications.

a
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. NOTICE: Collision of the communication ports with other software will be
" revealed by the Windows socket error 10048 error message.
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Business or BusinessPro license is required. You can purchase the license with rights to
a certain number of printers. For information about how to add licenses, see "Licenses”
on page 70.

NOTICE: For information about differences between the two types of licenses,
see http://myq-solution.com/products.

NOTICE: If you combine more levels of licenses, e.g. Business and BusinessPro
licenses, you can use only those features that are allowed by the lowest version.

¢ (For example: if you add 20 Business licenses and 10 Business Pro Licenses, you
will essentially have only 30 Business licenses and the features of the Business
Pro licenses will not be available.)
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3. Installation

This chapter shows you how to install the MyQ print management system. Prior to the
installation, make sure that Microsoft .NET Framework 4.5 Full version is already
installed on your computer. If it is not, install it using the steps in the following section.

NOTICE: Before the installation on Windows Server 2008 R2/ 2012 / 2012 R2/
t 2016 /201 (or on Windows 7/ 8/ 8.1/ 10), make sure that all the latest Windows
updates are downloaded and installed on the server.

Installing Microsoft .NET Framework 4.7.2 Full version

1. Download the Microsoft .NET Framework 4.7 Full version installation file:
(https://support.microsoft.com/en-us/help/4054531/microsoft-net-framework-4-
7-2-web-installer-for-windows )

2. Open the downloaded executable file.
3. Follow the directions of the installation wizard.
Installing MyQ®
To install MyQ:
1. Download the latest available version of MyQ from the MyQ Helpdesk portal.
2. Run the executable file. The Select Setup Language dialog box appears.

3. Select your language, and then click OK. The License Agreement dialog box
appears.

4. You need to accept the terms of the agreement to continue with the installation.
5. Then click Next. The Select Destination Location dialog box appears.

6. Select the folder where you wish to install MyQ. The default path is:

C:\Program Files\MyQ\ or C:\Program Files (x86)\MyQ\.

7. Then click Next. The Setup options dialog box appears.

-15 -



10.

11.

-16 -

If you select Start services after finish, MyQ will start immediately after the
installation, otherwise you will have to start it manually. (See "Managing services
of the MyQ Server” on page 19.)

. Click Next. The Ready to Install dialog box appears.

Click Install. MyQ is installed on the server.

Click Finish. Depending on settings of the operating system on the server, you
might be asked to restart the computer.

« Ifyou are asked to restart the computer, you need to do so in order to finish
the installation. After the restart, the MyQ Easy Config application opens
and the MyQ database is upgraded.

« If not, you can select to directly run the MyQ Easy Config application by
keeping the Run MyQ Easy Config option selected.

INFO: The MyQ Easy Config application is the basic environment for setup
of the essential parts of the MyQ server, such as the MyQ database and log.

. |

05 Setup - MyQ

Ready to Install
Setup is now ready to begin installing MyQ on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)\MyQ

Setup type:
Custom Installation

Selected components:
MyQ Server
Firebird Database
Apache HTTP Server
PHP Server

| < Back ” Install || Cancel

FIGURE 2.1. MyQ® installation dialog box



4. MyQ Easy Config

This topic introduces the MyQ Easy Config application and briefly describes its main
features. Furthermore, it guides you through the following basic procedures:

« howto manage MyQ services

« how to change MyQ passwords

« how to relocate, back up and restore MyQ database

« how to change MyQ Web server ports

« how to clean up your Cache and Temp folders

Easy Config — 0O X

A Home myQ

Services

> Web Administrator Account
Settings

Database > 5et the Database Administrator Password

Log

“ To continue with setup, go to web interface

Login as *admin and enter your password

About

0]
O
S
D)
(7]
A

English

FIGURE 3.1. The initial tab of the MyQ Easy Config
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4.1. Introduction

The MyQ Easy Config application is the basic environment for setup of the essential
parts of the MyQ server, such as the MyQ database and log.

It automatically opens if you keep the Run MyQ® Easy Config option selected during
the installation of the server. Otherwise, you can find it under Start
menu/Programs/MyQ/MyQ Easy Config in Windows 7 and Windows 2008 or on the
Apps screen in Windows 8, Windows Server 2012 and newer.

After you open the application, you see its menu on the left side of the dialog box.
From this menu, you can access the following settings:

« On the Home tab, you can quickly change the default passwords for access to the
Web Administrator account and the Database Administrator account. You can also
log on to the MyQ Web User Interface from there.

« On the Services tab, you can control the run of the MyQ Master server's services.

« On the Settings tab, you can change both the Web administrator and the
Database Administrator accounts, change file paths of the MyQ system data files,
change the port of the web server and clean up your Cache and Temp folders.

« On the Database tab, you can recover MyQ data from its backup. For more
information, see "Relocating the data folder and the jobs folder” on page 21.

« On the Log tab, you can overview all operations executed by the MyQ system.

« On the About tab, you can see the information about the current version of MyQ.
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4.2. Managing services of the MyQ Server
On the Services tab of the MyQ Easy Config, you can stop, start and restart the

services of the MyQ server.

Start All  Stop All Restart All

Web Server RUNMIMG

Print Server RUNMING

FIGURE 3.2. Services of the MyQ server

4.3. Passwords

On the Home tab and on the Settings tab of the MyQ Easy Config, you can change the

default passwords for login to the MyQ Web Interface and for access to the MyQ
Firebird database.

« The user name for access to the MyQ Web Interface is *admin and the default
password is 7234.

« The user name for access to the MyQ database is SYSDBA and the default
password is masterkey.

. NOTICE: We strongly recommend you to change both of the passwords
" immediately after the installation.

4.3.1. Changing passwords on the Home tab

First time you open the application, on the Home tab, you can see the Web
Administrator Account and the Set the database administrator password

widgets. To change the passwords there, enter the new password in the two password
fields, and then click Change.
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Home

Services

Settings

Database

@ X & 2 |

MyQ Easy Config

—Aax

v Web Administrator Account

Home mvo

Please change the default passweord.

Username:

FIGURE 3.3. The Home tab of the MyQ Easy Config

NOTICE: After you change a password for the first time, its initial setup widget
“ disappears from the Home tab.

4.3.2. Changing passwords on the Settings tab

After you replace a default password, its widget disappears from the Home tab and it
cannot be set there anymore.

From that point on, it can be changed on the Settings tab of the MyQ Easy Config. To
change the password there, enter the new password in the two password fields, and

click Change.

Home
Services
Settings
Database
Log

About

OV @ XTIl

English
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Easy Config

—ax

“  Web Administrator Account

Settings myQ

Please change the default password.

Username:
*admin

Password:

Confirm Password:

Change

FIGURE 3.4. Password settings on the MyQ Easy Config Settings tab



4.4. Relocating the data folder and the jobs folder

On the Settings tab, you can see locations of the MyQ data folder and MyQ print jobs.
The default Ffolders are C:\ProgramData\MyQ\ Ffor the data folder and
C:\ProgramData\MyQ\Jobs for the print jobs. Under normal circumstances, there is no
need to change these locations. In case you have to do it, for example when there is not
enough space on the system disk, follow the instructions below.

Easy Config - 0O

myoQ

Services

> Web Administrator Account
Settings

Database > Web Server Ports

Log

. GmmEle -86%

- Folder path: C:\ProgramData’MyQh
(g ltetn Folder size: 32.94 MB

Free space: 13.1 GB
Total space: 24.66 GB
Files count: 37

Change location

About

A
o
P
D
e
Q

N R ol -86%

Folder path: C\ProgramData\MyQ'Jobs\
Folder size: 0B

Free space: 13.1GB

Total space: 24.66 GB

Files count: 0

Change location

2> Set the Database Administrator Password

FIGURE 3.5. Data folder and Print Jobs folder location on the Settings tab

The Data folder contains the MyQ database and additional files with data used by the
MyQ system, such as reports, certificates or config.ini file.

To change the MyQ Data Folder or the MyQ Jobs Folder location:

1. On the Settings tab, in the respective section, click Change Location. The
Change folder location dialog box appears.

-21-



2.

3. Under Change Operation, select the required method of relocation of the
existing data, and then click Change Location. The folder is moved to the new

In the dialog box, under New Ffolder, enter path to the new folder or click the
browser icon and find the folder location.

Mew Folder

ChProgramDatat My, Select

Free space: 14.46 GB
Total space: 24.66 GB

FIGURE 3.6. New folder location

Change Operaticn

® Change folder location and move all current files (Recommended)
() Change folder location without moving current files (Copy)
() Use the existing files in folder (Only for reconfiguration)

Warning: MyQ needs to be stopped during this operation, i.e. web Ul
will not be available.

FIGURE 3.7. Selecting the method of relocation

NOTICE: The folder where the data are relocated has to be empty and cannot

contain system directories.
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4.5. Main database encryption and backup and restore of MyQ

database and MyQ log

On the Database tab, you can check the status of the MyQ Main database and and the
Log database and perform backup and recovery of MyQ data and the MyQ log. Under
Status, you can see information about the current version of the database, available
updates and also a warning in case there is a need for an upgrade.

Easy Config — 0O X

Home Database mvo

Services

~ Backup data

Settings

Database

Log

“ Restore data
About

English C\ProgramData\MyQ\Backup

File Size Date and time -
database_2019-03-07_18-53-38.zip 27.73 MB 3/7/2019 £:53:40 PM
database_2019-03-12_10-26-22.zip 29.25 MB 3/12/2019 &:26:25 PM

database_2019-03-12_17-49-43.zip 27.83 MB 3/12/2019 54944 PM |~
< [ >

Upgrade database after restore

O VO @X>X0 o2

Restore

FIGURE 3.8. The Database tab of the MyQ Easy Config
When you back up the data or the log, MyQ creates a zip file with the following parts:

« The database_*.zip file contains the MyQ database and additional files with data
used by the MyQ system, such as reports, certificates or the config.ini file.

« The log_*.zip file contains the database of the MyQ Log (MYQLOG.FDB) and the
metadata.backup file for backup of the database.
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4.5.1. Backing up MyQ data and the MyQ log

Backup of the data folder and backup of the log folder are almost identical. To back up
either of the two, do the following:

1. Open the Database tab.

2. Under Backup, click Backup Data, or Backup Log. A new backup file is created.

~ Backup data

ki Lo

FIGURE 3.9. Backing up MyQ data on the MyQ Easy Config Database tab

Restore data

C:\ProgramData\MyQ\Backup

MName - Size Date
database_2017-10-19_03-03-48zip 565 MB 10/19/2017 02:03:45
database_2017-10-23_03-05-25.zip 565 ME 10/23/2017 02:05:28
database_2017-10-24_02-53-23zip 619 MB 10/24/2017 02:53:24
database 2017-10-24 03-12-55.zip  5.65 MEB 10/24/2017 02:12:59 ¥

| Upgrade database after restore
Refresh Delete

m | >

)
m
L
(]
IT

FIGURE 3.10. The newly created backup file appears in the file list under Restore database.

4.5.2. Restoring MyQ data and the MyQ log

NOTICE: The recovery of data on the SQL Master Server consists of restoring
¢ the database on the SQL server and restoring MyQ data file in MyQ. The log of
the SQL Master server needs to be restored on the SQL server.
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Restore of the data folder and restore of the log folder are almost identical. To restore
either of the two, do the following:

1. Open the Database tab.

2. Under Restore data, select the database *.zip file to restore MyQ DATA, or the

log_*.zip file to restore MyQ LOG, and then click Restore. When asked to
continue, click Yes.

Restore data

CA\ProgramData\MyQ\Backup

File Size Date and time -

database_2019-03-07_18-53-38.zip 27.73 MB 3/7/2019 6:53:40 PM
database_2019-03-12_10-26-22.zip 29.25 MB 3/12/2019 5:26:25 PM

database_2019-03-12_17-49-43.zip 2783 MB 3/12/2019 54944 PM
< 1 »

Upgrade database after restore

FIGURE 3.11. Restoring the database

NOTICE: If you want to use the restored database in the current state of the
. MyQ system, do not deselect the Upgrade database after restore option! You
" should deselect it only if you want to work with an older version of the database
for some specific purposes.

4.5.3. Encrypting the main database

For a better security you can encrypt the main database using a certificate. MyQ does
not provide these certificates. You must install and use your own. Once installed they
will be visible in the Certificate drop-down list.
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Easy Config — 0O

Home Database mvo

Services «  Main Database oK

Settings
Database version: 27.6.16

Database Mo upgrade needed.

Log
Database Encryption:  Off

About Certificate: |CN:myq.Ioca| |v|

English

@
O
3
)
o
A

FIGURE 3.12. Encrypting the main database
During the encryption the printers will not be available.

After the encryption the Encrypt button will change to Decrypt, so you can reverse
the action.

. INFO: This functionality is only available for Firebird Databases. When you have
SQL Server this section for encryption/decryption will not be displayed.

- |

. INFO: The Database Encryption requires a 32 byte length key. The key will be
* generated using the private key from a certificate stored on the local machine.
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4.6. Changing MyQ Web server ports

On the Settings tab, under Web Server, you can change the two ports for connection
to MyQ Web server:

« Port: communication port for the MyQ HTTP Apache server; the default value is
8080.

« Secure port (SSL): port for secured communication with the MyQ HTTP Apache
server; the default value is 8090.

— Easy Canfig —0OX
—
ﬁ Home ‘_‘_:E‘it ]":]5 mvo
@ Senvices > Web Administrator Account
x Settings
g Database v Web Server Ports
—
‘-9 Log Port:
8080 [ A |
© About KA
Secure port (S5L):
Bl Engish 8090 (A |

FIGURE 3.13. Two ports, one for unsecured connection and one for secured connection, are shown on
the Settings tab

4.7. Cleaning Cache and Temp Folders

In the Server maintenance section of the Settings tab, you can clean up your Cache
and Temp folders. This might be necessary in cases when problems with the temporary
files affect the run of the MyQ system.

To clean up the two folders, click Start cleanup.
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Easy Config —0O X

A Settings myo

Services

> Web Administrator Account
Settings
Database > Web Server Ports

Log

» Data Folder 86%

About

@&
P
)
(2]
)

English
86%

> Jobs Folder
> Set the Database Administrator Password

~ Server maintenance

Start cleanup

Cache and Temp folders will be deleted.

FIGURE 3.14. Cleaning up the folders with the MyQ temporary files

INFO: Default location of the Cache and Temp folders are: C:\Program Files
. (x86)\MyQ\PhpApps\wsfCache and C:\Program Files
(x86)\MyQ\PhpApps\wsfTemp.
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5. MyQ Web Interface

This topic describes the MyQ Web Interface where you manage most of MyQ functions.
It shows you how to access the web interface and the two menus from which you can
access all settings and functions on the web interface: the Main menu and the Settings

menu. Furthermore, it describes the web interface's Home dashboard and shows you
how to perform initial setup of MyQ there. The last two section introduces two MyQ
logs: the MyQ Log and the MyQ Audit Log.

aasnooard

&« C {t | ® Notsecure | 10.14.5.68:2080/en-us/app/#{"r

mvo - /'_a'\_‘ Home

& Refresh @ Generate data for support | £ Log out

Quick links

=] Jobs (M Printers R Users & Reports | & Settings Log

FIGURE 4.1. MyQ Web Interface

5.1. Accessing the MyQ Web Interface

To access the MyQ Web Interface, you need to open it in your web browser and log in
as an administrator:

Opening the interface
There are three ways how to open the MyQ Web Interface:

« Open your web browser, and then enter the web address in the form:
http://*MyQserver*:8080, where *MyQserver* represents the IP address or the
host name of your MyQ server and 8080 is the default port for access to the
server.

Q myQ X
< C )} | ® 10.1.3.207:808C

FIGURE 4.2. Entering MyQ address on a web browser
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. INFO: In the secure mode of MyQ, the default access port is 8090.

« Log on to the interface from the MyQ Easy Config application by clicking
Continue on the Home tab, under To continue with setup, go to web
interface.

« Open the MyQ Web Administrator application:

o You can find this application under Start menu/Programs/MyQ/MyQ
Web Administrator in Windows 7 and Windows 2008 or on the Apps
screen in Windows 8, Windows Server 2012 and newer.

MyQ Easy Config

MyQ Terminal Manager

FIGURE 4.3. Accessing MyQ from the Apps screen in Windows 8

Logging on as an administrator

English (United States)

*admin

LIE In

Lost PIM = New Account

FIGURE 4.4. MyQ Web Interface login

INFO: In the drop-down list box at the top of the login window, you can select
* your preferred language.
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NOTICE: By not changing the default password, you leave the MyQ system
unsecured and enable others to easily access it. If you have not done it yet, we

application.

strongly recommend you to change the password in the MyQ Easy Config

5.2. Main menu and Settings menu

There are two main menus from which you can access all fFeatures and settings of the
MyQ server: the Main (MyQ) Menu and the Settings menu. They are described in the

following two sections.

5.2.1. Main menu

To open the Main menu, click the MyQ logo at the upper-left corner of screen.

mvo - "ﬁ‘ Home

‘j{\ Home

= Printers
@ Queues
Alert History

76 Event Notifications

& Users
|=2] Jobs
$ Quota Boosts
{| Projects

e Reports
= Billings
A Settings
Log
| Audit Log
8| System health check

© Help

Administrator U Log out

LA

FIGURE 4.5. MyQ Main menu
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From the menu, you can access the Home dashboard, the Settings menu and a number
of tabs where you manage and use MyQ functions.

In this guide, all tabs accessed from the Main menu, except for the Home screen and
Settings menu, are called main tabs as opposed to settings tabs that are accessed
from the Settings menu.

5.2.2. Settings menu

To open the Settings menu, click Settings on the Main menu.

The tabs that are accessed from the Settings menu serve for global setup of the MyQ
server. In this guide, all tabs accessed from the Settings menu are called settings tabs
as opposed to the main tabs that are accessed from the Main menu.

5.3. Home dashboard

On the Home dashboard, you can perform the initial setup of MyQ. After the setup,
you can use the dashboard to directly access MyQ key features, to display statistics and
to generate data for support.

myQ . -

€ Refresh (01 Generate data for support | () Log out

FIGURE 4.6. MyQHome dashboard with the Quick Setup Guide before initial setup

The dashboard is fully adjustable; it consists of multiple building blocks (gadgets) that
can be added and removed from the screen. You can use the blocks to customize both
layout and Functionality of the dashboard.

Printers with issues shows unreachable active printers and active printers with
unresolved alerts. You can also see these issues in the Issues column of the Printer
overview, click MyQ - Printers to view.
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The six standard information blocks give you system information.

Info Description
Number of users  [Number of active users. Clicking opens the overview of Users page.

Number of printers where the status is not: Local, replicated or
Number of printers |deleted. Cached every 15 seconds. Clicking directs you to the Overview
printers page.

Printed pages Number of prited pages during the actual day. Cached every 60
(today) seconds.
Uptime Uptime of the MyQ system.

Number of error and critical log messages in the last 24 hours. Cached
every 30 seconds. Clicking opens the Log page.

Number of warning log messages in the last 24 hours. Cached every 30
seconds. Clicking opens the Log page.

Recent errors

Recent warnings

Printed pages (Last 24 hours) MNumber of users Number of printers
Uptime (hours) Recent warnings (Last 24 hours) Recent errors (Last 24 hours)

FIGURE 4.7. MyQHome dashboard with the information blocks

5.3.1. Adjusting the dashboard

By default, there are four gadgets on the dashboard: Quick links, License Printers
with issues and Quick Setup Guide. Apart from these, you can use the following
additional gadgets:

Adding new gadgets and moving gadgets on the dashboard
To add a new gadget:

1. Click Add a new gadget at the top-right corner of the dashboard. The Add a
new gadget dialog box appears.
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2.

myo - ‘mm «

&' Refresh ¥4 Generate data for support | (U Log out

'lmkdd a new gadget

FIGURE 4.8. Opening the Add a new gadget dialog box, where the new gadgets can be selected.

In the dialog box, select the gadget, and then click OK. The new gadget is
displayed on the board.

Add a new gadget X

Gadget: | [empty]

[empty]

Quick links

Printers with issues
Top Active: Groups
Top Active: Printers
Top Actie: Users
Quick Setup Guide

FIGURE 4.9. Selecting the new gadget.

v INFO: To move gadgets, drag and drop them on the board.

Deleting gadgets from the dashboard

To delete a gadget from the dashboard, point at the upper-right corner of the gadget,

click the down-arrow button and click Delete.

b e S cam Cw—— -
& Edit
F .4 el=te

FIGURE 4.10. Deleting a gadget from the dashboard

5.3.2. Initial setup of the MyQ server on the Quick Setup Guide gadget

On the Quick Setup Guide gadget, you can set the basic and most important features of
the MyQ system:
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INFO: The "MyQ Quick Setup Guide" gives you in more detail the basic setup of
* MyQ.

Time zone

« Here you can see if the time zone set in MyQ matches the Windows system time
set on the server.

« By clicking Edit, you open the General settings tab, where you can change the
time zone. (See "General” on page 46)

Customer information

1. Click Enter contact data. The Customer Information dialog box appears.

2. In the dialog box, fill out all the details, and then click Save.

Customer Infoermation X

Company: * |CompanyX

Person: * |Eliot Kate

Address: * (10 Morning street, Wollongong, NSW
Country: * | Australia ¥
E-mail: * |kate@companyx.com

Phone: |080008020

o Save A Cancel

FIGURE 4.11. Entering data in the Customer information dialog box
License
Adding and activating licenses

1. Click Add license. The Add license dialog box appears.
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Add license b4

Enter license keys. One key per row.:
License 1
License 2

o OK C% Get tnal license

FIGURE 4.12. Adding license keys in the Add license dialog box

INFO: You can click +Get trial license to obtain a trial license. You
automatically receive a two-month trial license for unlimited number of
printers and a two-month trial license for ten embedded terminals. These
licenses are automatically activated.

|

2. In the dialog box, enter the licenses, and then click OK. After the licenses are
successfully added to MyQ, the Activate button appears.

License
Mumber of licenses to activate: 1. Activate by 25/11/2015

¥ Activate

FIGURE 4.13. The Activate button appears after the license is added

3. a. IFyou are connected to internet, click Activate. The licenses are
automatically activated.

b. If you are not connected to internet, you have to manually activate the
licenses on the Licenses settings tab. For information about how to
manually activate licenses, see "To manually activate a license:" on page 74.

INFO: The licenses have to be activated by the date displayed in the Activate
, by DD/MM/YYYY message in the License section. Till this date, you can use
them without activation.
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Support

With active support licenses, you have access to MyQ technical support and freeMyQ
products upgrades.

Extending support licenses

« Click +Add support license. The dialog box appears. You have two options of
activating the license here. For information about these options and about the
further steps, see "Automatic and manual activation of support licenses" on
page 78.

v Support - DONE

Printers till & 25/10/2016

50000B970-23100AC300C00AD56505A091-03403ADD o Add suppgrt license

FIGURE 4.14. Extending support licenses on the Home screen

Administrator email

By clicking Enter the administrator's email, you open the General settings tab,
where you can set the administrator email. (See "General" on page 46.)

INFO: Important system messages (disk space checker warnings, license
* expiration etc.) are automatically sent to this email.

Outgoing SMTP server

By clicking Configure the outgoing SMTP server, you open the Network settings
tab, where you can set the outgoing SMTP server. (See "Outgoing SMTP server"” on
page 55.)

Printers
Adding printers:

« By clicking Discover Printers, you open the Printer discovery settings tab,
where you can discover and add printing devices. (See "Discovering printing
devices" on page 83.)

« By clicking Add printers manually, you open the Printers main tab, where you
can add printing devices. (See "Manually adding printing devices" on page 81.)
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Activating added printers:

« Click Activate to activate all the added printing devices.

Printers
Mumber of printers to activate: 4 of 6

T

MyQ will confirm printer compatibility and download the driver.

Activation requires an Internet connection.
If the printer activation fails, see the event log for the cause.

[ Actiﬁ:e

FIGURE 4.15. As long as there are any added printers that not activated, the Activate button is
displayed.

¢ NOTICE: You can activate only as many printers as your license supports.

Queues

« By clicking Go to the printer queues, you open the Queues main tab, where you
can add queues. (See "Queues "on page 199.)

Users

« By clicking Add users manually, you open the Users main tab, where you can
add users. (See "Users" on page 120.)

« By clicking Import users, you open the Users synchronization settings tab,
where you can import users from the Master server, from LDAP servers or from a
CSV file.where you can import users from LDAP servers. (See "Users” on
page 120.)

5.3.3. Generate data for support

In case you encounter a problem that requires help of the MyQ support team, you may
be asked to provide more information about your MyQ system configuration, licenses,
printer devices, terminals, etc. In such case, you need to generate a MyQ-helpdesk ZIP
file, which contains multiple files with all the necessary information, and send it to the
MyQ support team.

The ZIP file includes the Logs folder which contains:
« error logs from Apache and PHP,

« two MyQ log files (log_*dateandtime*.csv, log_*dateandtime*.x[sx),
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« and the MyQ-helpdesk.xmlfile with MyQ system information.

e o \MyQ-helpdesk_2017-01-23_04-33-59.7ip
Logs
:‘, log_2017-01-23_04-33-59.c5v
B log_2017-01-23_04-33-59.xlsx
= MyQ-helpdesk.xml

FIGURE 4.16. Files included in the MyQ-helpdesk ZIP

INFO: Both MyQ log files correspond to the MyQ log that can be displayed on
the MyQ Web Interface or in the MyQ Easy Config application, but they differ
from each other. The XLSX log file is more transparent and contains attachments
with additional information. The only advantage of the CSV file is that it does not

need to be opened in a spreadsheet application, such as Excel or OpenOffice
Calc.

|

. NOTICE: You should send the MyQ-helpdesk ZIP file each time you ask for
" technical support regarding the MyQ system.

To generate the MyQ-helpdesk ZIP File

1. Click Generate data For support on the bar at the top of the Home dashboard.
The Generate data for support dialog box appears.

2. In the dialog box, specify the date and the exact time span of the MyQ events to
be contained in the MyQ-helpdesk file, select if log files should be included, and
then click OK. The file is generated and saved to your downloads folder.

Generate data for support X
Date: ™ |08/05/2016 =
From:* | 032:00 To:*(03:15 %

-

nclude log files: (v

o % #K Cancel

FIGURE 4.17. Selecting the XML file options on the Generate data for support dialog box
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5.3.4. Quick links to important tabs of the MyQ Web Interface

From the quick links toolbar, you can directly access the most important tabs of the
MyQ Web Interface.

Quick links:  |=| Jobs (& Printers f Users @2 Reports & Settings | | Log

[ sk ]

FIGURE 4.18. Quick links on the Home screen
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5.4. MyQ Server's Log

In the log, you can find information about all parts of the MyQ server: the MyQ server,
MyQ Web Ul etc. Log messages are sorted into six types (Critical, Error, Warning,
Info, Notice, Debug) and you can select the types that you want to be displayed. You
can also set the log to display only messages informing about specific subsystems of
MyQ, such as Web Ul, remote printer setup, user sessions on MyQ terminals, and also
about a specific context, for example direct printing or a specific printing device.

myQ. -
Cpen Show from here Refresh || Search
Date: I rom here [l Tools = efresh || Searc!
Time Type Subsystemn Context Attachrments
Caontext: 02/28/20...: Debug User Session Monitor | Direct printing
02/28/2 Jebug User Session Monitor | Direct printing
el Tely alm llear Saccian Manitar Diract Brinting
Subsystem: SoiER e FEETE HSET sEssan o HIrect printing
| | 027282 ebug Gene
Type: 1379 - Gene
«| Error -
. 02/28/20...; Debug User Session Monitor | Direct printing
+| Warning = =
02/28/20...: Debug User Session Monitor | Direct printing
v Info Je/e6i ... Uebug : Inting
. sedrlTels Mk |lear Saccinn Mamitar Miract mrintine
+| Motice Je/<8/ 2. Uebug ST aEssImn ot -irect printing
v Debug 2/28/20...: Er enera
il Search 02/28/20.. Debug  Genera

FIGURE 4.19. The Log tab on the My Q Web Interface

The log is updated in real time, but you can pause it and select to show messages from
a specific time period, such as yesterday, this week, last week, last X hours, last X weeks
etc.

Opening the MyQ Log
On the MyQ Web User Interface, click MyQ, and then click Log.
Pausing the log / refreshing the log

To pause or resume the real time run of the log, click Run on the bar at the top of the
Log tab. To refresh the log up to the current moment, click Refresh on the same bar.

Filtering the log: selecting time period, types of information, subsystem or
context

You can filter the log on the panel at the right side of the Log tab:
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« After you pause the log, you can select the period in the Date combo box.

« The types can be select and deselected on the panel at the right side of the Log
tab.

« On the Subsystem combo box, you can select / type one or more subsystems to
be displayed in the log.

« In the Context text box, you can type the context to be displayed.
After the Ffilters are set, click Search to submit them.

Exporting the log / generating data for support

E& Tools

Save as Excel

[

Save as C5V

il |_E

Generate data for support

Remaove highlighting

FIGURE 4.20. Log export options

Click Tools on the bar at the top of the Log tab, and then select one of the following
export options:

« Save as Excel — export the log as an Excel file

« Save as CSV — export the log as a CSV Ffile

« Generate data For support — generates a ZIP file with multiple files for MyQ
support ( see "Generate data for support” on page 38)

INFO: Both MyQ log files correspond to the MyQ log, but they differ from each
other. The XLSX log file is more transparent and contains attachments with
. additional information. The only advantage of the CSV file is that it does not

need to be opened in a spreadsheet application, such as Excel or OpenOffice
Calc.
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NOTICE: You can highlight particular log messages. To do so, select the message
that you want to highlight and then press the SHIFT + SPACE keyboard shortcut.

Time Type Subsystem Context Attachments
02/28/20...: Debug Printer Status Checker | Printing device F
. 02/28/20... Debug User Session Monitor  Direct printing
D2/28/2 Jebug User Session Monitor | Direct printing
02/28/20... Debug User Session Monitor  Direct printing

FIGURE 4.21. Highlighted log messages

To remove all highlights, click Tools on the bar at the top of the Log tab, and
then click Remove highlights (See FIGURE 4.20 on the previous page.).

5.5. MyQ Audit Log

In the audit log, you can view all changes of MyQ settings, along with information about
who made the changes, the time when they were made and which subsystem of MyQ
was affected by them.

mvo - | Audit Log
Date: >, Open & Refresh || Search &
E «| |Time Type | Description C... |User Subsystem
User:
| | Today
08/07/20... & Settings were changed. B Administr...  CLI
g8 Search _ ) A o
08/07/20.. &  Group All users was edited, o Administr.,  CL
08/07/20.. & User Unknown user was edited, & Administr...  CLI
08/07/20.. & User Administrator was edited. B Administr..  Webl

FIGURE 4.22. The MyQ Audit Log
Opening the MyQ Audit Log
On the MyQ Web User Interface, click MyQ, and then click Audit Log.
Filtering the log: selecting time period, user and type of event

The displayed data can be filtered by a time period, the user who made the changes
and the type of the event.
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INFO: To display additional information about a particular change, double-click
. the change. A panel with the detailed information opens on the right side of the
Audit Log tab.
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6. MyQ System Settings

This topic discusses basic system settings of the MyQ system. The settings are located
on five tabs accessed from the Settings menu:

On the General settings tab, you can set Administrator email, change regional
settings of MyQ, add link to your own custom help to MyQ Web Interface, protect
the MyQ system in case of insufficient disk space and set debug level of MyQ log.

On the Personalization settings tab, you can add custom help links and custom
logos to be used in various parts of the MyQ system.

On the Network settings tab, you can change security of communication, change
MyQ HTTP (Apache) ports and SMTP server ports, configure connection to mobile
applications, configure outgoing SMTP server, configure HTTP Proxy server and
automatically open firewall ports.

On the Authentication server settings tab, you can add LDAP and Radius servers
for user authentication.

On the Task scheduler settings tab, you can add new task schedules, change
their settings and run scheduled tasks.

On the Log & Audit settings tab, you can set the Log notifier feature, which
enables sending notifications informing about selected log events to
administrator and/or any number of MyQ users.

On the System management settings tab, you can change settings of the MyQ
history, set maximum size of files that can be uploaded on the MyQ
Weblnterface, delete data from the MyQ database, and also reset MyQ
components to apply settings previously made on other tabs.
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6.1. General settings tab

The General settings tab is divided into the following sections: General, Disk space
checker and Log.

& Settings & General
ma| | icense
== Server Type & Cloud
ﬁi General =

%# Personalization Log Eipanc
X Task Scheduler

% Metwork

- General Expand

- Disk space checker Supand

o Save

FIGURE 5.1. The General settings tab of the MyQ Web Interface

6.1.1. General

In this section, you can set administrator email, time zone, default language, currency,
column delimiter in CSV files and custom logo.
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Administrator email: Administrator email receives important system messages
(disk space checker warnings, license expiration etc.) that are automatically sent
from MyQ.

Time zone: For proper functioning of the MyQ system, make sure that the time
zone set here is the same as the time zone set in the Windows operating system.
After changing the time zone, you will be asked to restart the web server.

Default Language: The default language setting determines the language of all
emails that are automatically sent from MyQ and the language used on all
connected terminals and interactive readers.

Additional languages: You can set additional languages that will be used for
custom fields. This way you can enter different names of the fields to be used in
different languages.

Currency: In the currency setting, you can enter name of the currency that you
want to use in your pricelist. The Number of digits after the decimal point
option can be set from 0 to 5.



o Column delimiter in CSV: The column delimiter in CSV Ffiles setting determines
the delimiter in source and destination files used for all the import and export
operations to and from CSV file format. The default value is based on the regional
settings of your operating system.

6.1.2. Disk space checker

The disk space checker protects the system against failure caused by insufficient disk
space. You can set two levels of alert:

« Warning level: If the disk space lowers below the Ffirst level, the administrator
gets an alert email message.

« Critical level: If the disk space lowers below the second level, the administrator
gets an alert email message and the MyQ services are automatically stopped to
prevent corruption of the MyQ databases.

6.1.3. Log

If you select the Log debug level messages option, the system will generate more
information for troubleshooting. These information will be shown in the MyQ Log.

NOTICE: This feature will have impact on your system performance. Therefore,
¢ we recommend you to enable it only in case of a system malfunction or if you are
requested by the MyQ support.
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6.2. Personalization settings tab

On this tab, you can set the custom message to be shown on the Web accounts of MyQ
users, add links to your own custom help and custom logos to be used in MyQ, on MyQ
terminals and in the MyQ Smart Job Manager.

& Settings -5 Personalization
S| |icense
- Dashboard custom message Sxopand

= Server Type & Cloud
% General - Custom help Expanc

&% Personalization - Custom application logo Expand
X Task Scheduler - Terminal personalization Eipand
@ Network - Custom link in the Smart Job Manager. Expand

(5] - o
2= Authentication servers

+ Save
B sNMP

FIGURE 5.2. The Personalization settings tab of the MyQ Web Interface

6.2.1. Dashboard custom message

Here you can enter a message to be displayed on the Web accounts of MyQ users.

After you change the message, click Save at the bottom of the Personalization tab.

== Personalization

4 Dashboard custom message

Message: |This message is shown on the Web accounts of MyQ users,

H il awE Ol Hucsl

(=]
n
B
'n
m
e
-

&= Revert values

FIGURE 5.3. The custom message for MyQ users

The %admin% paramater can be used to display the email address of the MyQ
administrator within the message (the Administrator email set on the General
settings tab; see "General" on page 46).
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6.2.2. Custom help

Here you can add a link to your own web based help that will be displayed as a gadget
on user's home page on the MyQ Web Interface.

To add the custom help link, enter the title and the link of your custom help, and then
click Save at the bottom of the tab.

& Settings #-4 Personalization

i License

4 Custom help
== Server Type & Cloud
L Title: |CompanyX Printing Guide
&% General ) i
Link: |https:/fpgcompanyx.com/H
% Personalization The Fnk ic disolaved on th

= 5 dizplayed on the users Myl nome page

=
! R E - Custom application logo Sxpand

& Network .
" Custom logo for terminals Expanc

5'-; Authentication servers
" Custom link in the Smart Job Manager. Expand
B snmp

() Printers o ﬁv& &K Cancel

FIGURE 5.4. Adding the custom help link to MyQ

mvo - /'_a'\_‘ Home

& Refresh | &) Log out

CompanyX Printing Guide

@ CompanyX Printing Guide

FIGURE 5.5. Example of the custom help gadget displayed on the user's home page on the MyQ Web
Interface
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6.2.3. Custom application logo

Here you can add your company's logo to be used in the MyQ system. The logo will
appear on the upper-right corner of the MyQ Web Interface, in reports, on MyQ credit
vouchers and in the MyQSmart Job Manager. Supported picture formats are
JPG/JPEG/PNG/BMP and the recommended size is 398px x 92px.

To import the logo, open its file, and then click Save at the bottom of the tab. A
preview of the new logo is displayed on the tab.

4 Settings % Personalization

=il License

- Custom help Expand
== Server Type & Cloud

% F " =
& General Custom application logo

% Personalization Custom Loge: | Choose File | LagoX.png

Y Task Scheduler The logo will b

ﬁ Network c
8 suthenicas ompan
2= Authentication servers

B snmp
™. Printers
), Printer Discovery * Custom logo for terminals Copand
B Terminal Actions * Custom link in the Smart Job Manager. txpand

= Scanning & OCR
o ﬁve ® Cancel
gt Price list

FIGURE 5.6. Importing the custom application logo to MyQ

MyQ - @ rome @ ComranyX g

& Refresh ¥ Generate data for support (U Log out

== Add a new gadget
FIGURE 5.7. Example of the custom logo displayed at the upper-right corner of the MyQ Web interface
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6.2.4. Custom logo for terminals

Here you can add your company's logo to be used on all MyQ embedded terminals.
Supported picture formats are JPG/JPEG/PNG/BMP and the recommended size is
340px x 92px.

To import the logo, open its file, and then click Save at the bottom of the tab. A
preview of the new logo is displayed on the tab.

&% Personalization 4 Custom logo for terminals
= Task Scheduler Custom Loge: | Choose File | LogoX.png *
E NEtI’vDrk a rafirco W o F. RELLY CIIUEU SIS, o5Uy A o A

:E: Authentication ser
= e - Custom link in the MyQ Easy Job Manager. Expand

= Printers W Sﬁ ® Cancel

", Printer Discovery

FIGURE 5.8. Importing the custom application logo to embedded terminals

6.2.5. Custom link in the MyQ Smart Job Manager

Here you can add a link to your own web based help that will be displayed in the
MyQ Smart Manager.

To add the custom help link, enter the title and the link of your custom help, and then
click Save at the bottom of the tab.

:E: Authentication servers
4 Custom link in the Smart Job Manager.

B snmp
Title: |mylink
| P Link: |http://10.14.5.90:8080/en-u
¥, Printer Discovery The link is displayed in the Smart Job Manager £

B Terminal Actions

o ﬁv& K Cancel

= Scanming 8 OCR
FIGURE 5.9. Adding the custom help link to MyQ Smart Job Manager
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MyQ Balance Login 2

Please login

= CONNECTED

. Oompnngx mylink

FIGURE 5.10. The custom link in the Smart Job Manager

6.3. Network settings tab

On the Network settings tab, you can manage network communication between the
MyQ server and other parts of the MyQ solution. It is divided into ten sections: General,
Communication Security, MyQ HTTP Server (Apache), MyQ SMTP server, Mobile
application, Outgoing SMTP server, HTTP Proxy server, MyQ LDAP Server,

Firewall and Kyocera provider.

& Settings

[ |icense

== Server Type & Cloud

& General
%H Personalization

LX) Task Scheduler

& Network ~
% Authentication servers
B sume

(= Printers

¥, Printer Discovery

B Terminal Actions

=) Scanning & OCR

myQ - ﬁ Settings: Metwork

& Network

* General Expand

* Communication Security Sopand

© MyQ HTTP Server (Apache) Cxpznd
* MyQ SMTP Server Expand

* Mobile Application Expand

* Outgoing SMTP Server Expand

* HTTP Proxy Server Expand

© MyQ LDAFP Server Cxpand

* Firewall Expznd

* Kyocera Provider Expanc

FIGURE 5.11. The Network settings tab of the MyQ Web Interface
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6.3.1. General

4 General

This server hostname: *

FIGURE 5.12. Hostname of the MyQ server

In this section, you can enter the hostname of the MyQ print server. This hostname is
used by external components of the MyQ system, such as embedded terminals or the
MyQ Smart Job Manager, for communication with the MyQ server.

INFO: During remote setup the server hostname should be a valid hostname or
., IP-address. Ir can happen that update of licenses changes the hostname to
myq.local Then the remote setup will fail and result in an error message.

INFO: On some embedded terminals, you can select if you want to remotely set
the hostname of the server instead of the IP address during the remote setup of
the device. For more information, see MyQ manuals dedicated to particular
embedded terminals.

6.3.2. Security of communication

In this section, you can enforce secured communication for access to the web interface,
terminals, MyQ Smart Manager and other servers in case you use MyQ in cloud. You can
also upload your safety certificate here.

« To disable unsecured communication, change the Enable only secure
connection setting value to ON.
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« To upload the safety certificate:

1. Click Change certificate. The Change Certificate dialog box appears.

2. In the respective column, click Choose Files. The Open dialog box appears.
You can select from the PEM format and the PFX (P12) format.

INFO: Below you find an example of such a certificate, to give a general
idea about the content.

¢ OpenSSL configuration file for creating a CSR for a server certificate

# Adapt at least the CN, DNS.1, C and O lines, and then run

# "c:\Program Files (x86)\MyQ\Apache\bin\openssl.exe" req -new -config CSR.conf -keyout myserver.key -out myserver.csr
# on the command line.

[req]

default_bits = 2048

default_md = sha256

prompt = no

encrypt_key = no

distinguished_name = req_distinguished_name
req_extensions = v3_req

[req_distinguished_name]

# Country Name

C=uUs

# State or Province Name, not required un-comment if needed
#ST = VA

# Locality Name, not required un-comment if needed

[#L = SomeCity

# Organization Name

0 - MyCompany

# Organizational Unit Mame, not required un-comment if needed
#0U = MyDivision

[# FQDN of the MyQ server

CN = v, company.com

[w3_req]

keylUsage = keyEncipherment, dataEncipherment
extendedKeyUsage = serverAuth
subjectAltlame = @alt_names

[alt_names]
# Please note: all DNS names must resolve to the same IP address as the FQDN.
# DNS.1 should be same as CN

# Edit and un-comment rows 2+ as needed

DNS.1 = wwe.company.com

[#DNS.2 = company.com

[#DNS.3 = www.company.net

[#DNS.4 = company.net

FIGURE 5.13. Example certificate

2. Choose the certificate that you want to upload, and then click OK.

o Click Generate Certificate to recover the default MyQ test certificate
(MyQ.local). Files server.cer, server.key and server.pfx are created in
C:\ProgramData\MyQ\Cert.

INFO: For more information about security of network communication, see the
latest MyQ Security Whitepaper.

. |
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6.3.3. MyQ HTTP Server (Apache) and MyQ SMTP Server

In these sections, you can change communication ports for the MyQ HTTP Apache
server and the incoming SMTP server. The incoming SMTP server receives email
notifications from printing devices, scanned files and eventually emails with print jobs
(see "Forwarding emails to the MyQ SMTP server"” on page 239).

¢ NOTICE: After changing ports, restart all MyQ services.

NOTICE: This SMTP server is not used for outgoing communication. For
. outgoing communication, you have to setup connection to an SMTP server that
- will fForward system messages. For information about how to setup the
connection, see "Outgoing SMTP server" below.

6.3.4. Mobile applications

In this section, you can set the server hostname or IP address and the communication
port for the MyQ mobile applications which will be used when the corresponding QR
codes are generated.

6.3.5. Outgoing SMTP server

To send email reports, send error messages to users, send automatically generated PIN
to users and forward scanned documents, you have to configure the email server,
where all the mails are forwarded.

To configure the server, do the Following:

1. Enter the server hostname or IP address in the Server text box. If the email
server listens on other than 25 TCP port, change the Port setting to the right
value.

2. If credentials are required, enter the user name and password.

3. Enter the address that you want to be displayed as the sender address on PIN,
alert and report messages.

4. After you enter the data, you can click Test to test connection to the email server.
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6.3.6. HTTP Proxy server

IF you use a proxy server, you need to enter its configuration here to be able to activate
your MyQ license.

To enter the configuration:

1. Change the Use Proxy Server setting value to ON.

2. Enter the HTTP Proxy sever IP address or hostname, communication port and
access credentials.

NOTICE: After the license is activated, the Proxy server data are no longer
! needed. You can delete the data and change the Use Proxy Server setting value
to OFF.

6.3.7. Firewall

In this section, you can automatically open all the ports on Microsoft Windows firewall
that are necessary to run the MyQ application.

6.4. Authentication servers settings tab

If you want to authenticate users against an LDAP server, synchronize users with an
LDAP server or authenticate users against a Radius server, you have to add all the
servers on this tab.

To add a new LDAP server, do the following:

1. Click +Add and select LDAP server. The new LDAP server properties panel
opens on the right side of screen.

£ Authentication servers

EH' Add - Actions &' Refresh

8

LDAP Se Wﬁ"'l'—'-il"-i Domain/Mame Server Security

.:3:
h_:_ Radius senser testAD.local 10.1.3.79:389 Mone

FIGURE 5.14. Adding a new LDAP server on the Network settings tab, under Authentication
servers

2. Enter the LDAP domain.

3. Select the LDAP type. You can select from Active Directory, Novell, OpenLDAP
and Lotus Domino.
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4. If you want the communication with the LDAP to be secured, select the protocol
that you want to use.

5. Enter IP address or hostname of the server and communication port.

INFO: For Active Directory you can leave the IP address or hostname empty if
* you do not know them. The server will then be saved as Autodiscover.

6. If you have more addresses related to one LDAP server, you can add them by
clicking Add.

7. Click Save. The LDAP server appears on the list of servers.

(]
£ testAD.local x
General
Domain: * |testAD.local
Type:* | Active Directory ¥
Secunty: * | None ¥
Server: |10.1.3.79 389 F
=+ Add
o Save ,#/ Test R Cancel

FIGURE 5.15. The LDAP server properties panel

To add a new Radius server

£ Authentication servers

'%' Add - Actions & Refresh

LDAP Server (Insert) | Domain/Mame Server Security

&
=
f

s Radius |:§r~,-5r
FIGURE 5.16. Adding a new Radius server on the Network settings tab, under Authentication servers

Mone

testAD.local 10.,1.3.7%389

1. Click +Add and select Radius server. The new Radius server properties panel
opens on the right side of screen.

2. Enter the Radius server name.
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3. Enter IP address or hostname of the server, communication port and Shared
secret.

4. If you have more addresses related to one Radius server, you can add them by
clicking Add.

5. Click Save. The Radius server appears on the list of servers.

£ Radius 1 K

General

Mame: * |Radius 1

Server: * | Address?

== Add

o Save &K Cancel

FIGURE 5.17. The Radius server properties panel
To edit a server:

1. Double-click the server on the list. The server properties panel opens on the right
side of screen.

2. On the panel, change the settings, and then click Save.
To delete a server:

« Right-click the server on the list, and then click Delete on the shortcut menu.

INFO: To test connection to a server at any time, right-click the server, and then
* click Test on the shortcut menu.

6.5. Task Scheduler settings tab

The Task Scheduler settings tab serves as a graphical interface for planning regular
tasks in MyQ®. There are seven predefined tasks:

Database and settings backup, Log backup, System health check, History
deletion, Printer discovery, System maintenance and User Synchronization.
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Apart from these, you can import projects from CSV files, add scheduled reports and
execute external commands.

myQ - Y Settings: Task Scheduler

& Settings (£ Task Scheduler
=4 License Cﬂ= Mew schedule = # Run o~ Edit Actions & Refresh
= Server Type & Cloud Status Action Mame
iy L4 Back i
& General . ackup Database and settings backup
. " @ History deletion History deletion
=¥ Personalization
— Backup Log backup

I
&= Task Scheduler = : 2 .F'rirlter Discnver}r F'rinter Discnver}r
% Metwork o (& Systemn health check System health check

_:_ Aithenficafion senens " @y System maintenance Systemn maintenance

2 snmp == f& User Synchronization User Synchronization

FIGURE 5.18. The Task scheduler settings tab of the MyQ Web Interface

INFO: For more information about history deletion and system maintenance, see
"System management settings tab"” on page 66. For more information about
printer discovery, see "Discovering printing devices" on page 83. For more
information about user synchronization, see "Users” on page 120. For more
information about projects, see "Quota, Credit and Project accounting" manual.
For more information about reports, see “Reports "on page 299.

- |

6.5.1. Running task schedules
To manually run a task schedule, do the following:

1. Select the task schedule that you want to run.
2. Click Run on the Task Scheduler toolbar.

Or
1. Right-click the task schedule.

2. Click Run on the shortcut menu.
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To set a task schedule, do the Following:

Double-click the task schedule that you want to set (Or right-click it, and then click Edit
in the actions shortcut menu.). The respective task schedule properties panel opens on
the right side of screen.

The task schedule properties panel is divided into four sections:

« In the uppermost section, you can enable, or disable the schedule, enter its name
and write its description.

« In the Schedule section, you must set a period of repetition of the task run and
change the exact time of the task run start. You must also choose if you want to
send the notification every time or just in case of an error.

« In the NotiFication section, you can select to send an email notification.

The bottom section, if present, is particular to the type of task.

NOTICE: For the Database and settings backup you can set a password to
protect the backup. See next figure.

After you set the schedule, click Save.
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| | Database and settings backup

General Rights

Enabled: *

Mame: *  Database and settings backup

Descripticn:

4 Schedule

Repetition: * | Daily e

4k

Every M-th day: * |1

Hours of run: * |3

hh:mm, hh, h:mm, hh am, hh pm
For multiple values, separate with a comma or semicolon

Seappc is the MyQ data folder

Backup password:
If empty, unprotected backup is created

Delete backup after: * |7 < days
Communication with [_]

Service centen

o Save & Cancel

4 Notification
Send a notification after | [ *admin
performing the task: Select a user or enter an email
Only in case of an error or
warning:
4 Backup
Destination folder: *  Stapp%:\Backup |

FIGURE 5.19. The Database and settings backup schedule properties panel
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6.5.2. Providing users with rights to change task schedules settings

You can provide users with rights to change some task schedules settings themselves.

To provide users with rights to change settings of a task schedule, do the
following:

1. Double-click the schedule that you want to set. The respective schedule
properties panel opens on the right side of screen.

2. On the bar on the upper-left corner of the panel, click Rights. The Rights tab
opens.

3. Click +Add user. The Select user or group dialog box appears.

4. Select the user or the group of users that you want to provide with the rights, and
then click OK.

6.5.3. Automatic database and log backup

There are two automatic backup tasks on the Task scheduler tab. The first of them
performs the backup of MyQ system database and settings and the second one the
backup of its log. The backup process is automatic. The files are compressed and saved
to the Backup folder.

4 Backup
Destination folder: * | %zapp:\Backup L
Delete backup after: * |7 day(s)

Communication with
Service centern

FIGURE 5.20. The Backup section of the backup schedule properties panel
Backup settings
« Destination folder: The folder where the backup data are stored.

« Delete backup after: The time period after which the data are deleted from
MyQ.

. NOTICE: After installation and inserting licenses, the backup system will
" perform automatic backup of MyQ database and log.
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6.6. Log & Audit settings tab

On this tab, you can set the Log notifier feature, which enables sending notifications
informing about selected log events to administrator and/or any number of MyQ users.
The notifications can be sent via email or they can be sent to Windows Event Viewer.

| | Log & Audit

4 | og Motifier
Check new records in log every: * 300 seconds
+ Save K Cancel

= Log Notifier rules

o= Add item . Edit|% Enabled| & & (2 Regular expression test

Enabled | Rule name Type Subsystem
L4 Scheduler Info Info Scheduler

FIGURE 5.21. The Log & Audit settings tab of the MyQ Web Interface
The notifications and their destinations are both specified by log notifier rules.

Checking for new records

Under Log Notifier, you can set the period after which the log is checked for new
events in the Check new records in log every: ... seconds text box.

4 | og Motifier

Check new records in log every:* 300 second(s)

FIGURE 5.22. Setting of the period after which the log is checked
Management of the Log Notifier Rules
Adding new Log Notifier rules

To add a new rule, click +Add item at the upper-left corner of the Log NotiFier rules
widget. The properties panel of the new rule opens on the right side of the tab. On the
tab, edit and save the rule. (See the following section.)

= Log Notifier rules

%Aﬁitem & Edit|%* Enabled| #% | & Regular expressicn test

FIGURE 5.23. Adding a new Log Notifier rule
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Editing a Log Notifier rule

1. To open editing options of a rule, double-click the rule (or right-click the rule, and
then click Edit on the shortcut menu). The following settings can be changed:
« Enable: activate, deactivate the rule

« Rule name: name of the rule
« Type: one or more of the event types (Info, Warning, Error, Notice, Debug)

« Subsystem: subsystems of the MyQ application (Terminal, SMTP Server, CLI
etc.)

« Context: specific part of the subsystem

« Text: text of the log event message; you can use Regular expressions to
search for specific patterns

After you set the notification rule, click Save. The rule is saved and you can select
its destinations.

| | Log Notifier rule x

General

Enabled: *

Rule name: * | Scheduler

Type: | Info v

Subsystern: | Scheduler -
Context:
Text:

o ﬁ\re &K Cancel

| | Destinations

FIGURE 5.24. Editing a Log Notifier rule
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2. To add the destination, click Add item under Destinations.

| | Destinations
== Add item Edit

De stinlﬁio n Destination settings

FIGURE 5.25. Opening the selection of destination options.

3. You can select from two destination options: E-mail and Windows Event Log. If
you select the E-mail destination, you need to add one or more recipients, you
can either select them from the list of MyQ users in the Recipients combo-box or
directly type the addresses there. After you set the destination, click Save. The
new rule is displayed on the tab.

| | Scheduler Info x
Destination: | E-ma r
4 E-mail
Recipients: | Administrator -
W E?ve & Cancel

FIGURE 5.26. Saving an email destination.

Enabled | Rule name Type Subsystem

o Scheduler Info Info Scheduler

FIGURE 5.27.Theruleis displayed on the tab.
Enabling and Disabling Log Notifier rules
1. Right-click the rule.

2. Click Enabled (or Disabled) on the shortcut menu.

Enable...| Rule name Type Subsystern

o  Terminals Inf <
ermina nro e Edlt

% Enabled
* Deke Delete

FIGURE 5.28. Disabling a Log Notifier rule
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Deleting rules

1. Right-click the rule.

2. Click Delete on the shortcut menu.

Enable...| Rule name Type Subsystem
o  Terminals Infa Terminals

& Edit
%' | Enabled

FIGURE 5.29. Deleting a Log Notifier rule

6.7. System management settings tab

On the System management settings tab, you can change settings of the MyQ history,
set maximum size of files that can be uploaded on the MyQ Web Interface, delete data
from the MyQ database, and also reset MyQ components to apply settings previously
made on other tabs.

# System Management

- History Expand

- Advanced Fupand

o Save K Cancel

& System maintenance

& Apply settings

- Data deletion Expand

FIGURE 5.30. The System management settings tab of the MyQ Web Interface

Changing settings of MyQ History

In the History section, you can change the periods after which data stored on the MyQ
server is deleted. You can set time periods for the following data:
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Delete jobs older than: Jobs remain on the MyQ server for the period set here. Older
jobs (except of Favorite jobs) are deleted and cannot be printed. Favorite jobs stay on
the server until they are manually deleted by the user or by the MyQ administrator.

Delete local scans older than: Local scans (the scans stored on the MyQ server)
remain on the MyQ server for the period set here. Older local scans are deleted and
cannot be downloaded.

Delete history older than: This setting determines the time period for storing data of
user sessions, alerts on printing devices and counter history of the printing devices.
Older data are deleted from the MyQ database and cannot be used in MyQ reports.

Delete archived reports older than: Reports are archived for the period set here.
Older reports are deleted.

Delete logs older than: All records in MyQ logs are archived for the period set here.
Older records are deleted and cannot be viewed anymore.

« To change the values, enter new values to the particular text box, and then click
Save.

NOTICE: After the user sessions are deleted, all data in reports preceding the
¢ set period are deleted as well and are not contained in reports anymore. The
data cannot be undeleted. The same applies to log data.

4 History
Delete jobs older than: * | 168 hours
Delete local scans older than: * |24 hours .
Delete history older than: * | 1460 days : :
Delete archived reports older than: * EJ_C day= - o
Delete logs older than: * |14 days

FIGURE 5.31. MyQ history options on the System management settings tab
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Advanced

In the Advanced section, you can set the maximum size of files that can be uploaded
on the MyQ Web Interface, such as print jobs uploaded on users' accounts or custom

logos.

System maintenance

In the System maintenance section, you can reset MyQ components to apply settings
previously made on other tabs, delete all users without session and permanently

remove users, printers, groups and user data from the MyQ database.

& System maintenance

#& Apply settings
4 Data deletion

Users to delete: 3

#< Delete users without sessions

PRl L R e L (R g L=

Deleted inactive users and groups: 2

#5 Permanently remove deleted users and groups

- o Ty 1 e =l

=1 -

Mal= —= - e e

Deleted printers: 1

# Remove deleted printers

User data: User Sessions, lobs, Groups, Users, Vouchers

#5 Delete user data

(i |
'

FIGURE 5.32. The system maintenance buttons
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Applying changes of the MyQ server

Some changes of the MyQ server, such as enforcing secure communication on the
Network settings tab, require reset of some of the server's components. When you
save these changes, the system proposes to automatically perform the reset. If you
decide to skip this action, you need to reset the components later.

Via the Apply Settings button, you can reset the components at any time. After you
click the button, select the components that you want to reset, and then click OK.

INFO: To make sure that all the changes are applied, you can keep all options
* selected.

Deleting data from the MyQ database

The delete/remove buttons perform the following actions:
Delete users: Deletes all users without user sessions.

Deleted inactive users and groups: Removes all inactive users and all groups with no
active users from the MyQ database.

Deleted printers: Removes all printers which are deleted and have never been
activated from the MyQ database.

User data: User Sessions, Jobs, Groups, Users, Vouchers: Removes all user related
data from the MyQ database.

. NOTICE: These actions cannot be undone. We recommend you to backup your
" data before performing any of them.
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7. Licenses

There are two ways of licensing MyQ. If you have one locality with a single Standalone
server, you can add the licenses directly on this server. If you have MyQ installation
with multiple localities (with multiple interconnected MyQ servers), the Cloud licensing
model is recommended. The information in this manual concerns the standalone
servers, for information about the Cloud licensing model, see the Managing MyQ on
Multiple Servers - Master and Site Architecture Guide manual.

This topic discusses two main subjects:

« adding, activating and deleting licenses

« extending support licenses

& Settings
i License
== Server Type & Cloud
% General
T Personalization
=) Task Scheduler
% Network
_:_ Authentication servers
B snmp
0= Printers
¥, Printer Discovery
B8 Terminal Actions
= Scanning 8 OCR
=l Price list
& Users
'ﬁ Paolicies
cﬂ;- User Synchronization

B Credit

ﬁ Cluota

=:[ License

&' Refresh

The trial license expires in 17 days.
Version: 7.0.0 (build 262)
Edition: Business Pro
. 20 of Unlimited
Printers: _ . e A
Support valid until: # 03/29/2018, Standard

10 of 10

Embedded terminals oo 100%

port valid until: * 03/29/2018, Standard
I BATAEAZQERDADDSEC2TOE25850537D4A|D1PEDERGATAEFOTRAE
HW Code IF2TEIAERI00RAR0D1023A0D

=: License

== Add license Activate Activate manualh Activate all | #% Delete
License Key Count
=l 30001A84F-01231FFF303C40FFFED5C3002FFF-ADBOF49F

Trial license

Edition: Business Pro Unlimited
Printers: Unlimited (cloud enabled)

nitial support: 2 months, Standard

B8 50001A850-014100A503C40004605C1002004-6FB22302

Trial license 10

=: 10 {cloud enabled)
nitial support: 2 months, Standard

FIGURE 6.1. Licenses settings tab
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7.1. Adding, activating and deleting main licenses

You can add new licenses either on the Home screen during the initial setup of MyQ, or
anytime on the License settings tab. This way you can add printer licenses, embedded
terminal licenses and embedded lite terminal licenses.

After activation, the license is linked with the hardware configuration of the server
where MyQ is installed. If the configuration changes (For example after you reinstall
MyQ on a different server or after you change any of the hardware components of the
server.), the license becomes invalid and you have to reactivate it within seven days. In
such case, send a request to reset the license to license@mygqg-solution.com with
attached MyQ-helpdesk XML Ffile containing information about the new hardware
configuration (see "Generate data for support” on page 38). The license department
deactivates the license and you can reactivate it.

The total number of devices allowed to be activated at the same time is equal to the
number allowed by individual licenses (For example: a license allowing ten printing
devices + a license allowing one printing device + a license allowing five printing devices
= sixteen printing devices allowed to be activated.).

Main licenses include 1-year support. Each year of support includes one free reset of
licenses. You can use these resets anytime during the support period. For example, if
you use two free resets during the Ffirst year of a 3-years support, you have one
remaining free license reset to use during the rest of the current support period. For
information about how to extend support licenses, see "Extending support licenses"” on
page 77.

NOTICE: Having licenses for 40 printing devices automatically allows an
¢ unlimited number of printing devices to be activated at the same time on the
server. This does not apply to embedded terminal licenses.

NOTICE: To successfully activate licenses or request trial licenses, connection to
¢ MyQ license server (13.74.29.11) through standard HTTP port (80) must be open.
Otherwise, an error message is displayed.
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INFO: If you combine two levels of licenses, e.g. Business and Business Pro
licenses, you can use only those features that are allowed by the lowest version.

. (For example: if you add 20 Business licenses and 10 Business Pro Licenses, you
will essentially have only 30 Business licenses and the features of the Business
Pro licenses will not be available.)

7.1.1. Adding licenses on the Home screen

First time you set up the system, you can add new licenses on the Home screen, in the
Enter the license number section. For more information about this option, see
"License"” on page 35.

7.1.2. Adding licenses on the License settings tab
To add licenses:

1. On the License settings tab, on the toolbar at the top of the License section, click
+Add license. The Add license dialog box appears.

= License

'%' Add license Activate Activate manuall Activate a Delete

License Key Count Status

FIGURE 6.2. Adding license on the License section of the License settings tab

INFO: If there are no licenses added to MyQ, you can click +Get trial
license to obtain a trial license. You automatically receive a two-month trial
license for unlimited number of printers and a two-month license for ten
embedded terminals. These licenses are automatically activated.

NOTICE: Licenses for support have to be assigned to the corresponding
server license. If you have a special support licenses, don't enter them
here. For information about how to enter these licenses, see "Extending
support licenses" on page 77.
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2. In this dialog box, enter the numbers of the licenses that you want to add - one
per one row, and then click OK.

Add license “

Enter license keys. One key per row.:

License 1

License 2

s
of Dh R Cancel
FIGURE 6.3. Entering licenses in the Add license dialog box

=i License
== Add license | [ Activate [ Activate manually B Activate all | ¥ Delete
License Key Count Status Support
= 50000B354-23100AC300C00AD5S6501E91-F6258738 e
Edition: Business Pro 10 oK v’ '.ICI..-"M,-"2D'I6

<2 10 (cloud enabled) Expiration date: 11/04/2015

nitial support: 12 months, Standard

Bl 50000B775-4100AC100C00ADS56505A91-7D091F5E OK. activate by 11/22/2075 Valid ti

- n EENELR Sy TN 10/22/2016
Embedded terminals: 10 {cloud enabled) 10 Expiration date: 01/21/2016 V’ 4
nitial support: 12 months, Standard S EREEE S0

FIGURE 6.4. You can see the newly added licenses on the list of licenses on the License settings tab,
under License

INFO: The licenses have to be activated by the date shown in the "OK, Activate
., by DD/MM/YYYY" message on the license status displayed in the License
section. Till this date, you can use them without activation.

7.1.3. Activating licenses

To automatically activate a selected license:

¢ NOTICE: To be able to use this option, you have to be connected to internet.

1. Select the license that you want to activate.
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2. On the License setting tab, under License, click Activate. (Or right-click the
license, and then click Activate on the shortcut menu.)

=i License
& Add license | B Actﬁate [P Activate manually P Activate all ¥ Delete

License Key Count Status Support
= 50000B354-23100AC300C00ADS56501EY1-F6258738

Edition: Business Pro | OK ¥ 10/04/2016
- 10 (cloud enabled) 0 Expiration date: 11/04/2015 ‘V} o

support: 12 months, Standard

B8] 50000B775-4100AC100C00AD56505A91-7D021F5E ST by 11/22/2015 Valid ti

, activate by 11/22/ ' ;
e S o - 10/22/2016
=rminals: 10 (cloud enabled) 1w Expiration date: 01/21/2016 Vz
+: 12 months, Standard vVlanage support

FIGURE 6.5. Automatic activation of the selected license

To automatically activate all licenses:

¢ NOTICE: To be able to use this option, you have to be connected to the internet.

« On the License setting tab, under License, click Activate all.

= License
#Aclcllicense P Activate [P Activate manually P A:tiSteall 7~ Delete

License Key Count Status Support
= 50000B354-23100AC300C00ADS6501E91-F6258738

. Valhd t
Edition: Business Pro - oK 10/04/2016
5 10 (cloud enabled) 0 Expiration date: 11,/04/2015 W) . o

support: 12 months, Standard

B8l 50000B775-4100AC100C00ADS6505A91-TDOS1FSE ot by 11/22/2015 Valid ti

= , activate by 11/22/ TEYETTE
erminals: 10 (cloud enabled) pe Expiration date: 01/21/2016 Vo it (o
rt: 12 months, Standard Vanage support

FIGURE 6.6. Automatic activation of all licenses

To manually activate a license:

INFO: You will need an activation key. To receive the key, send a request to
license@mygq- solution.com with attached MyQ-helpdesk XML file. The MyQ®
license department will use the XML file to generate the key and provide the key
in an email response.

1. Generate the MyQ-helpdesk XML file. For information about how to do this, see
"Generate data for support"” on page 38.
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2. Send a request for an activation key to license@myg-solution.com with the MyQ-
helpdesk XML Ffile attached. You will get an email response with the generated

activation key.

=i License
+Ac|c||icense P Activate P Activate manually P Activate all & Delete

License Key Count Status
50000B354-23100AC300C00ADS56501E91-FE258738

OK

lition: Business Pro 10 o )
Expiration date: 11/04/2015

s: 10 (cloud enabled)
nitial support: 12 months, Standard

B8l 50000B775-4100ACT100C00AD56505A91-TDOS1FSE

10 OK, activate by 11/22/2015
terminals: 10 {cloud enabled) Expiration date: 01/21/2016
rt: 12 months, Standard

nitial suppo

Support

o 10/04/2016
Manage support

o 10/22/2016

Manage support

FIGURE 6.7. Manually activating licenses

3. Gotothe Licenses settings tab. Under License, click Activate manually. (Or
right-click the license, and then click Activate manually on the shortcut menu.) A

dialog box for entering the activation key appears.

4. In the dialog box, enter the received activation key, and then click OK.

The page at localhost:8080 says:

Enter the activation key

Key

GKI} Cancel

FIGURE 6.8. Entering the activation key

7.1.4. Deleting licenses
To delete a license:

1. Select the license that you want to delete.
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2. On the License setting tab, under License, click Delete. (Or right-click the license,
and then click Delete on the shortcut menu.)

=i License
icense ctivate ctivate manua ctivate a ete
4= Add li P Acti P Acti Iy B Acti I & Del
License Key Count Status Support
= 50000B354-23100AC300C00ADS6501E91-F6258738 e
E n: Business Pro Ok o '-|.C|.I_-'34.'2:|'|5
10 (cloud enabled) 10 Expiration date: 11/04/2015 f:;m: o
tial support: 12 months, Standard B
B8l 50000B775-4100AC100C00ADSE505A91-TDOS1FSE et o AT Valid til
, activate by
B =it 2 )yt S g 10/22/2016
Er Ided terminals: 10 (cloud enabled) 1w Expiration date: 01/21/2016 J e
Ini ort: 12 months, Standard Manage support

FIGURE 6.9. Deleting licenses on the Licenses settings tab

-76 -



7.2. Extending support licenses

One-year support is included in the main license. You can extend the support period by
assigning support license to the particular main license. This can be done at any time,
even before your current support period expires. In this case, the service is extended
from the last day of validity of the current support.

The licenses can be extended either on the Home screen or on the License setting tab.
Both options are equal as to their result.

7.2.1. Extending support licenses on the Home screen
To extend a support license on the Home screen, do the following:

« On the Home screen, under Support, click + Add Support license. The Add
support license dialog box appears. You have two options of activating the
license here. For information about these options and about further steps to
extend the licenses, see "Automatic and manual activation of support licenses" on
the facing page.

V Support - DONE
Printers till & 25/10/201

(=11

= S0000B970-23100AC300C00AD56505A01-03403A0D o= Add sup :L;}*t icense

| P
FTINTErS

FIGURE 6.10. Extending support licenses on the Home screen
7.2.2. Extending support licenses on the License settings tab
To extend a support license on the License settings tab, do the Following:

1. On the License setting tab, under License, click Manage Support. The license
properties panel opens on the right side of screen.

=i License

o= Add license | B Activate P Activate manually ¥ Activate all & Delete

License Key Count Status Support
= 50000B354-23100AC300C00AD56501E91-F6258738 R
Edition: Business Pro OK v '-I-Ol.-"DAL’Zﬂ'Iﬁ
Printers: 10 (cloud enabled) 10 Expiration date: 11/04/2015 V) R

- ! Manage or
nitial support: 12 months, Standard \ [}
B8l 50000B775-4100ACT100C00AD56505A91-TDOS1FSE T by 11/22/2015 Valid til

, activate by

= T = g 10/22/2016
= i terminals: 10 (cloud enabled) o Expiration date: 01/21/2016 T,

Manage support

Initial support: 12 months, Standard

FIGURE 6.11. Extending support licenses on the License settings tab
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2. On the panel, click +Add Support license. The Add support license dialog box
appears. You have two options of activating the license here. For information
about these options and about further steps to extend the licenses, see
"Automatic and manual activation of support licenses" below.

= 50000B775-4100AC100C00AD56505A91-7D091F5E x
Support
== Add su ppo&licen se Delete

License Status From Till

The list is empty

FIGURE 6.12. Adding support license on the License properties panel

7.2.3. Automatic and manual activation of support licenses

1. If you are connected to internet, select the Activate via internet option on the
Add support license dialog box, enter the support license number, and then
click OK.

Add support license “—

Support license: * | Support License 1

Activation: (8 Activate via Internet

Activate manually

o OK &K Cancel

FIGURE 6.13. The Add support license dialog box

-78 -



2. IFyou are not connected to internet, you need to activate the license manually:
select the Activate manually option on the Add support license dialog box,
enter the support license number, enter an activation key, and then click OK.

Add support license “

Support license: * | Support License 1

Activation: () Activate via Internet
® Activate manually

Activation key: ™ |Key 1

o G% &K Cancel

FIGURE 6.14. Entering the support license and the license key on the Add support license
dialog box

To receive the activation key for manual activation:

INFO: To receive the key, send a request to license@myqg-solution.com with
., attached MyQ-helpdesk XML file. The MyQ® license department will use the xml
file to generate the key and provide the key in an email response

1. Generate the MyQ-helpdesk XML file. For information about how to do this, see
"Generate data for support"” on page 38.
2. Send a request for an activation key to license@myg-solution.com with the MyQ-

helpdesk XML Ffile attached. You will get an email response with the generated
activation key.
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8. Printing Devices

This topic discusses one of the key functions of MyQ — setting and management of
printing devices. It covers the following subjects:

« Overview, adding, activating and deleting printing devices: List of printing devices,
Manually adding printing devices, Discovering printing devices, Activating and
deactivating printing devices, Deleting and undeleting printing devices

« Individual devices setting, creating groups of printing devices and exporting the
list of printing devices: Editing printing devices, Groups of printing devices,
Exporting printing devices

« Monitoring of offline and local printing devices: Monitoring network printers in
offline mode, Local printing device monitoring

« Sending email notifications of printing device alerts: Event notifications

« Creating and assigning SNMP profiles: SNMP profiles

myQ » | (M Printers
'#‘ MNew Group - # MNew printer Actions ~ | [l Tools « =| All colurnns + & Refresh
4 o | Searches Status Alert Mame
+ All @ Ready Printing device A
#~ Active » Read o _
8 T @ FReady Printing device B
#~ With lssue . o _
@ Ready & Input: Media supply low [1]  Printing device C
+ Local
+ Unclassified o ) o )
Z| Deleted ® Ready & Supply level below 20% Printing device D
#| Delete
4 ||} All printers @ Ready Printing device E
|4 Group X 3
Iy Group ¥ 1 ¥ Inactive Printing dewvice F
| Group Z 2

FIGURE 7.1. The Printers main tab
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8.1. List of printing devices

Ont
With
the system. Apart from this option, you can select from the following:

he Printers main tab, you can see printing devices and information about them.
the All search option selected, you see all printing devices that are currently in

Active - select to display only active printing devices
User Session - select to display only printing devices that are currently in use

With issue - select to display only printing devices reporting troubles, you see
these printers also listed on the Home page

Local - select to display only locally connected printing devices (USB, LPT)
Requiring setup - select to display the printing devices that still can be setup

Unclassified - select to display only printing devices that do not belong to any
group

Deleted - select to display only deleted printing devices

4 o | Searches = Mew Printer + -~ Actions = [ Tools = | | All columns =
-~ Al Status Alert Mame
+— Bctive i . )
) @ Ready & Input: M...  Printing Device A
+ Lser session : o _
12 With Issue @ Ready Printing Device B
' Requiring setup o Inactive Printing Device C
- Local & Ready Printing Device D
+ Unclassified @ Ready Printing Device E
2| Deleted ® Ready Printing Device F

FIGURE 7.2. List of printing devices on the Printers main tab

8.2. Manually adding printing devices

To manually add a device, do the following:

1.

2.

-81-

On the Printers main tab, click +New printer. A drop-down box appears.

In this drop-down box, click +New printer. The new printing device properties
panel opens on the right side of screen.

On the panel, enter the device name and IP address, and then click Save.



mvo ~ | M Printers

=ﬂ=“ MNew Group =ﬂ=“ NE';-JWinter - Actions = [ Tools =| All columns = & Refresh

FIGURE 7.3. Manually adding printing devices on the Printers main tab

8.3. Configuration profiles

You use a configuration profile to configure some settings on a printer. The most
important one is the Embedded part. Here you add an installation package to the
profile. When you attach it to a printer and then activate it, the terminal will be
embedded on the printer.

INFO: We recommend to create a configuration profile per printer type if you
* have different printer types.

You need the configuration profiles when you do your printer discovery.

The following settings can be configured:

Name It is mandatory to give the profile a name.

Price List Select a price list from the drop-down list. For more information on
price lists, see: "Price List" on page 292

Fax module If it is selected, all printed faxes are charged on the FAX user account.
It is available only for devices with the FAX option. Select only if the
device has a fax module.

Coverage Select this option if you want to use the coverage accounting feature. It

accounting is supported only on selected printing devices. For some devices, you
might have to activate coverage accounting on the printing device as
well, otherwise the SNMP communication error message appears in

MyQ log.

Terminal Select embedded if you want that terminal setup, click Install terminal
package, then select and install the package, and finally set the Login
methods.
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Printer The credentials are used to configure the printer(s) is it attached to.
Credentials = You can override the defaults with the Printer Credentials in the
properties of each printer.

Network Here you can add an SNMP profile: see "SNMP profiles" on
page 113.

And if the Network should use the /P address or the Hostname.

You can skip IP Filters set up. If you skip it, MyQ does not
deactivate current IP filters set up in the device.

. INFO: IP Filters is only supported by Kyocera devices.

8.4. Discovering printing devices

On the Printer discovery settings tab, you can create and run print discoveries to
search for all network printing devices within a defined IP range of your company's
network. You can create multiple discoveries for different subnets.

Automated printer discovery

It is possible to add an Action to your printer discovery. In that way you can add a
Configuration profile to your printer discovery, or select to activate the discovered
printers when you Run the printer discovery.

To add a print discovery, do the following:

1. On the Home tab click Discover printers in the Quick Setup Guide section.

myQ + | B}, Settings: Printer Discovery
& Settings & Printer Discovery
=il License Cﬂ‘ Add discovery | P Run & Edit o Enabled| # &' Refresh | Search
= Server Type & Cloud Enabled IP range Actions
g Sites o4 10.1.3.0 - 10.1.3.255 Actions: 0
o L4 10.1.3.36 - 10.1.3.47 Actions: 0
2% General

FIGURE 7.4. Adding a printer discovery on the Printer Discovery settings tab
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2. On this tab, click Add discovery. The new printer discovery properties panel
opens.

¥ Printer Discovery ®

General Actions

Enabled:

Description:

IP range: ® Manua
10.1.3.0 10.1.3.255 X
== Add
C5V file

Exclude: o Adg

FIGURE 7.5. Printer discovery properties panel

3. On the panel, change the General discovery configuration. see "Printer discovery
general configuration"” on the next page.

4. Eventually set special Actions that will be performed during the discovery, see:
"Printer discovery actions" on page 88.

INFO: If you want to automatically embed your terminals after printer discovery,
we suggest that you select Activate in the First run actions section and set a
configuration profile with your printer type as Set configuration profile in the
Every run actions section.

|

5. Click Save. The new printer discovery appears on the list on the Printer
Discovery settings tab.

NOTICE: After activation you could get a notice that your printer discovery
schedule is not activated. Click Change and activate it to make the message
i disappear.

@ Scheduled printer discovery is disabled. Change

To run a discovery and add printing devices:
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1. On the Printer Discovery settings tab, select the printer discovery that you want
to use, and then click Run. The Discovering tab with a list of discovered printing
devices opens. You can choose to add either all of the discovered devices or just a
selection of them:

a. If you want to add all discovered devices, click Add to MyQ, and then click
Add all in the drop-down box. You can see the added printing devices on
the Printers main tab.

b. If you want to add selected devices, select the devices that you want to add,
then click Add to MyQ, and then click Add selected. You can see the
added printing devices on the Printers main tab.

8.4.1. Printer discovery general configuration

The basic configuration options are displayed in the table below:

INFO: The options mentioned in the following table are basic and commonly
used options of the printer discovery. Options that are not mentioned here are

* connected with advanced features of MyQ. You can find information about those
options in particular manuals for advanced features of MyQ.

General Actions

Enabled: If you enable the discovery, it is included in the scheduled run of print
discoveries.

Description: = Here you can add your own description of the discovery.
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IP range:

Save
printer
address as:

SNMP:

« MyQ automatically detects the IP range from the IP address
of a server.

« If you want to use a different IP range, you can either
manually change it or import it from a CSV file.

« You can add additional IP ranges by clicking +Add under
IP range.

« You can delete IP ranges by clicking the delete red cross
button.

« You can exclude particular IP addresses by clicking +Add
under Exclude.

Here you can select if you want to save the printing device address
as an /P address a Hostname or a FQDN.

Here you can set the SNMP timeout period in milliseconds. This
setting determines how long the MyQ system waits for a response
from a printing device.
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Name

template:
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You can create a name template for each of the discovered printing
devices; multiple parameters can be used to compose the name of
the new device:

o %model%: Model of the printing device.

« %ipByte4%: The last byte of the device's IP address.
o %sn%: Serial number of the printing device.

o %id%: ID of the printing device in the MyQ database.

NOTICE: If the printer name template contains the %id%
¢ parameter and you run discovery and add the same printer
again, the name will not be updated.

o %hostname%: This parameter corresponds to the hostname
resolved by DNS server.

o %snmpHostname%: This parameter coresponds to the
hostname of the printing device set in the MIB table. The
value of this parameter is obtained via SNMP protocol within
the discovery of each printing device.

o %FQDN%: Fully Qualified Domain Name of the printer

If you select the CSV File option,you must enter the name of the
CSV file as IP address/Hostname or serial number;printer name.
You must also set the content of the First column in table, being
either /P address, Hostname or Serial number.



Initiated by Check this box when you have Java based terminals that need to
terminal be setup.

Java based terminals can be installed and configured on the
printer manually without a need to create a printer in MyQ and
execute Remote Setup.

When such a terminal connects to MyQ, MyQ tries to find a
matching printer by an IP address match. If no printer is found,
MyQ executes a Printer Discovery. When the IP range holds the IP
address the Printer Dicovery will create a printer and MyQ will
connect the printer to the terminal.

8.4.2. Printer discovery actions

Genera Actions

INFO: The actions mentioned in the following table are basic actions that are
commonly performed during print discoveries. Actions that are not mentioned

* here are connected with advanced features of MyQ. You can find information
about those actions in particular manuals for advanced features of MyQ.

You can add multiple filters for performing discovery actions: every filter specifies on
what type of printers the actions will be performed and which actions will be included.

« To add a new filter, click +New Action. The Actions panel opens.

Filter:
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Every run actions

Add to queue:

Set configuration
profile

Add printer to
group:

Remove current
groups:

Price List:

Coverage
accounting:
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Here you can specify the printing device models or the
types of devices on which this action is performed during
the discovery.

« Enter the model on which you want to perform the
action. If you want to add more models, you have to
separate them by commas.

« You can also select types of devices: color or B&W
devices and distinguish between copiers or all.

Here you can select one or more queues where the device
will be automatically added to. For more information about
print queues, see "Queues "on page 199.

Here you can create a new configuration profile by selecting
Add new. It gives you the option to install a terminal
package and set the login method for the printers in the
discovery. See: "Configuration profiles” on page 82.

Here you can select a group where the device will be
automatically added. For more information about print
groups, see "Groups of printing devices"” on page 103.

If you select this option, the device is removed from all of its
current groups.

Here you can assign a price list to the device. For more
information about the MyQ price list, see "Price List" on
page 292.

Activates coverage accounting. This fFeature is supported
only by a limited number of printing device models. For
more information about this feature, see "Editing price lists"
on page 292.



Location

First run actions

Activate:

Create direct
queue:

Copy settings from
the queue:

Here you can set location of the printing device; you have
three options as to how to do this:

« You can manually define the location by entering
any text. Each printing device discovered or updated
within this print discovery will contain this location.

« You can automatically obtain the location via SNMP
protocol by entering the %location% parameter. In
such case, the location is taken from the location
parameter defined on the Web User Interface of
each particular device discovered or updated within
this print discovery.

« You can leave this setting empty. In such case, the
location of the printing device is not set/updated
during the discovery. Updated printers maintain
their current location and new printing devices have
the location parameter undefined.

The location of a printing device is displayed and can be
changed on its properties panel (see "Editing printing
devices" on page 95).

Automatically activates the device if the current license
allows it.

If you select this option, MyQ will automatically create a
direct queue for the device. The name of the queue is the
same as the system name of the device. For more
information about print queues, see "Queues "on page 199.

Here you can enter or select a direct queue from which the
settings of the newly created queue are copied. For more
information about print queues, see "Queues "on page 199.
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Print test page: MyQ server will automatically send test page to the newly
created direct queue.

Print as: If you select the Print test page option, you have to select a
user account under which the test page will be printed.

Install Windows In this section you can automatically install print port and

printer: printer driver on MyQ server. For more information about
remote install of print ports and drivers see "MyQ DDI
manual".

8.5. Activating and deactivating printing devices

Unless it was automatically activated during discovery, a newly added device is not
active in MyQ and some of its data are not displayed (its serial number, type, counters
etc.). The next step is to activate the device.

4 0| Searches Cﬂ‘ Mew Printer = E& Tools = | All columns -
o~ Al Status @& Properties X
o~ Bctive i _ :
_ @ Ready Show alert history ng Device A
+~ User session : :
= With Issue ® Ready ng Device B
/' Requiring setup - Inactive N Activate ng Device C

FIGURE 7.6. Activating printing devices on the Printers main tab

To activate selected print devices:

1. After selecting the printers right-click the selection and click Set configuration
profile. A pop-up window with the same name opens.

Set configuration profile x

Assign configuration profile to selected printers. You selected 4
printer(s).

Configuration Profile: | -

W 0K & Cancel

FIGURE 7.7. Set configuration profile for selected printers

2. Select a profile from the drop-down list and click OK.
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NOTICE: If the selected profile has Embedded as Terminal type and an
¢ installation package that mirrors the selected printers, you will embed the
selected terminals during activation.

3. With your selection still intact, right-click once more and select Activate.

INFO: You can also activate or deactivate printers separately by clicking the
/ printer in the overview and in the properties panel click either the Activate or
the Deactivate button.

To activate all devices:

1. On the bar at the top of the Printers main tab, click Actions. The Actions drop-
down box appears.

2. Click Select all.

3. Right-click the selection and click Set configuration profile.

Set configuration profile x

Assign configuration profile to selected printers. You selected 4
printer(s).

Configuration Profile: | -

o 0K & Cancel

FIGURE 7.8. Set configuration profile for all printers

4. Select a profile from the Configuration ProFile drop-down list and click OK.

NOTICE: If the selected profile has Embedded as Terminal type and an
¢ installation package that mirrors the selected printers, you will embed the
selected terminals during activation.

5. Right-click the selection and click Activate all.
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To deactivate activated printing devices

1. On the list of printers on the Printers main tab, select the devices that you want
to deactivate, and then click Actions. The Actions drop-down box appears.

2. In the drop-down box, click Deactivate.

INFO: Alternatively, you can activate all printing devices by clicking Activate
under Activate printers on the Home screen.

- |

NOTICE: Although there is no limit on the number of printing devices you can

¢ add to the MyQ system, you cannot activate more printing devices than your
license allows.

8.6. Deleting and undeleting printing devices

If you delete a printing device, you will not be able to use it but its data will be
permanently stored in the MyQ database.

NOTICE: It is not possible to add the same device twice as its MAC address is
unique and there cannot be two devices with identical MAC addresses in the
system. If you want to use the deleted printing device again, you have to
undelete and reactivate it.

8.6.1. Deleting printing devices

To delete selected printing devices, do the Following:

1. Select the printing devices you want to delete from the list of printing devices on
the Printers main tab.

2. Click Actions. The Actions drop-down box appears.

3. Click Delete.
You can find the deleted printing devices under the Deleted search option.
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4 0| Searches
+ All
= Active
' User session
+~ With lssue
+ Requiring setup
+ Loca

* Unclassified

Deleted

L All printers

=ﬂ= Mew Printer = | ° Actions « EH Tools + | All columns = & Refresh

Status

@
@

@

&
@
@
@
@

i_.

i_.

i_.

@

Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready

Ready

Ready
Ready

Unreachable

Ready

[

© B

b e

Properties
Show alert history
Print QR code

Deactivate
Create direct queue
Apply configuration profile

Remote setup

Select all (Ctrl+A

-~

ng Device 4
ng Device B
ng Device D
ng Device E
ng Device F
ng Device G
ng Device H
H MP C4067_6

P ME-2640M_4

P ME-30681_15
alfa 2553ci_34
alfa 3010i_23

alfa 3050ci_26

8.6.2. Undeleting printing devices

FIGURE 7.9. Deleting the selected printing device

To undelete selected printing devices, do the following:

1. On the group tab on the left side of the Printers main tab, under Searches,

select the Deleted search option. The list of deleted printing devices appears.

2. On the list, select the printing devices that you want to undelete, and then click
Actions. The Actions drop-down box appears.

3. In the drop-down box, click Undelete.
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s o New Printer | ;* Actions ~| &3 Tools ~ [ ] Al
A Status &  Properties
+~ Dctive .
' - Deleted Show alert history g
+ Lser session
' With lssue o Deleted :
+~ Requiring setup o Deleted 4
+ Local o Deleted '
+ Unclassified o Deleted ;.
%] Deleted
| All printers
| Undelete
_____ Select all (Ctrl+ 4

FIGURE 7.10. Undeleting the selected printing device from the Deleted list on the Printers main tab

NOTICE: The undeleted printing devices are not active; you have to activate
them again.

8.7. Editing printing devices

Each individual printing device has its own properties panel. To open the panel, double-
click the printing device on the list of printing devices on the Printers main tab. The
properties panel opens on the right side of screen. There you can Deactivate it or
perform some specific Actions on this printer.

The panel is divided into four tabs: General, Supplies, Groups and Queues. On the
General tab, you can change the printing device settings, on the Supplies tab you can
check ink and other supply related percentages, on the Groups tab, you can add the
device to groups and on the Queues tab, you can add the printing device to queues.

INFO: It is possible to set Events for the supply related items. See: "Event
notifications" on page 108.

- |
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| | Printer ®x

I8 Deactivate Actions =
General  Supplies  Groups  Queues
4 General

Marne: * F'rinterl
Location:

IP address/Hostname: * 10,144
Scanner IP address:
Fiery IP address:

Use driver of model:
4 Configuration
Configuration Profile: * | Mo terminal -
Administrator user name:
Administrator password:
- Information Expand
- Toner capacity Expand

- Page Counters Expand

% Save & Cancel

FIGURE 7.11. Individual printing device properties panel

8.7.1. Printing devices information and settings

In the table below, you can see the information and settings displayed on each printing
device properties panel.

INFO: The settings mentioned in the following table are basic settings of
printing devices. Settings that are not mentioned here are connected with
advanced features ofMyQ. You can find information about those settings in
particular manuals for advanced features ofMyQ.
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General
Name*

Location

IP address/Hostname*

Scanner IP address

Fiery IP address

Use driver of model

Configuration

Configuration Profile

Administrator user
name

Administrator
password
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Name of the printing device, any string can be used.

If it is required, you can specify the location of the
printing device here.

The IP address or hostname of the printing device.

The IP address of the scanner (if the device scanner has a
different IP than the printing device).

The IP address of the Fiery module (if the device is
equipped with it).

Alternative model name. If your printing device is not
listed in the current database of supported models,
you can enter the type of supported printing device
which stands close to your model.

For more information about support of particular
models, please contact support@myq-solution.com.

Select a profile from the drop-down list or create a new
one to embed the printer by clicking Add new. Then add
a Name mandatory, download an installation package,
set the Login methods and the Printer credentials as
applicable to the printer.

Enter the admin user name. If you embed the printer
separately this user name should match the one in the
configuration profile.

Enter the admin password. If you embed the printer
separately this password should match the one in the
configuration profile.



Information

Brand

Model

Serial number

MAC address

Asset number

Contact

Purchase date

Notes

Toner Capacity

C

M

Information about the printing device manufacturer. It is
automatically detected from the device.

Information about the printing device model name. It is
automatically detected from the device.

The printing device serial number. It is automatically
detected from the device.

The printing device MAC address. It is automatically
detected from the device and it is used as unique
identification of the device in the MyQ® system.
Therefore, only one device with a particular MAC address
can be activated.

Additional option for identification of the printing
device.

Contact to the person responsible for the printing device
maintenance.

Purchase date of the printing device.

Additional information about the printing device.

Capacity of the printing device CYAN toner.

Capacity of the printing device MAGENTA toner.

Capacity of the printing device YELLOW toner.

Capacity of the printing device KEY (black) toner.
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Page Counters
B&W Print

Color Print

B&W Copy

Color Copy
Single color copy
Scanner

Fax

Print total counter
adjust for load
balancing

Total amount of B&W pages printed on the device.

Total amount of color pages printed on the device.

Total amount of B&W pages copied on the device.

Total amount of color pages copied on the device.

Total amount of single color pages copied on the device.

Total amount of pages scanned on the device.

Total amount of incoming faxes printed on the device

The entered value is added to the printed pages counter
to evenly spread print load between devices in tandem
queues. For more information about this option, see
"Types of queues"”on page 207.

8.7.2. Adding printing devices to groups and removing them from groups

INFO: For more information about groups, see "Groups of printing devices" on

W

page 103.

To add a printing device to a group, do the following:

1. On the bar at the top of the Groups tab, click +Add. The Select group dialog box

appears.

-99 -



MR R i

General | Groups  Queues
+ ﬁd Remove Default
Mame

The list is empty

Default

FIGURE 7.12. Adding a printing device to a group of printing dev

2. In the Select group dialog box, select the groups where you want to add the

device, and then click OK.

ices

Select group
[ ]y Group 1
Count: 1 ] o ltems per page: [ 100
*V"‘bﬂli K Cancel

FIGURE 7.13. Selecting the group in the Select group dialog box

NOTICE: To add a printing device to a group on the Printers main tab using drag
¢ and drop, drag the printer and drop it on the group icon on the groups tab on the

left side of screen.

To remove a printing device from a group, do the following:

« On the bar at the top of the Groups tab, click —Remove. The group disappears

from the Groups tab.
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NOTICE: To remove selected printing devices from a group on the Printers
main tab, select the group there, select the printing devices that you want to
remove, click Actions, and then click Remove From group in the Actions drop-
down box.
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8.7.3. Adding printing devices to queues and removing them from queues

. INFO: For more information about Queues, see "Queues "on page 199.

To add a printing device to a queue, do the following:

General  Groups | Queues
“Ta Inhented from a group

'#' rﬁ:l Remove Edit

Mame Type

FIGURE 7.14. Adding printing devices to queues on the Queues tab

1. On the bar at the top of the Queues tab, click +Add. A search dialog box appears

to the left.
2. In the Dialog box, find the queue where you want to add the device, and then
click OK.
@l Delegated | -
o &K &K Cancel

FIGURE 7.15. Selecting the queue

To remove a printing device from a queue:

General | Groups | Queues
“Ta Inhented from a group

&k Add == Remove o~ Edit

Mame Type

“Tz Job reaming fallow me

‘T E-mail_Web_Maohile follow me

“Ta Delegated Delegated printing
Direct1 Direct

FIGURE 7.16. Removing printing devices from a queue on the Queues tab
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« On the bar at the top of the Queues tab, click — Remove. The queue disappears
from the Queues tab.

8.8. Groups of printing devices

All printing devices in MyQ can be divided into groups based on their location, model|,
vendor, category etc. On the Printers main tab, you can create new groups of printing
devices. There are a number of MyQ Ffunctions where groups are used, for example,
they can be assigned to particular print queues (see "Queues " on page 199), users can
be given rights and restrictions concerning particular groups (see "Users” on page 120)
and reports can be set to concern particular groups only (see "Reports "on page 299).

8.8.1. Creating groups of printing devices
To create a group of printing devices, do the following:
1. On the group tab on the left side of the Printers main tab, right-click All

printers, and then click +New Group on the shortcut menu. The new group
properties panel opens on the right side of screen.

L All printars. ) E]
% MNew Group
& Edrt

FIGURE 7.17. Adding new group of printers
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2. On the panel, enter name of the new group, eventually give rights to users or
groups of users, and then click Save.

= Group 2 x

General

Mame:* |Group 2

4 Rights
View printers: _'T.ﬁ'l All users -
View in reports: _':EL All users | -
o Save &K Cancel
FIGURE 7.18. New group properties panel
Rights
View printers The right to see and manage printers from this group on user
interface.
View in reports The right to see this group of printers in reports.

NOTICE: If you want the new group to be placed under an already existing
¢ group, select the parent group, and then click + New Group (or right-click the
parent group, and then click + New Group on the shortcut menu).

8.8.2. Deleting groups

To delete a group of printing devices, do the following:

« On the group tab on the left side of the Printers main tab, right-click the group
you want to delete, and then click Delete on the shortcut menu.
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4 || All printers

(|4 Group 1
Mew Group
Edit

'?.ﬂz,z]

[of{a]
fda)

Print QR code

Remote setup

oo

FIGURE 7.19. Deleting Group 1 on the Printers main tab

X A

8.9. Exporting printing devices

On the Printers main tab, you can export the list of printing devices with all the
information that are displayed on the current view to a CSV file.

To export the list of printing devices:

1. On the toolbar at the top of the Printers main tab, click Tools, the tools drop-
down box appears.

2. On the drop-down box, click Export.

8.10. Monitoring network printing devices in offline mode

The usual way of communication between the MyQ system and a printing device is via
SNMP protocol. In case this method cannot be used, for example if the printing device
does not support the SNMP protocol, you can use the MyQ parser to monitor number
of pages and other basic properties of jobs sent to be printed on a printing device. This
accounting method is referred to as the Offline accounting.

NOTICE: The main disadvantage of the offline accounting feature is its
inaccuracy. Due to the fact that the communication of MyQ and the printing
device is one-sided and restricted to sending print data to the device, it is not

¢ possible to check if the data are actually printed. Therefore, MyQ charges the
print job based on the information from the job parser received after the job is
sent to the printing device. Even if the print job is canceled halfway through the
print, it is charged as a whole.

To enable the offline accounting mode of a printing device

1. On the Printers main tab, double-click the printing device to open its properties
panel.
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2. On the panel, in the Use driver of model: text box, enter the value offline, and
then click Save.

Fiery IP address:

Use driver of model: |offline

FIGURE 7.20. The Use driver of model setting on the printing device properties panel

NOTICE: Before enabling the offline accounting mode, deactivate the printing
device. The Use driver of model: setting cannot be changed on activated
printing devices. Once you enable the offline accounting mode, reactivate the
printing device.

For information on activating and deactivating printing devices, see "Activating
and deactivating printing devices"” on page 91.

8.11. Local printing devices monitoring

Besides monitoring network printing devices, MyQ is able to monitor the number of
printed pages on devices connected locally via parallel port or USB port. In such case,
the number of printed pages is extracted from print spooler as it is being processed by
print driver.

To extract the data provided by the spooler, you need to install the MyQ Smart Print
Services Windows service to all computers from which you print to MyQ and set up the
Local Print Monitoring there. All Jobs sent to selected types of ports will be detected
from print spooler.

NOTICE: The main disadvantage of the local print monitoring feature is its
inaccuracy. As the communication of MyQ and the local printing device is one-
sided and restricted to sending print data to the device, it is not possible to check
if the data are actually printed. Therefore, MyQ charges the number of pages
extracted from the spooler when they are sent to the printing device. Even if the
print job is canceled halfway through the print, it is charged as a whole.

NOTICE: Local printing devices monitoring is available only on computers with
MS Windows.
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8.11.1. Installation and setup of the MyQ Smart Print Services service on
client's computers

For information on how to install and set up the MyQ Smart Print Services on client's
computers, see the Guide to MyQ Smart Print Services for Windows.

NOTICE: Whenever you add a local printer or change settings of print ports (see
+ "Printing to MyQ" on page 226), you have to restart the SmartPrintServices
service in the Windows Task Manager, under Services.

8.11.2. Accounting on the local printing devices

After the print job is sent to one of the local printing devices, the number of pages and
other information about the print job are saved to the MyQ Smart Print Services folder
of the particular register file. Once the connection with the MyQ server is established,
all information are automatically transferred to the MyQ server and deleted from the
registry. Therefore, it is not necessary to be permanently connected to the MyQ Server
online.

Once the server is connected and data are sent to the server, information about the job
appear in an Info entry in the MyQ log. Each entry contains information about the
person who printed, the printing device that the user printed on and the number of
printed pages. The MyQ server automatically creates a new local type printing device.
Its name has the following form: printer@computer.

An appropriate price list can be set for local printing devices. Therefore, they can be
included in the monetary reports. If the user that prints on the local printing device
already exists, their prints are simply assigned to him or her. Otherwise, the job is
accounted to *unknown user.
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8.12. Event notifications

Event notifications are customizable actions initiated by specific events, which are
based on alerts of printing devices. The notifications are set up by first defining the
events and then selecting and setting the actions triggered by these events. The
actions are of two kinds: as the response to an event on a printing device, MyQ can
send an email notification to one or more persons or it can terminate the user session
on the embedded terminal of the device.

Both the events and the event actions can be set on the Event Notifications main tab:
Events on the Events sub-tab and Event actions on the Event actions sub-tab.

myQ Event Motifications: Events

Events

Eﬂl Mew event... Edit Active | &' Refresh Delete
7 Ewents

4 5 Event Actions Active | Mame Description

[j All printers 1 Call service

Check supplies

Cover open or Paper jam
Cut of paper

Toner almost empty

Toner below 20%

SRS IR IR IR

Toner empty

FIGURE 7.21. Event notifications main tab

INFO: You can create a report with the Device events summary type, which
. informs about all events on selected printers or groups of printers during a
certain period of time.

INFO: Information regarding the MyQ Embedded terminals can be found in MyQ
* manuals dedicated to the terminals on particular brands of printing devices.
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8.12.1. Events

myQ Event Motifications: Events

Events

C'i'=' Mew event... Edit Active | &' Refresh Delete
Events

4 % Event Actions Active | Mame Descripticn

[ All printers 1 Call service

Check supplies

Cover open or Paper jam
Cut of paper

Toner almost empty

Toner below 20%

SRS IR IR IR

Toner empty

FIGURE 7.22. Events tab on the Event Notification main tab

There are seven predefined events on the Events tab. These events correspond to
common situations, such as empty toner or jammed paper, or to states of printing
devices that require particular actions, such as technical support or supply check. The
events are triggered by the following states of a printing device:

« Call service — The printing device requires authorized technical service.

Check supplies — Consumables of the printing device need to be checked.

« Cover open or Paper jam — Either some of the covers of the device are open
or a paper is jammed inside.

Out of paper — The printing device is out of paper.

« Toner almost empty — One or more toners of the device are almost empty.

« Toner below 20% — One or more toners of the device are below 20%.

Toner empty — One or more toners of the device are empty.
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Changing the toner level to be monitored

Toner level to be monitored is set to 20% as default but can be easily changed
following the instructions below:

1. On the events list on the Events tab, double-click the event. The event properties
panel opens on the rights side of screen.

2. On the panel, under Filters, double-click the filter with the Supply level below
X% code. The Filter tab opens.

3. On the tab, in the X text box, enter the value of the X parameter, and then click
OK.

4. Change the name of the event according to the level.

8.12.2. Event actions

The two available actions are 1) sending an email and 2) terminating the user session on
an embedded terminal. Each action can be either applied to all printers, or it can be
restricted to specific groups of printers.

There is one predefined event action: Toner below 20%. This action applies to all
printers and responds to the Toner below 20% event (toner below X%, where X is set
to 20).

List of printing devices groups

Each event action either applies to all printers, or is restricted to a certain group. To
view the actions restricted to a particular group of printers, select the group on the list
on the left side of the Event Actions tab.

.7 Event Actions

CEP Mew action = E Active | & Refresh Delete
Ewvents
4 5 Event Actions Active | Name Delay Event
4 || ) All printers 1
| Printers A Toner below 20%
|4 Printers B - Send ema ) Toner below 20°%

FIGURE 7.23. The list of printer groups on the Event actions tab
To create a new event action

1. In the list of printing devices groups on the left side of the Event Actions tab,
select the group to which you want to restrict the action, then click +New action,
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and lastly select the type of action. The new event action's properties panel opens
on the right side of screen.

2 Event Actions

o Edit o Active &' Refresh | #& Delete

'=2= SEE\? Emai

Events

Delay Event

4 .25 Event Actions
4 ||| All printers 1 == Terminate the user session

| Printers A Toner below 20%%

|/ Printers B Send ema 0 oner below 20%

FIGURE 7.24. Creating new action under the Printers A group

2. On the panel, set all options of the action (see "Setting event actions" below), and
then click Save.

Setting event actions

To open and edit an individual event action properties panel, double-click the event
action on the list of event actions on the Event Actions tab.

INFO: The Send email action type has the following settings: Enabled, Event,
/ Delay, Retry, Recipient, Subect+Message. The Terminate the user session
action type has the following settings: Enabled, Event, Delay.

Event Action

Enabled Enable, or disable the event action.

Event Select the event that will initiate this action.

Delay Here you can set a time period after which the email is sent.
Retry Here you can set a number of retries to send the email.
Recipient Enter the email recipient or recipients. If you enter multiple email
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addresses, separate them by commas or by semicolons. You can use
the %PRINTER_CONTACT% parameter to send the email to the
device's contact. See "Contact”on page 98.



Subject Enter the email subject and message. You can use the following

parameters:
+ {PRN.NAME} — name of the printer
Message {PRN.IP_ADDRESS} — IP address of the printer

{PRN.SERIAL_NUMBER} — serial number of the printer
{PRN.MODEL} — model name of the printer

{PRN.PRINTER_MONO} — counter of B&W-color pages printed on
the device

{PRN.PRINTER_COLOR} — counter of color pages printed on the
device

{PRN.COPIER_MONO} — counter of B&W-color pages copied on
the device

{PRN.COPIER_COLOR} — counter of color pages copied on the
device

{PRN.SCANNER} — counter of scanned pages sent to email or
folder

{SUPPLY.INFO} — level of consumables in percents

{ASSET.NUMBER} - the asset number of the printer
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8.13. SNMP profiles

By default, the SNMP v1 protocol is used for communication with printing devices in
the MyQ system. Instead of it, you can use the more recent SNMP v2c protocol or the
SNMP v3 protocol, which significantly increase security of communication with a
printing device.

Multiple SNMP profiles can be created in MyQ and each printing device can be assigned
one of the profiles. This way, you can have one profile for all printing devices with a
particular SNMP configuration.

INFO: You can change the default SNMP profile. To make any SNMP profile the
default one, select it on the SNMP settings tab, and than click Default on the bar

* at the top of the tab (or right-click the profile, and than click Default on the
shortcut menu).

myo v B Settings: SNMP
% Settings 2 SNMP
== License == Add SNMP profile = ' Edit Default i Refresh
= Server Type & Cloud Default Mame SMMP version
B Sites W SNMP v1 v
&, General SMMP v V2¢
+ Task Scheduler
% Network
. o SHMP w3 v3
<= Authentication server
£ SNMP

FIGURE 7.25. The SNMP settings tab of the MyQ Web Interface

8.13.1. Adding and editing SNMP v1 and v2c profiles

With the SNMP v1 and v2c protocols, a single string called "SNMP Community string" is
used to allow access to the device. Only two parameters need to be set in MyQ: the
SNMP read community parameter and the SNMP write community parameter. Their
values have to match the values of their counterparts on the Web User Interface of the
printing device (Read Community, Write Community).
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To add a new SNMP v1 or v2c profile

1. On the MyQ Web Interface, open the SNMP settings tab. (At the top-left corner,
click MyQ, then click Settings, and then click SNMP.)

2. On the bar at the top of the SNMP tab, click +Add SNMP profile, and then click
+SNMP v1 or +SNMP v2c on the shortcut menu. The new SNMP profile
properties panel opens on the right side of screen.

% Settings 2 SNMP
== License [fF Add SNMP profile vl o Edit o Default 2K (&' Refresh
= Server Type & Cloud . 5 SHE&P vl ne SNMP version
_| SNMP 3 _
gl sites T SNMPv2e L, vl
4 snNmPv3
N General SNMP v2¢ v2¢

FIGURE 7.26. Adding the new SNMP v1 profile

3. On the panel, enter the name of the profile, set the parameters, and then click
Save. The new profile is displayed on the list on the SNMP tab.

To open and edit a SNMP v1 or v2c profile

« To open the SNMP profile properties panel, select the profile on the
SNMP settings tab, and then click Edit (or right-click the profile, and than click
Edit on the shortcut menu). The profile's properties panel opens on the right side
of screen.

= SNMP
== Add SNMP profile v & it @ Default  #% | & Refresh

Default Mame SHMP version Parameters

SNMP v1 vl SNMP read community: public
SMMP write community: public

FIGURE 7.27. Openning the SNMP profile properties panel

« On the SNMP profile properties panel, you can change name of the profile and
enter values of the SNMP read community parameter and the SNMP write
community parameter according to the values that are set on the printing
device's Web User Interface.

« Click Save to submit and store the changes of the profile.
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= SNMP vi ®

General

Mame: *  SMNMP w1

SMMP version: | wl

SMMP read community: * sessssss
SMMP write community: * ssssssss

SNMP port: © | 161

o Save # Test K Cancel

FIGURE 7.28. Editing and saving the SNMP profile

INFO: To check if you can connect to a printing device with the SNMP profile,
click Test, enter the IP Address of the printing device and an OID, and then click
OK. If the parameters are correctly set, the SNMP connection was successful
message should be displayed on the panel.

Enter an address and OID, which will be used for a
connecticn test

i Address: |10,1.3.31
Qik: |.1.3.6.1.21.1.1.0
o q} &K Cancel

FIGURE 7.29. Testing the connection

i SNMP connection was successful

FIGURE 7.30. Connection test result message

8.13.2. Adding and editing SNMP v3 profiles

The SNMP v3 protocol contains additional elements of security, such as authentication
and encryption. Each of these elements is set on the printing device and needs to be
accordingly set in MyQ.
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To add a new SNMP v3 profile

1. On the MyQ Web Interface, open the SNMP settings tab. (At the top-left corner,
click MyQ, then click Settings, and then click SNMP.)

2. On the bar at the top of the SNMP tab, click +Add SNMP profile, and then click

+SNMP v3 on the shortcut menu. The new SNMP profile's properties panel opens
on the right side of screen.

% Settings 2 SNMP
== License [ff- Add SNMP profile vl o Edit of Default 2K & Refresh
= Server Type & Cloud + SNMPvVI ne SNMP version
| SRIBAD »
gl sites T SNMPvac L vl
+ sy
N General SNMP v2c v2¢

FIGURE 7.31. Adding the new SNMP v3 profile

3. On the panel, enter the name of the profile, set the parameters, and then click
Save. The new profile is displayed on the list on the SNMP tab.

To open and edit a SNMP v3 profile

« To open the SNMP profile properties panel, select the profile on the
SNMP settings tab, and then click Edit (or right-click the profile, and than click

Edit on the shortcut menu). The properties panel opens on the right side of
screen.

2 SNMP

== Add SNMP profile = Eﬁ?it o Default K | &' Refresh

Default Mame SNMP version Parameters
V SNMP V] v SN read community prhF
write community: public
Security name: MyQ
Authentication protocol: MDS
SNMP v3 V3 Authentication password:

Privacy protocol: DES

ey FEERkEdkx
LEL LY ]

rNMvacy pass

FIGURE 7.32. Openning the SNMP profile properties panel
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« On the SNMP profile properties panel, you can change name of the profile, set its
authentication parameters, its privacy parameters and eventually enter a context
name. Values of all of the parameters have to match the values that are set on

the printing device's Web User Interface.

« Click Save to submit and store the changes of the profile.
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= SNMP v3

General

Mame: *

SMNMP version: |y

4 Authentication

SNMP v3

Protocol: * | MD5 r
Security name: | MyQ
Password: | seee
4 Privacy
Protocol: * | DES r
Password: | sssseses
Caontext:

‘qu}'e

&K Cancel

,#/ Test

FIGURE 7.33. Editing and saving the SNMP profile




INFO: To check if you can connect to a printing device with the SNMP profile,
click Test, enter the IP Address of the printing device and an OID, and then click
OK. If the parameters are correctly set, the SNMP connection was successful
message should be displayed on the panel.

Enter an address and OID, which will be used for a
connection test

4 Address: |10.1.3.31
Qlk: [.1.3.6.1.2.1.1.1.0
o q} &K Cancel

FIGURE 7.34. Testing the connection

i SNMP connection was successful

FIGURE 7.35. Connection test result message

8.13.3. Deleting SNMP profiles
1. Select the SNMP profile on the SNMP settings tab.

2. Click X.
3. Confirm the action.

8.13.4. Attaching profiles to printing devices

1. On the MyQ Web Interface, open the Printers main tab. (At the top-left corner,
click MyQ, and then click Printers.)

2. On the tab, select the printing device, click Actions, and then click Properties .
The printing device's properties panel opens on the right side of screen.
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3. On the panel, go to the Configuration section

4 Configuration

Configuration Profile: * | Mo terminal -
Administrator user name;

Administrator password:

FIGURE 7.36. Printer - Configuration profile

4. Select a Configuration Profile that has the SNMP profile attached to it. In case
of doubt go to Settings - Configuration Profies and check the profiles.

.+ Configuration Profiles

= Add o Edit &' Refresh
Marne Printers Configuration Profile
= Mo
accounting: Mo
Office Moskva b, Nio printer type: Embedded

nrofile: SNMP v2e
My server address: |P address
Set up IP filters: Mo

FIGURE 7.37. Configuration Profile - example
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This topic discusses one of the key functions of MyQ — setting and management of
users (user accounts). It covers the following subjects:

« Overview, registration, adding, importing, synchronizing and deleting users: List
of users, Automatic registration of users, Manually adding users, Deleting and
undeleting users

o Generating PIN: PIN generation

« Individual user settings: Editing user accounts, Enabling users to edit their profiles
and to select their delegates, Groups of users, Exporting users

« Job policies concerning users and printers: Policies
« Special administrative rights: Rights

« Securing personal data of MyQ users, anonymization: Securing personal data of

MyQ users
ﬁ
myQ - 2u.
C% MNew Group * || Search K C% Mew User Actions ~ [kl Tools ~ & Refresh || Search
e
4 o Searches Stat.. |User name Full name
A : _
= All users g Tadmin Administrator
: - -
#~ Unclassified & tap AP
+ Managers A i
g s | *fax Fax
#~ Locked -
Z| Deleted ais "guest Guest User
= A
i *unknown Unknown user
4 f Groups A o ..
& Carol Kai Carol Kai
" |4 synch "
s Dickens Charles Dickens
A ) L
o | joachim Kohei Genj

FIGURE 8.1. Users main tab
In the following chapters we describe other aspects of users and their accounts:

« Using External Authentication Servers for authentication in MyQ: user
authentication using an LDAP or Radius server.
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« User import and synchronisation: user synchronisation from LDAP, CSV files or

Azure Active Directory, together with a manual and scheduled run of

synchronisations.

« Detecting job owners: on how to identify the owner of a sent job.

« |ID Card transformation: This chapter discusses the ID Card transformation feature

in MyQ. The transformation might be necessary if you need to import card
numbers from a third-party SW database and the card number format in this
database doesn't match the format read by MyQ card reader.

9.1. List of users

On the Users main tab, you can see users and information about them. With the All
users search option selected, you see a list of all users that are currently in the system.
Apart from this option, you can choose from the following options:

« Unclassified - select to display only those users that do not belong to any group

« Managers - select to display only managers of groups

« Locked - select to display users whose accounts have been locked

« Deleted - select to display only deleted users

4 oyl Searches
4~ All users
#~ Unclassified
# Managers
#~ Locked

©| Deleted

‘E]l Groups

" |4 synch

myQ - ey Users

+NE‘WGI‘DUP % = || Search

E =H' Mew User 47 Actions = B Tools ~ & Refresh || Search
-~

Stat.. User name Full name
P;, *admin Administrator
A
ah  Tapi AP
A
as  *fax Fa
0 * i~
ot Fguest Guest User
'-' &
s unknown Unknown user
A .. - .
gt Carol Kai Caral Kai
A ) - .
gt Dickens Charles Dickens
A ) L
ot | joachim Kohei Genji
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List of users on the Users main tab



9.1.1. Default system users

The database of every installation of MyQ contains five default system users. These
users are used for administration of the MyQ system and cannot be deleted.

*api - MyQ uses this account to connect to external applications.

*admin - This is the administrator account of MyQ. It is used for administration of
the MyQ on the Web User Interface.

*Fax - All Faxes printed on printed devices are charged to this account.

*guest - This is the default account for guest access to embedded terminals. All
prints, copies, and scans made on the guest login screen are charged here, unless
you set to use a different MyQ account for this purpose. For more information,
see the respective embedded terminal manuals.

*unknown - If there are any printed, copied or scanned pages that for some
reason cannot be assigned to concrete users, they are charged to this account.
This can happen for example if the print server is not available and users printin
an emergency offline mode on a printing device. It can also happen if someone
prints directly on a printing device, bypassing the MyQ system. In such case, you
might need to check the printing device security settings.

9.2. Automatic registration of users

Usually, only registered users can access the MyQ system and use the services there.
However, in some exceptional cases it might be useful to enable automatic registration
and thus provide all users with access to MyQ. Users can be automatically registered to
the MyQ system in two ways:

either they can register themselves on MyQ Web User Interface or on an
embedded terminal,

or they can be automatically registered after sending a job to MyQ from their
computer or by email as an attachment.

On the Users settings tab, under New users registration, you can enable and disable
these options and for each option, you can select one or more groups to which the
registered users will be added.
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£ Users

- General Expand

4 New user registration

- Email for new registered users Expand

Register by swiping an unknown |0 card:
Register in the Web user interface:
Register by receiving a job via LPR protocal:

Register by receiving a job via email:

Add to group:
Add to group:
Add to group:

Add to group:

FIGURE 8.3. The four automatic user registration options can be set on the Users settings tab

Register by swiping an unknown ID card

With this option selected, users can register themselves at a printing device with
embedded terminal by swiping an unknown ID card at a card reader.

« After they swipe the card, a new account called anonymX (anonym1, anonym?2
etc.) is created and they are automatically logged on the terminal. There they can
edit the account using the Edit Account embedded action. If the Enable user
profile editing option is enabled on the Users settings tab, under general (See
FIGURE 8.3 above.), they can change their full name, email and language,

otherwise they can change only the language.

Register on the MyQ Web User Interface

With this option selected, users can create accounts on the MyQ Web User Interface.

1. Click New Account at the bottom-left corner of the MyQ login window.

The New Account registration widget opens.

2. Enter name and email address.
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3. Click Register. The newly created account is given the same name as the email
address entered this way.

New Account

Thomas Fineapple

tpineapple@companyx.com

Register Cancel

FIGURE 8.4. Registering the user

« After creating the account, the New account created message box appears.
After clicking Show PIN there, the user can see their user name and password.

« The user receives an email with information about the new account. The default
message contains their user name and password. You can change the message in
the Email For new registered users section.

Register by receiving a job via LPR protocol

With this option selected, users can register themselves by sending a print job from
their computer via LPR protocol, which is the standard way of sending jobs to MyQ.

« After a user sends the job, MyQ detects their name according to the currently set
method of user detection, checks whether the user is already registered, and in
case of an unknown sender username, it creates a new account. The newly
created account is given the same name as the job sender name detected this
way. For more information about the methods of detecting users, see "User
detection method" on page 210.

o The user receives an email with information about the new account. The default
message contains the user name and password. You can change the message in
the Email For new registered users section.

INFO: For more information about using the LPR protocol for printing to MyQ,
see "Printing to MyQ" on page 226.

|

Register by receiving a job via email

With this option selected, users can register themselves by sending an email with an
attached printable document. For more information about sending print jobs via email,
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see "Printing from email and from MyQ Web User Interface” on page 236.

« The name of the newly created account is the email address from which the email
was sent.

« The user receives an email reply with information about the new account. The
default message contains the user name and password. You can change the
message in the Email for new registered users section.

Email for new registered users

Here you can change the scheme of the email that informs users about creating the
new account.

« Values of the %pin%, the %username% and the %realname% parameters are
PIN, user name and real name of the user.

« By clicking Revert values, you reset the scheme.
9.3. Manually adding users
To manually add a new user, follow these steps:

1. On the Users main tab, click New User. The properties panel of the new user
opens on the right side of screen.

2. On the panel, enter the username and full name of the user, and eventually set
other data of the user account (see "User information and settings" on page 130),
and then click Save.

mvo - & Users

EH' Mew Group % = || Search E EH' NEE}User 7 Actions = Ea Tools « & Refresh || Search

FIGURE 8.5. Manually adding users on the Users main tab
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9.4. Deleting and undeleting users

When you delete a user, they are removed from all classes (including All users) and
moved to "Deleted". They are not completely removed from the MyQ database and can
be undeleted.

9.4.1. Deleting users

To delete a user, do the following:

1. On the Users main tab, select the users that you want to delete, and then click
Actions . The Actions drop-down box appears.

2. In the Actions drop-down box, click Delete. You can find the deleted users under
the Deleted Searches option.

9.4.2. Undeleting users

To undelete a user, do the following:

1. On the group tab on the left side of the Users main tab, under Searches, select
the Deleted search option. The list of deleted users appears.

2. On the list, select the users that you want to undelete, and then click Actions.
The Actions drop-down box appears.

3. In the drop-down box, click Undelete.
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9.5. Generating PIN

On the Users settings tab, under PIN, you can select multiple options concerning PIN
generation.

4 PIN
User can change PIN: |+
PIN length: * |4

Send new PIM via email;

Generate PIN for users created by
synchronization or manual input: *Send new PIN via email' will be automatically checked

4 Email with a new PIN
Subject: * ' MyQ: Your new PIN

Message: ™ |Your new MyQ PIN is: %6PIN% %a%

fousermame’s, Jerealname

=y Revert values

FIGURE 8.6. The PIN section of the Users settings tab

Users can change PIN

With this option selected, the user can enter or generate a new PIN on their account on
the Web

User Interface.

INFO: The user can generate the new PIN by clicking Generate PIN on the
Home screen of his web user account on the MyQ web interface.

- |

PIN length

This option determines mandatory length of the PIN.

There is a required minimal PIN length that depends on the number of MyQ users:
o < 1000 — 4-digit pin is required
« 1000 - 10 000 — 5-digit pin is required

« 10000 - 100 000 — 6-digit pin is required
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INFO: The required minimal length lowers the chance of randomly guessing the
/ PIN. Also, trivial PINs, such as "1111" or "22222", are excluded from the
automatic PIN generation process.

Generate PIN for users created in synchronization or manually
With this option selected, a new PIN is generated every time a user is created.
Send new PIN via email:

With this option selected, users are sent an email informing about a new PIN every
time the new PIN is generated.

NOTICE: If new PINs are generated anytime during the use of MyQ, make sure
¢ that you select this option. Otherwise users do not receive the new PIN and
cannot access their MyQ accounts.
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9.6. Editing user accounts

Each individual user has its own properties panel. To open the panel, double-click the
user on the list of users on the Users main tab (or right-click the user, and then click
Edit). The properties panel opens on the right side of screen.

The panel is divided into five tabs: General, Credit, Groups, Queues and Delegates.

A Carol Kai ®
Actions =

General Credit Groups  Cueues  Delegates

User name: * | Carol Kai
Aliases: o= Add
Cards: == Add

PIN: o= Add == Generate PIN

Full name: * | Carol Kai
Email: | kai.carel@goodcompany.com
Phone:
Personal number:
Default language: | English (United Kingdom) e

User's scan storage:

Folder or email for storing scanned documents

Use authentication server: [ |

BAuthentication server; | Mone

Motes:

Synchronization source:

o Save &K Cancel

FIGURE 8.7. Individual user properties panel
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9.6.1. User information and settings

INFO: The settings mentioned in the following table are basic settings of user
/ accounts. Information about advanced settings can be found in in the Advanced
User Management Guide.

User name*

PIN

Full name*

Email

Default
language

User's scan
storage

Use
authentication
server

Here you can enter or change the user name. This entry is
mandatory. It is unique and is used to identify the user. It is
compared to the parameter obtained from the User detection
method. For more information, see "User detection method" on
page 210.

Here you can manually create or automatically generate new PIN
code for the user and remove existing ones. Unlimited number
of PINs can be added.

Here you can enter or change the user's full name. This entry is
mandatory.

Here you can enter or change the user's email.

Here you can select the language of the user's sessions on
MyQ embedded
terminals.

Here you can set the Ffolder or email, where scanned
documents are saved. For more information, see "Scan
Management" on page 314.

If you select this option, an LDAP server is used for the user
authentication. The user uses his LDAP credentials to
authenticate to MyQ instead of having a password set in

MyQ.

Select the domain for the authentication on the setting
below.
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Authentication Here you can select the LDAP domain for the user
server authentication.
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9.6.2. Adding users to groups and removing them from groups

To add a user to a group on the device Groups tab, do the following:

A Carol Kai
Actions *
General Credit Groups  Cueues  Delegates
=+ md Remove Accounting Manager

FIGURE 8.8. Adding users to groups on the Groups tab

1. On the bar at the top of the Groups tab, click +Add. The Select group dialog box

appears.

2. In the Select group dialog box, select the groups where you want to add the

device, and then click OK.

Select group

Frrld,

B Janus < |synch
B synch
HR test_scientists < [synch

_':fl test_wnters

Count: 5 l i ltems per page: | 100

W t}( &K Cancel

FIGURE 8.9. Selecting the group in the Select group dialog box

. INFO: For more information about groups, see "Groups of users" on page 138

NOTICE: To add a user to a group on the Users main tab using drag and drop,
¢ drag the user and drop it on the group icon on the groups tab on the left side of

screen.
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Default group and Group manager options

On the bar at the top of the Groups tab, you can see two options: Default and
Manager.

The Default group is the accounting group — group where the user is counted in
reports (see "Reports " on page 299). Select the group that you want as the default
one, and then click Default.

If you make user a Manager of a certain group, the user can see jobs and reports of all
users from the group. To make the user a manager of a group, select the group and
click Manager. For more information about reports, see "Reports " on page 299.

To remove a user from a group:

« On the bar at the top of the Groups tab, click —Remove. The group disappears
from the Groups tab.

NOTICE: To remove selected users from a group on the Users main tab, select
¢ the group there, select the users that you want to remove, click Actions, and
then click Remove from group in the Actions drop-down box.

9.6.3. Overview of the queues to which the user has rights

On the Queues tab, you can see all queues where the user can send jobs.

A Carol Kai *x
Actions =
General Credit Groups Queues  Delegates
Marne Type
Ernail_Weh follow me
Mobile_Application follow me

FIGURE 8.10. Overview of the queues

9.6.4. Selecting delegates for the user

General Credit Groups Cueues  Delegates

On the delegates tab, you can select delegates (users or groups) who are able to print
all of the delegating user jobs sent to a Delegate printing type of queue. The delegate
will see the jobs on embedded terminal. The print jobs are displayed in the Form:
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(*Sending user**Name of the print job*). For more information about the delegate
printing feature, see "Delegated printing queue type" on page 208.

. NOTICE: Users have to have rights to a delegate printing type queue to be able
" to select delegates.

To select the delegates:

A Carol Kai x
Actions =
General Credit Groups Cueues  Delegates
Delegates: £ Doelohn £ Turek Jan | -
o Save K Cancel

FIGURE 8.11. Selecting the delegates on the Delegates tab

« On the bar at the top of the Delegates tab, in the Delegates combo box, enter
the user (or the group of users), and then click Save. This way you can add
multiple users (or groups of users).

INFO: To select a user or a group of users in the combo box, click the arrow
on the right side. A drop-down box appears. In the drop-down box, on the
list of users and groups of users, select the user or the group of users.

|

| N

To deselect a delegate:

Delegates: £ DoeJohn \_'-‘LTurekJan| -

FIGURE 8.12. Deleting the delegates from the Delegates tab

« On the bar at the top of the Delegates tab, in the Delegates combo box, point to
the user (or group of users) that you want to deselect, and then click the remove
button (#%) on the right side of the user (or group of users).
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9.6.5. Using credit

By default, the only person who can recharge the credit is the administrator. However,
the administrator can authorise a MyQ user to recharge the credit as well. The user
needs to be provided with the rights to access the credit settings and to recharge the

credit.

This is done on the Rights settings tab of the MyQ Web Interface, where you select the
user and give him the Recharge credit and the Manage Users right. When thes rights
are set the user can Recharge credit and Reset credit as well as release blocked

credit.
£ Carol Kai *
Actions -
General Credit Groups  Ceues  Delegates
|= Recharge Credit =2 Reset credit & Refresh

Credit balance:  1,000.00

Blocked: 0,00

[ Credit Statement

Date Type Credit bala... Value Payment provider
09/18/2019 2:51:23 P... = 1.000.00 -9,000.00 -
09/18/2019 251:02 P... ¥ 10,000.00 10,000.00 -

FIGURE 8.13. User profile - Credit tab

On the Credit tab you see this Blocked credit. When the server blocks credit on the
account, it temporarely decresases the available balance until the user session finishes.
This prevents spending the same credit multiple times resulting in a negative balance.

« Credit required for scanning, copying and other activities peformed by the device
may not always be known ahead. So, here the blocked credit is debited after the

job finishes.

« Credit required for a print job is always known and is debited on the account

ahead of releasing it.
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9.7. Enabling users to edit their profiles and to select their delegates

By default, all users can change their default language (see "Default language"” on
page 130) on their MyQ Web accounts and on some embedded terminals, while the
rest of their properties can be changed only by the administrator. On the Users
settings tab, you can provide users with additional editing options: you can enable them
to change their full name and email and to select their delegates.

To enable users to change their full name and email, select the Enable user profile
editing option.

To enable users to change their delegates, select the Enable editation of delegates
option. (See "Delegated printing" on page 235.)

£ Users

4 General

Enable user profile editing: |+

L
=)

o m
1
A

!
rt
rm

Enable editation of delegates: |+

FIGURE 8.14. The option can be enabled o the Users settings tab, under General

INFO: For information about user's properties, see "Editing user accounts"” on
page 129.

. |
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INFO: Users open their profile management options by clicking Edit at the
bottom-left corner of the User proFfile gadget on their MyQ Web accounts.

User profile

Uzer name: Eliot Kate
Y, Full name: Eliot Kate
Ema

Default language: English (United Kingdom)

DhEdit Set password | | Generate PIN

FIGURE 8.15. Opening the user profile settings
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9.8. Groups of users

On the Users main tab, you can create new groups of users. In MyQ, different groups of
users can be given different access rights to print queues (see "Queues " on page 199),

print functions, such as color printing or scanning (see "Policies” on page 141), and
reports (see "Reports "on page 299).

Creating groups of users

To create a group, do the Following:

1. On the group tab on the left side of the Users main tab, point on the group under
which you want to create the new group. A drop-down box appears to the right.

2. On the drop-down box, click +New Group. The new group properties panel opens
on the right side of screen.

4 E‘l Groups
" | L4 synch [:] i i
%= Mew Group
& E|:||1‘:b

%  (Generate PIM

& Delete

FIGURE 8.16. Adding new group under the synch group

3. On the panel, enter name of the new group, and then click Save.

& Group 2 x

General Delegates

Mame: * |Group 2

¥ we &K Cancel

FIGURE 8.17. Saving the new group on the General tab

To select a delegate for the group, do the fFollowing:

1. Open the group properties panel by double-clicking the group on the tab on the
left side of the Users main tab.
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2. On the bar at the top of the Delegates tab of the group properties panel, in the
Delegates combo box, enter or select the user (or the group of users), and then
click Save. This way you can add multiple users (or the group of users).

M Group 2 ®

General | Delegates

queue Can e prnnted

Delegates: _'i:i synch -

o Saﬁ & Cancel

FIGURE 8.18. Adding delegates on the Delegates tab

INFO: To select a user or a group of users in the combo box, click the arrow on
the right side. A drop-down box appears. In the drop-down box, on the list of
users and groups of users, select the user or the group of users.

| N

To deselect a delegate, do the Following:

« On the bar at the top of the Delegates tab, in the Delegates combo box, point to
the user (or group of users) that you want to deselect, and then click the remove
button (#) on the right side of the user (or group of users).

Delegates: _@L synch _@test_painterh -

FIGURE 8.19. Deleting the delegates from the Delegates tab

Deleting groups

« On the group tab on the left side of the Users main tab, right-click the group that
you want to delete, and then click Delete on the shortcut menu.

9.9. Exporting users

In case you need to export the list of MyQ users to a CSV file — for example if you want
to use the CSV file for user synchronization — you can do so on the Users main tab of
the MyQ Web Interface.
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To export the list of users, do the following:

1. Click Tools on the toolbar at the top of the Users main tab, and then click Export
in the Tools drop-down box. The Users Export dialog box appears.
myQ- fu-
== Mew Group - =k MNew User Actions &' Refresh
4 o | Searches Status | User name Eg Bulk credit recharge
o+~ All users & *admin | % Exgort
A i - S D
+ Unclassified -3 api M Selectall (Ctri+A
+ Managers A P
T8 e @ Carol Kai EF| Edit columns
() .
i Deleted @b Dickens Default layout
() wr
. ol Groups . fax Double header height
o _':'L *guest GUESt USer
FIGURE 8.20. Exporting the list of users on the Users main tab
2. In the dialog box, select the group which you want to export, and then click OK.
Users Export x
Group: | S All users -
V;‘I}F)K &K Cancel

FIGURE 8.21. Selecting the group to be exported

. INFO: The file is downloaded to the download folder set in your web browser.
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9.10. Policies

The Policies settings tab is divided into two sections. The Printer job policies section
contains settings that apply to all print jobs, all printers and selected users or groups of
users. The Printer policies section contains settings that apply to all queues, all print
jobs, selected users (or groups of users) and selected printers.

Printer policies have the highest priority. Settings in the Printer policies section apply
to all queues and all of the selected users regardless on settings of queues and print job
policies.

Policies in both sections are listed in order of precedence: every policy has higher
priority than all policies below it. If two policies are in conflict, the policy that is higher
on the list applies. The default policy has the lowest priority and is always at the bottom
of the list, other policies can be moved up and down the list by clicking the left or right
arrow buttons on the Policies setting tab toolbar.

mvo - ﬂ Settings: Policies

% Settings @ Policies
M| |icense 4= Add ~ Edit Enabled & Refresh | Y Show effective
= Server Type & Cloud Stat.. Users Printers
Z
A General =| Print job policies
T4 Personalization
£=
X! Task Scheduler « El All users
ﬁ Metwork

_:'—_- Authentication servers
Printer policies

B snmp - P

(% Printers

& Printer Discovery of _'{l All users |4 All printers

B Terminal Actions

= Scanning & OCR

FIGURE 8.22. The Policies settings tab
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9.10.1. Print job policies

NOTICE: For each queue, you can disable print job policies by deselecting the
¢ Force user policy option on the queue properties panel, on the Job
processing tab.

Print job policies settings

To open a print job policy properties panel, double-click the print job policy on the
Policies settings tab list, under Print job policies.

Each print job policy panel is divided into two sections:

« In the upper section, you can enable, or disable the policy, select the users or
groups of users to which it will apply to and write the policy description.

« Inthe Print Job Properties section, you can select to enforce toner saving print,
B&W print and duplex print.

Default print job policy

Default policy applies to all users and has no restrictions. Except for its name and
scope (It applies to all users.), all settings of this policy can be changed.

You can restore the Default policy default settings by clicking Restore defaults on
the top-left corner of its panel.

Adding new print job policies

1. On the bar at the top of the Policies settings tab, click +Add, and then click +Add
print job policy. The new print job policy properties panel opens on the right
side of screen.
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2. On the panel, select the users or group of users to which the policy will apply,
optionally write description of the policy, change its settings, and then click Save.
The new policy appears on the Policies setting tab, under Print job policies.

@ Default policy x

=™ Restore defaults

Enabled:

Users and Groups: S Al users

Description: | Default policy

4 Print Job Properties

Force B&W: | Yes ¥

Force toner saving: | Mo ¥

Force duplex: | Me ¥

Allow job history: | Yes ¥

Allow job modification: | Yes ¥
o Save K Cancel

FIGURE 8.23. Print job policy properties panel

INFO: With the Allow job history setting disabled, users are not able to add
their jobs to Favorites on their account on the MyQ Web Interface or on
MyQ Embedded terminals and also cannot re-print old jobs on the embedded
terminals.

|

INFO: With the Allow job modification setting disabled, users are not able
modify their jobs on MyQ Embedded terminals.

W

9.10.2. Printer policies
Printer policies settings

To open a printer policy properties panel, double-click the printer policy on the Policies
settings tab, under Printer policies.

Each printer policy panel is divided into three sections:
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« In the uppermost section, you can enable, or disable the policy, select the users or
groups of users to which it will apply, select the printing devices to which it will
apply and write the policy description.

« Inthe Allowed actions section, you can restrict access to particular operations on
the selected printing devices.

« In the Other policies section, you can provide users with administrator access to
printing devices via embedded terminal menu. For some devices, this option is
not supported.

Default printer policy

Default policy applies to all users, all printers, has no restrictions and gives users User
access to embedded terminals. Except for its name and scope (It applies to all users
and all printers.), all settings of this policy can be changed.

You can restore the Default policy default settings by clicking Restore defaults on
the top-left corner of its panel.

Adding new printer policies

1. On the bar at the top of the Policies setting tab, click Add, and then click +Add
printer policy. The new policy properties panel opens on the right side of screen.
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@ Default policy x

4= Restore defaults

Enabled:

Users and Groups: S Al users
Description: | Default policy

Printers: | ||y All printers

4 Allowed Actions

Print: | Yes v
Copy: | Yes ¥
Full color copy: | Yes v
Scam: | Yes v
Faw: | Yes v
4 (Other policies

Device access level: | User v

o Save &K Cancel

FIGURE 8.24. Print job policy properties panel

2. On the panel, select the users or group of users to which the policy will apply,
optionally write description of the policy, change its settings, and then click Save.
The new policy appears on the Policies settings tab, under Printer policies.
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On the Rights settings tab, you can provide users or groups of users with administrator
rights or provide them with rights to run one or more of the MyQ agendas: they can
perform actions, change settings or see information that are inaccessible under
standard user account. On the tab, you can add users or groups and provide them with
the rights.

& Settings .+ Rights

=5 License 4 Adduser &7 XK | &

== Server Type & Cloud ~ Manage reports

.7 Recharge credit

K
A General 2 View printers
ﬁ Metwork L7 Manage printers
o L3 Manage vouchers
= Task Scheduler B Dickens 5 Manage queues
¥ Charles Dickens )
== Easy Cluster L2 Manage projects
i Print L2 View log
rinters
L2 Boost quotas
&, Printer Discovery % Read Jobs
B Terminal Actions ~ Manage Jobs

= Scanning & OCR ~ Manage reports

L2 View printers

wid Price List n L2 Manage printers
Edison
[ 1=t ] P, . c
& Users Thomas Edison L7 Manage vouchers
L2 Manage projects
o Reiaes .7 Boost quotas
3;. User Synchronization L2 Manage Jobs
EE Cradit .~ Manage printers
@Emupz - Manage queues
‘ Cuota "
|synch .~ Boost quotas
" Rights 2 Manage Jobs

FIGURE 8.25. The Rights settings tab
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9.11.1. Providing users and groups of users with rights

Rights
=ﬂ= Add user ®

4 General

Administrator
Manage settings
Manage users
Recharge credit
Boost quotas
Manage vouchers
View printers
Manage printers
Manage queues
Read Jobs
Manage Jobs
Manage projects
Manage reports
View log

Manage payments

View licenses

FIGURE 8.26. Providing users or group of users with rights
To add a new user or a group of users to the list on the Rights settings tab:

1. On the Rights setting tab toolbar, click +Add User. The Select user or group
dialog box appears.

2. In the dialog box, select the user (or group), and then click OK. The new user (or
group) properties panel opens on the left side of screen.

3. Select the user (or group) rights, and then click OK. The user (or group) appears
on the list on the Rights settings tab.
9.11.2. Editing users' rights

To open the user rights properties panel (or the group rights panel), double-click the
user (or the group) on the list of users and groups on the Rights settings tab. The panel
appears on the left side of screen.
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Each user rights panel is divided into two sections, in the General section, you can
change rights concerning general run of MyQ. These rights are described in the table
below.

INFO: The Service module section contains rights concerning the MyQ Service
module — an auxiliary module for the MyQ Service Center product, which is not

|

part of the MyQ installation. (For more information about the Service Center and

the Service module, contact your MyQ support.)

Role

Administrator

Manage settings

Manage users

Recharge credit

Boost quotas

Manage vouchers

View printers

Manage printers

Manage queues

Read Jobs

Rights

The user is provided with administrator (*admin) rights.

The user gets access to management of all settings on the
Settings tab of the MyQ Web interface except of the settings on
the Rights tab.

The user gets access to the User main tab, the User setting tab
and the Policies setting tab, can add users and change their
settings and rights.

The user gets access to the Recharge credit main tab.

The user gets access to the Quota boost main tab.

The user can get access to the Voucher batches main tab.

The user gets access to the Printers main tab to monitor
printers.

The user gets access to the Printers main tab to monitor printers
and change their settings.

The user gets access to the Queues main tab and can change the
settings there.

The user can see other users' jobs.
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Role

Manage jobs

Manage projects

Manage reports

View log

Manage payments

View licenses

- 149 -

Rights
The user can edit other users' jobs.

The user gets access to the Projects main tab, can add projects
and change their settings.

The user can manage all reports.
The user can view MyQ log.

The user gets access to the Payments main tab.

The user can view MyQ licenses on the License settings tab.



9.12. Securing personal data of MyQ users

Except for the data shown in MyQ reports, all data stored in MyQ is necessary for the
functioning of the system. This data is accessible only to people with the administrator
rights in MyQ and are not processed by the system or disclosed to third parties. As to
the information shown in MyQ reports, it is fully under the control of the MyQ
administrator, who can provide certain users with rights to see information related to
certain other users or groups.

MyQ users can access their personal data within the MyQ system and upon their
request, the MyQ administrator can erase the data by anonymizing the user. The
following sections show how the users can access the data and how to anonymize the
users.

INFO: These options are closely related to the General Data Protection
Regulation (GDPR), which aims to protect personal data of EU citizens. For more

* information about how the GDPR is implemented in MyQ, contact the MyQ
support department.

Providing users with their personal data

On their MyQ Web accounts, the users can see the User profile gadget with the
personal information stored in MyQ.

User profile

Uzer name: eliot.kate
Full name: Eliot Kate

Email: eliot.kate@companyx.com

Default language

o Edit| |~ Set password | |55 Generate PIN

FIGURE 8.27. Information related to the MyQ user is displayed in the User profile widget

On their Web account, the MyQ user can generate reports related to their activity
within MyQ, such as printing, copying and scanning to see what information is available
in these reports. (See "Reports "on page 299.)
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Users may also contact the MyQ administrator with the request to provide them with
the data.

The MyQ administrator can create a custom message informing all users about the data
protection options and include the admin email contact via the %admin% parameter
(see "Dashboard custom message "on page 48) .

MyQ is GDPR compliant. In order to exercise your rights for data protection please send an email to admin@mycompany.com

FIGURE 8.28. An example of the custom message that is shown on the MyQ Web account of each user
Anonymizing users

After the anonymization, the user is completely removed from the system and
replaced by a randomly generated name in all of the relevant MyQ reports.

NOTICE: After a user is anonymized, all of their personal data (including
username and email) are erased from the system and cannot be retrieved.

To anonymize a user, do the following:

« On the Users main tab of the MyQ Web Interface (to open the tab, click MyQ, and
then click Users), select the users that you want to anonymize, then click Actions
(or select the users, and then right-click any of them), and finally click Anonymize
in the users' actions dialog-box.

-
Status  Us ame Emai
A . .
s " nistrator admin@mycompany.com
ﬁ
8 =l
H
aftn ca Caye
A n . ) .
s eli Kate Jjoachim@myg-sclution.com
8
ﬁ
aftn *g t User
ﬁ
s 5} m
A . _
" uf X Delete (Delete DT USET
a Anw-‘m IZe

FIGURE 8.29. Deleting the selected user from the All users list on the Users main tab
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10. Using External Authentication Servers for

Authentication in MyQ

In addition to the internal MyQ authentication methods (password, PIN or a card added
to the MyQ system), you can use two types of external authentication servers: LDAP
and Radius.

With the two external methods, MyQ does not use the internal MyQ PIN or password
for user authentication, but instead authenticates users against an LDAP or Radius
server. After the user enters their credentials during the authentication, the credentials
are sent to be verified directly by the external server. If there is no online connection
with the LDAP or Radius server, users cannot log in.

To enable this method of authentication, you have to take two steps: register
authentication servers in MyQ and select to use them for authentication of users. The
later can be done automatically during import of the users from an LDAP server or a
CSV File or manually on the properties panels of individual users.

First see: Adding LDAP or Radius server.

10.1. Setting the external user authentication option

There are two ways of setting the external user authentication option and assigning the
servers to users. The first way is to select to use the external authentication option
during import of users from an LDAP server or a CSV file. The second way is to
manually select this option on properties panels of individual users.

Automatically selecting the external authentication option

Importing users from a CSV File

[z CSV synchronization %
Synchronization source: |[C5Y -

Ignore synchronization
SOurce:

Use authentication serven v

Authentication server: |Authentication server X -

FIGURE 8.30. Selecting the authentication server for the users imported from the CSV file

When you import users from a CSV files, you have two options of selecting the
authentication server for the users:
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1. You can select the Use authentication server option and select the server
during setup of the synchronisation on the synchronisation properties panel.

2. You can specify the Authentication server for a particular user in the
AUTHSERVER field of the CSV file. If the field is not empty, its value has priority
over the value selected on the properties panel.

For more information about importing users from CSV files, see "User synchronization
from CSV files" on page 170.

To enable the authentication option For users imported from an LDAP server

& £ 2 LDAP synchronization

Genera Users Groups

4 Options
Deactivate missing users
+| Add new users
Convert user name to lowercase
+| Use authentication server

Pair by the personal number

Ignore synchronization source

FIGURE 8.31. Selecting to authenticate the imported users from the LDAP server

During the import from an LDAP server, you can select the Use authentication server
option, to use the current synchronisation source server for authentication of users. For
information about importing users from LDAP servers, see "User Import and
synchronisation” on page 155.

INFO: Unlike the Use authentication server setting for the import from a CSV
file, which allows you to select the authentication server, the Use
authentication server setting here gives you a single option — users will be
authenticated against the LDAP server from which they are imported.

d
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Manually selecting the external authentication option

£ Kohei ®

General  Groups | Queues | Delegates

Use authentication servern v

Authentication server: | Authentication server X -

FIGURE 8.32. The Authentication server settings on the General tab of the user properties panel
To manually select the external authentication option

1. Open the Users settings tab and double-click the user. The user's properties
panel opens on the right side of screen.

2. On the panel, select the Use authentication server option. The Authentication
server setting appears on the panel.

3. On the Authentication server drop-down box, select the server that you want to
use, and then click Save at the bottom of the panel.
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11. User Import and synchronisation

User synchronisation is a method of synchronizing the user related data in the MyQ
database with the data in external sources, such as LDAP servers or CSV files. Importing
new users is an optional part of the synchronisation process. Within the setup of the
synchronisation, you can activate or deactivate the import of new users; if you
deactivate it, MyQ only updates accounts of the users that already are in its database.

This topic provides detailed information about the synchronisation. It fully describes
two methods of import and synchronisation available in MyQ and presents two options
of running the synchronisations:

« User synchronisation from LDAP servers

« User synchronisation from CSV files

« Manual and scheduled run of synchronisations

Furthermore, it shows you how to set up user synchronisation from Azure Active
Directory:

« User synchronisation from Azure Active Directory

11.1. How does the user synchronization work?

First, you need to add the new synchronization source. Overall, there are four possible
types of synchronization sources: LDAP server, CSV file, MyQ Master server and
Custom script, but in this topic, we will discuss only the First two types. The
synchronization from the Master server is used on the Master/Server architecture
installations of MyQ and is explained in MyQ Master Server Installation Guide. The
synchronization from the custom script is used only in very specific cases; for
information about this option, please contact your MyQ support.

As soon as you add the synchronization source, MyQ opens its properties panel where
you can set up the synchronization. Although they differ in their sources, all
synchronizations have one thing in common, their goal is to adequately synchronize the
user data in the source with the users' data in MyQ.

An important part of the synchronization setup is pairing user attributes in the
synchronization source with their counterparts in MyQ. This can be done by setting the
corresponding properties in the Properties section of the Users tab of the LDAP
synchronization settings tab or by defining the corresponding fields in the CSV file.

Apart from that, you might want to select some additional options, such as adding new
users, deactivating users that are not in the synchronization source, or converting user
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names to lowercases. These options can be selected in the Options section of the
Users subtab of the LDAP synchronization settings tab or on the properties panel of
the CSV synchronization.

Also, you can import groups of users or even whole group tree structures. This can be
done by setting the groups on the Groups subtab of the LDAP synchronization
settings tab or by defining the groups inside the CSV synchronization file.

The following two sections describe the user properties and synchronization options:

User properties in MyQ

User name: Name of the user account in MyQ, in Active directory and Open
LDAP, this property corresponds to the samaccountname user attribute on the
LDAP server.

Full name: MyQ Advanced User Management Guide this is the full name of the
user, in Active directory and Open LDAP, this property corresponds to the cn user
attribute on the LDAP server. Usually, it is the given name and the surname of the
user.

Alias: In addition to their user name, each user can have a number of aliases. MyQ
treats the aliases as alternative user names. You can use aliases for example if
you need to enable one user to send jobs to MyQ from different OS accounts.

Card: Number of the user identification card. It can be either imported from
LDAP or added to MyQ on the properties panel of the user. Also, it can be
registered by an administrator on a card reader connected to PC USB slot or
registered by the user on an embedded terminal.

PIN: MyQ personal identification number is used for access to MyQ Web Interface
and MyQ terminals.

Personal number: The personal number can be used as the user ID in MyQ. The
primary ID is the user name property. If you select the Pair by the personal
number property during the user synchronization, the personal number is used
instead.

Email: Primary email of the user.
Notes: You can use this text box to enter additional notes concerning the user.

Language: Language used on the user's MyQ Web Interface and their home
screen on the embedded terminal.
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User's scan storage: You can select a folder or one or more emails where

MyQ sends scans of the user. Depending on the scanning setup, scans can be sent
here, to the user primary email set in the Email property text box, or to other
sources defined in MyQ or entered by the scanning users.

User synchronization options

Deactivate missing users: If you select this option, MyQ deletes users that are
imported from the current synchronization source and that are not in the source
anymore. To delete users that were added from different sources, select the
Ignore synchronization source option together with this option.

Add new users: If you select this option, MyQ adds new users from the current
synchronization source. If you do not select it, MyQ updates accounts of the users
who are already in MyQ, but do not add any new users.

Convert user name to lowercase: Unlike some other systems that do not differ
between two words with the same letters but different cases (such as "Pear",
"pear"), MyQ is case sensitive. You can use the Convert user name to
lowercase option to prevent creating multiple accounts for one user.

Use authentication server: If you select this option and a user logs in by
entering their username and password, the credentials are not authenticated
against MyQ database, but instead against an LDAP or Radius server.If you
synchronize users with LDAP, the source LDAP server is automatically assigned as
the authentication server. If you synchronize users with CSV, you can select the
authentication server from the list of predefined authentication servers.

Pair by the personal number: If you select this option, MyQ identifies users by
their personal number instead of their user names. This way you can keep track of
a single user with different names in different sources or a user whose name has
changed for some reason. For example, if this option is activated and a username
in LDAP changes from cat.stevens to yusuf.islam, MyQ does not create a new user
account, but recognizes the old user by his personal number.
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« Ignore synchronization source: If this option is not selected, MyQ recognizes
two users from different synchronization sources as two different entities. This
can cause conflicts during synchronizations from multiple sources. If it is selected,
MyQ ignores the synchronization sources and treats all users the same, regardless
of their synchronization source.For example, if you run a synchronization and
MyQ would import/update a user that has been already added from a different
synchronization source, it does not update the user. Instead, it shows the
message "The name/alias "X" is already used by the user "X" among the
synchronization results. After you select the Ignore synchronization source
option, the user is updated by the latest synchronization.

NOTICE: If you select this option together with the Deactivate missing
users option, all users that were added from different sources and are not
in the current synchronization source are deleted during the
synchronization.

« Append the domain name to the username (username@domain.local): With
this option selected, the name of the domain can be retrieved from the MyQ
username. The information about the domain can be needed for example when
scaning to users' home folders is used on an embedded terminal. (For more
information about this feature on a particular embedded terminal, see the
embedded terminal's MyQ manual.)

11.2. User synchronization from LDAP servers

LDAP server contains a database that stores all user accounts, passwords and other user
related data of an organization. On the LDAP Synchronization settings tab on the MyQ
Web Interface, you can synchronize users directly from the server database.

MyQ can communicate with as much as five LDAP servers at the same time (with the
BusinessPro license). It supports Active Directory, OpenLDAP, Novell and Lotus
Domino. To synchronize the users, you need to add the synchronization source first and
then setup the synchronization. After the synchronization is set up, you can either run
it manually on the User Synchronization settings tab or set it as a regular task on the
Task Scheduler settings tab.

INFO: All settings described in this section apply only to Active Directory,
* although the settings for OpenLDAP, Novell and Lotus Domino are similar.
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11.2.1. Creating an LDAP synchronization

NOTICE: Before creating the synchronization, you have to add the LDAP server

¢ to MyQ. This can be done on the Network settings tab, under Authentication
servers.

Creating the new LDAP synchronization consists of the following steps:
1) Add the new synchronization

I. On the User synchronization settings tab, click +Add Sync source. A drop-down
box appears.

& Settings L User Synchronization

il License '%' Add sync saﬁce * ¥ Synchronize now Edit Enabled
== Server Type & Cloud Enabled | Type Description

% General _:_ LDAP testAD.local

FIGURE 8.33. Adding new synchronization source on the User Synchronization settings tab

Il. In the drop-box, click +Add LDAP source. The LDAP synchronization properties
panel opens. On the panel, you can set up the synchronization.

2) Set up the synchronization on the LDAP synchronization properties panel

« Set up the synchronization on three tabs on the LDAP synchronization
properties panel. On each of the tabs, click Save after changing the settings. For
information about the synchronization setup, see "Setting up the LDAP
synchronization " on the facing page.

INFO: The synchronization is created when you save the settings on the
° General tab of the LDAP synchronization properties panel.

3) Return to the User synchronization settings tab

« The new LDAP synchronization is displayed on the list of synchronizations on the
User synchronization settings tab.
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11.2.2. Setting up the LDAP synchronization

The setup consists of three parts: creating the synchronization on the General tab,
setting import of users on the Users tab and setting import of groups on the Groups
tab. You can swap between these tabs on the bar at the upper-left corner of the
LDAP synchronization properties panel.

}% ‘E; 5}_ LDAP synchronization ki CN=Claude Monet,OU=Painters,0U=famous_people,OU=MYQ_IMPORT _TEST, D}
General Users Groups * || CN=Builtin Attribute : Walue
— * || CN=Computers accountexpires 0223372036854775807
Enabled: * |} QU=Domain Controll badpasswordtime 0
4 Connection parameters g Eh =FaoreignSecurityP badpwdcount 0
* || CN=Infrastructure on Claude Maonet
LDAP Server: * | testAD.local - - || CN=LestAndFound codepage 0
User: | Administrator 4 | OU=MYQ_IMPORT_T countrycode 0
Password: |ssssees 4 b OU=famous_peop department Painters
“ L OU=Painters displayname Claude Monet
“ Export to SV after successful import : ‘%’ EN =Clauds distinguishedname CN=Claude Monet,OU=Painters,OU
Enabled: v o ::j?jdzl dscorepropagationdata 16010101000000.0Z
File: |C:\Users\Users.csv L & : h " | employeeid 13246
- ot CN=Pablo
’ e . & CN=Rembra gidnumber 2147483647
. & CN=Salvada givenname Claude
o Save % Cancel _1 CN=Vincant instancetype 4
+ 1l OU=Scientists lastlogoff 0

FIGURE 8.34. LDAP synchronization properties panel with the LDAP database browser to its right side.

For detailed description of the LDAP synchronization setup and its options, see the
three following sections: "“7) General tab: Creating the synchronization" below, "2) Users
tab: Selecting base DN, assigning attributes and additional settings"” on page 162 and
"3) Groups tab: Importing groups” on page 165.

1) General tab: Creating the synchronization

On the General tab, set the general properties of the synchronization: enable or
disable the synchronization, select the LDAP server domain, enter user name and
password for access to the server, eventually select to export the imported users to a
CSV file. See the list below for description of individual settings.
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& 4L Z. LDAP synchronization

—

General Users Groups
Enabled:

4 Connection parameters
LDAP Server: * | testAD.local
User: |Administrator

Password: |ssssess .|

4 Export to C5V after successful import

Enabled:

File:

o SZTE & Cancel

FIGURE 8.35. Saving the settings on the General tab

Enabled: Here you can enable or disable the synchronization.

Connection parameters:

LDAP Server: Here you can select the domain from which you want to synchronize.

User: Enter user name for access to the LDAP domain server here.

Password: Enter password for access to the LDAP domain server here.

Export to CSV after successful import:

Enabled: If you enable this option, MyQ creates a CSV file with the imported users

after the synchronization.

File: Select the folder where you want to save the created file.

INFO: After you correctly set the connection parameters (LDAP server,
/ username and password) and save the settings, the LDAP browser opens on the

right side of screen.
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2) Users tab: Selecting base DN, assigning attributes and additional
settings

On the Users tab, pick one or more base DNs (distinguished names) from which you
import the users. In addition, you can assign user attributes from the LDAP server to
user properties in MyQ and select additional options concerning the synchronization.

# &% £ LDAP synchronization LI €CN=Charles Dickens,OU=Writers\, rfghj\, el

General Users Groups * |l CM=Builtin Attribute
* ||y CN=Computers accountexpires

i You can drag and drop tree items and atiributes > ||J OU=Domain Contrg badpasswordtime
on fields . .

* ||y CN=FareignSecurity badpwdcount

Base DM: * |1y CM=Infrastructure | .

4 Add ||y CN=LostAndFound codepage

| OU=MYQ_IMPORT_

countrycode
* Properties Expand | CN=NTDS Quotas
* || CN=Program Data
* || CN=System

> [ CN=Users distinguishedname

4 u@ Ch=test

department

* Dptions Expand displayname

* Filter Expand

apd od dscorepropagationdata
vanc
dscorepropagationdata
Custom data processing employeeid
class: pHp class for custom data gidnumber
processing . i
givenname

o Save R Cancel instancetype

FIGURE 8.36. The Users tab on the LDAP synchronization properties panel

INFO: During the setup, you can use the drag and drop feature to move items
. and attributes from the LDAP browser to corresponding text boxes on the tab on
the left.

The settings of the users import are described in the following part of this section.

Base DN:

Here you can pick the base domain or domains from which you import users.

Click +Add to add a text box for the new base DN, and then drag a group from the
database browser and drop it in the text box. You can add multiple domains this way.
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Base DM: CM=Infrastructure

QU =Painters, OU=famous_g ) |‘--1|:I | CN=LostAndFound

F

r

* |} OU=MYQ_IMPORT_TEST
[0U=Writers\.OU= ~famous people OU=MVCLIM | \'— OlU=famous_people
F s | OU=Painters
Ol =5cientists
* Add | || OU=Writers\,
[ ou=myQ

" Properties Expand

| OlU=other

FIGURE 8.37. Dragging and dropping a domain

Properties:

These are properties of every individual user. MyQ will automatically find and assign
the user's SAM account name to user name, cn to Full name and mail to email (this
applies to Active directory and Open LDAP only). The user name property is the only
one that cannot be changed.

To assign an attribute to a property, write the name of the attribute in the property
text box or drag the attribute from the attributes of any individual user and drop it in
the text box.

4 Properties ~ - - ivenname
pe b CH=Galileo Galile J
Full name: -8 CN=lsaac Newton | MStANCEtyRE
Alias: 4 & CN=Thomas Edison  '25t/290ff
lastlogon
Card: pininhh b
0 oncount
[ OU=MyQ
PIN:
0 | OU=zother
Personal number: 1 L) OU=randam memberaf
Folder or email for storing - J CN=Janus name
scanned documents: - L CN=test _painters objectcategory
Email. - L CN=test scientists objectclass

FIGURE 8.38. Dragging and dropping an attribute

For assigning default languages of users, you have to use an attribute from the LDAP
server which has abbreviations of languages as its values. For example, you can create
and use an attribute called lang with values en for English, hr for Croatian etc. The list
of the abbreviations used in MyQ can be found here.

Options:

For description of the common synchronization options, see "User synchronization
options" on page 157.
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In addition to the basic options that are common for both the synchronization from
LDAP servers and for synchronization from CSV files, there is one specific option that
belongs only to the import from LDAP servers: append the domain name to the
username (username@domain.local). This option enables you to save the
information about the LDAP server in the user name. For more information about this
option, contact your MyQ support.

Filter:

You can filter the import of users by specifying values of attributes. Add the conditions
in form: Attribute=Value. Users with different value of this attribute are not accepted
and are filtered out of the import.

For atributes where the values are strings, such as the cn or or You can use the *
symbol to search for substrings. The symbol can be appended from both sides. For
example, if you add a cn=*in* condition, only users whose common name attribute
contains "in" are accepted.

Add one condition per one raw. Users are accepted if they satisfy at least one condition.

4 Filter

givenname=Charles

=T ™
cn="va

Updating users...

1: Charles Dickens added (Dickens | | | | synch/test_writers)

2: Rembrandt van Rijn added (Rembrandt | | | | synch/test_painters)
3: Vincent Van Gogh added (VanGogh | | | | synchitest_painters)
@.863secC.

8.882 sac.

FIGURE 8.39. Example of a filter and the resulting synchronization
Advanced:

Custom data processing class: For further information about this option, contact
your MyQ support.

¢ NOTICE: After you change the settings, click Save to submit the changes.
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3) Groups tab: Importing groups

On this tab, you can import groups and the group structure from the LDAP source.
There are four different methods of specifying which groups are imported. You can use
multiple different methods together and by each method, you can create different
groups of users. You can also select to import the groups under an existing group in

MyQ.

b pr S 2. LDAP synchronization | CN=test_painters,OU
General Users Groups | CM=Builtin
» ||y CN=Computers

i You can drag and drop tree items and attributes on fields > [[J OU=Domain Contrallers
> | )4 CM=ForeignSecurityPrin

¢ | CH=Infrastructure

% Do not change default group

Import groups under this A . N=LostAndFound
group: L CN=LostAndFoun
4 || OU=MYQ_IMPORT_TEST
* Group stored in user's attribute Eupand > ||y OU=famous_people
> Ly OU=M
* Group stored in user's DN Expand 'L' va
» | Ol =other
 Tree group stored in user's DN Expand | |9 OU=random

- {,@» CH=Jlanus

4 Group stored in user's memberOf attribute N ﬂa Tt

Groups base DN: * 4.@ CM=test_scientists
Filter: 4 ,,_,@ CM=test_writers
> | CN=NTDS Cuotas
Attribute=Value # | |4 CN=Program Data
Attribute=Value F | CM=System
Import empty groups: » |l CH=Users
Import tree of groups: >¢,@» CM=test
W Save &K Cancel

FIGURE 8.40. The Groups tab on the LDAP synchronization properties panel

The groups import options are described in the list starting on the next page.
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Do not change default group:

A user can be member of multiple groups but all theirprints, copies and scans are
accounted to only one group: the Default group of the user.

If you select this option, the default group of the selected user does not change during
the synchronization.

Import groups under this group:

You can select an existing group in MyQ under which you import the groups from the
LDAP database.

Groups stored in user's attribute:

Attribute: You can select this option if you want to use an attribute that defines
groups in the LDAP database.

To add the attribute, type the name of the attribute in the property text box or drag
the attribute from the attributes of any individual user and drop it in the Attribute text
box.

4[| OU=MYOLBIDaRT TEST
L OU=M TES countrycode

Group stored in user's attribute
P ET=Tamous_people frrme |
Attnibute: g 4 ||| OlU=Painters

Make g E, CH=Claude Mone
default

displayname

distinguishedname

-
* oy CM=Leonardo Da .
- decorepropanationdata

FIGURE 8.41. Dragging and dropping an attribute

You can also create groups by combining multiple attributes. To create such group, put
each of the attributes between two percentage signs (%). For example, the
combination of attributes %attribute1%_%attribute 2% , imports a new group
named value1_value2.

4 Group stored in user's attribute

Attribute: | %department?:_%hgivennamet
Make default

SYMNC GROUPS

Number of groups to import: 7
Pairing property: path
Painters_Claude: created
Painters_lLeonardo: created

FIGURE 8.42. Example of a combined attribute group definition and the resulting synchronization
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Furthemore, you can create tree structures of groups by separating the attributes with
vertical bars. For example, the combination of attributes %attribute1%]|%attribute
2%, imports a group attribute1, and its sub-group attribute 2.

Make default: If you select this option, the group becomes the default group of the
imported user.

Group stored in user's DN:

OU component index: Here you can select a group by its OU (organizational units)
index among the DN components. The index is counted from right to left: the first QU
group from right has index 1, the second from right has index 2 and so on.

| i CN=Claude MonetIOU:Pain'ters,OU:famnus_people,OU:MYQ_IMPORT_TEST,bC:testAD,DC:Incal |

FIGURE 8.43. DN Components with three OU groups (Painters, famous_people and MYQ_IMPORT _
TEST)

On the picture above, there are three OU groups: MYQ_IMPORT_TEST has index 1 (as
it is the first OU group from right), Famous_people has index 2 and Painters has index
3. The other components are not OU and therefore have no index.

4 Group stored in user's DN

OU component index: |3

Make default

SYMNC GROUPS

Number of groups to import: 1
Pairing property: path

painters: updated wvia PATH match
@.818sec.

FIGURE 8.44. Example of an import of a group stored in user's DN

Make default: If you select this option, the group becomes the default group of the
imported user.

Tree group stored in user's DN:

Here you can import the whole tree structure of groups. You can restrict the import to
any part of the structure by striping the DN components from left and from right. In the
respective text boxes, enter the ammount of components to be striped from left and
from right side.

You have to strip at least one component from left (the user CN component) and one
component from right (the right-most DC component).
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| i CN=Claude Monet,OU=Painters,0U=famous_people,OU=MYQ_IMPORT_TEST,DC=testAD,DC=local |

FIGURE 8.45. DN Components

On the picture above, there are six components. If you strip one component from left
and one from right, you import the following structure of groups: testAD > MYQ_
IMPORT_TEST > famous_people > Painters.

By stripping components from left, you remove the groups from bottom to top of the
structure. By stripping components from right, you remove the groups from top to
bottom of the structure.

Make default: If you select this option, the bottom group of the imported structure
becomes the default group of the imported user.

Group stored in user's memberOF attribute:

Group base DN: MyQ can import security and distribution groups stored in the user's
memberOF attribute. The security groups are used to define access permissions
granted to their members. Distribution groups can be used for sending emails to a
group of users.

To specify which groups should be taken in consideration during the import, you have
to insert the groups base DN. MyQ import only groups that are included in the base DN,
other groups stored in the memberOf attribute are ignored. The group base DN does
not have to be the same organizational unit as the users base domain.

If a user is member of more than one group on the LDAP server, all the groups are
stored in the memberOFf attribute. Therefore, the Make default option, which
requires a single value, is not available for this method of import.

To add the groups base DN, drag it from the database browser and drop it in the Group
base DN text box.

Filter: You can filter this import by specifying values of attributes. Add the conditions
in form: Attribute=Value. Groups with different value of this attribute are not accepted
and are filtered out of the import. You can use the * symbol to search for substrings.
The symbol can be appended from both sides. For example, if you add a cn=*in*
condition, only users whose common name attribute contains "in" are accepted. >Add
one condition per one raw. Groups are accepted if they satisfy at least one condition.
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4 Group stored in user's memberOf attribute
Groups base DM: | DC=testAd DC=loca

Filter: |cn=test®

T
o

SYMNC GROUPS

Humber of groups to import: 3

Pairing property: path

test_writers: updated wia PATH match
test_painters: updated via PATH match
test_scientists: updated via PATH match
8.8l4sec.

FIGURE 8.46. Example of an import of groups stored in memberattribute with the cn=test* filter
applied

Import empty groups: If you select this option, groups from the Group base DN are
imported even if there is no user having them in their memberOFf attribute.

Import tree of groups: If you select this option, the whole tree structure is imported.
Otherwise all groups are added separately; not as a part of a tree structure.

4 Group stored in user's memberOf attribute
Groups base DMN: | OU=MYQ_IMPORT_TEST DC=testAd, DC=loca

Filter: | cn=test®
cn=synch

o

Import empty groups: ¥

Import tree of groups:

4 _'lfl Groups
" |14 synch
" || test_painters 7

* | |J test_scientists 7

|y test_wnters 5

FIGURE 8.47. Import of groups stored in memberOF attribute with the Import tree of groups option
deselected
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4 Group stored in user's memberOf attribute
Groups base DMN: | OU=MYQ_IMPORT_TEST,DC=testld,DC=local
Filter: |cn=test*

cn=synch

T
] L]

m

Import empty groups: |¥

Import tree of groups: [+

4 EJL Groups
" | synch
" | |4 test_painters T
* ||y test_scientists 7

|y test_wrnters 5

FIGURE 8.48. Import of groups stored in memberOF attribute with the Import tree of groups option
selected

11.3. User synchronization from CSV Ffiles

Another method of storing user data is saving the data in CSV files. Each line of the file
corresponds to one user and each field corresponds to one property of the user. To
synchronize users from the CSV file, you have to create a new CSV synchronization on
the User Synchronization settings tab and on the synchronization properties panel,
add the source file and set properties of the synchronization.

After the synchronization is set up, you can either manually run it on the User
Synchronization settings tab or set it as a regular task on the Task Scheduler settings
tab.

11.3.1. Creating new CSV synchronization
To create a new synchronization, do the following:

1) Open the new synchronization

« On the bar at the top of the User synchronization setting tab, click +Add Sync
source, and then click +Add CSV source. The CSV synchronization properties
panel appears on the right side of screen.
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&
-

@) Add ﬁ Source
= Add tomn Script

Add LDAP source

ZL User Synchronization

[% Add sync source vl P Synchronize now -~ Edit|%¥ Enabled

Description

testADlocal

FIGURE 8.49. Adding new synchronization source on the User Synchronization settings tab

2) Set up the synchronization

[} €SV synchronization x
Enabled:
C5V file: | CAUsers\Users.csv |
Encoding: * | windows-1252 -
Column delimiter in C5V: | Default T
Skip header line: |+

FIGURE 8.50. The CSV synchronization properties panel

« On the CSV synchronization properties panel, set the path to the CSV file and
configure the synchronization. For information about the synchronization options,

see "CSV synchronization setup options" below.
3) Save the setup

11.3.2. CSV synchronization setup options

These are the options of the CSV synchronization:
Enabled: Here you can enable or disable the synchronization.

CSV file: Here you can set the path to the CSV file on the MyQ server.

Encoding: Select the encoding that is used in the CSV file. The default value depends
on the OS settings of the computer on which you access the MyQ Web Interface.

Column delimiter in CSV: Select the delimiter that is used in the CSV File.

If you select the Default option, MyQ scans for the delimiter set on the Column
delimiter in CSV drop-down list box on the General settings tab.
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Skip header line: In case the CSV file contain a header line, you need to select this
option and skip the first line of the file during the synchronization. All lists of users
exported from MyQ contain the header line.

Import groups under this group: Here you can select an existing group in MyQ under
which you import the groups from the CSV file.

Synchronization source: Here you can specify a different source than the CSV to be
marked as the synchronization source by the MyQ system. For example, you can insert
an LDAP server domain.

Ignore synchronization source: If you select this option together with the
Deactivate missing users option, all users that are not in the current synchronization
source are deleted.

Use authentication server: If you select this option, an LDAP or Radius server is used
for authentication of the imported users.

Select the domain for the authentication on the setting below.

Authentication server: Here you can select the LDAP or Radius domain for the user
authentication.

Deactivate missing users: If you select this option, MyQ deletes users that are
imported from the current synchronization source and that are not in the source
anymore.

To delete users that were added from different sources, select the Ignore
synchronization source option together with this option.

Add new users: If you select this option, MyQ adds new users from the current
synchronization source.

Pair users by personal number: If you select this option, multiple accounts with a
single personal number are paired.

Convert user name to lowercase: If you select this option, all letters in user names
are converted to lowercase.
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Cards / PIN / Groups / Delegates: In each of the three drop-down boxes, you can
select from these synchronization options for the respective parameter (CARDS, PINS,
GROUPS):

« Do not synchronize: Value of the respective parameter in MyQ is not changed.

« Full synchronization: Value of the respective parameter in MyQ is always replaced
by the value in the CSV file. If the value in the source file is empty, the value in
MyQ is erased.

« Synchronize if not empty: If the respective field in the CSV file is not empty, the
parameter value in MyQ is replaced by the value in the CSV file. Otherwise, the
parameter value remains unchanged. This is the default setting.

o Add new: If the parameter is already set in MyQ, it is not replaced. Only new
values are added.

11.3.3. Syntax of the CSV File

"FULLNAME" ; "USERNAME ALIASES"; "EMATL"; "CARDS"; "GROUES"; "CODE";
"SCANSTORAGE"; "PIN"; "MANAGE I GROUES ";"AUTHSERVER" ; "PHONE" ;
"LANG"; "PWD" ; "EXTID" ; "DELEGATES"

"Thomas Pinapple";"Tom, Tomy,ipple”;"t.pinappledomain.com”™;
TJESTO0CS; "Imported Users,Lctivities|Outdoors|Swimming,
Lotivities|Outdoors|Birdwatching™ ;22212 ; "\ \UsersTomy" ;
14BFLGBBE14875E4;Birdwatching; testhD.local ; 080008020 en;
ldapzuth;;"Carol, Echei,Eliot";

FIGURE 8.51. CSV file opened in a text editor

In thelist below, you can find information about individual fields of the CSV fFile.

NOTICE: A single word or a plain number can be put in the CSV fields as they
¢ are, while more complex strings, such as full name or email address, have to be
bounded by quotes.

FULLNAME: Name of the user in double quotation marks, for example "Thomas
Pinapple".

USERNAME_ALIASES: Login of the user and eventually their aliases.
The login should be the same as the user's domain login name, for example Tom.

When you import multiple aliases, separate them with commas, for example "Tom,
Tomy, Apple".
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EMAIL: Email of the user, for example "t.pinapple@domain.com".

CARDS: Number of the user's authentication card/chip. It has to be inserted in the form
in which it is read by the card/chip reader, for example 7E9700C9.

GROUPS: Here you can add user groups.

You can import a whole branch of the groups tree structure. The groups on the
imported branch have to be separated by vertical bars.

If you want to import multiple groups (or groups tree branches), separate them by
commas.

For example, if you add two branches separated by a
comma: "Activities|Outdoor|Swimming, Activities|Outdoor|Birdwatching", MyQ
imports a single parent group Activities with a single child group Outdoor, with two
child groups Swimming and Birdwatching . (Activities>Outdoor>Swimming,
Birdwatching)

. NOTICE: Commas and vertical bars cannot be used in group names as they are
" used as group delimiters.

CODE: The personal number of the user. The ID number must be unique for each user.
This parameter is very useful when using multiple sync sources.

SCANSTORAGE: The folder or email where the user wants their scans to be sent, for
example "\\Users\Tomy".

For more information about scanning, see Scan Management.

PIN: You can define one or more PINs to br assigned to users within the
synchronization process. It is not absolutely necessary as PINs may also be generated
later within the setup of the user account. The PINs should be in the hashed MD5
format, for example 14BFA6BB14875E4.

MANAGED_GROUPS: You can make the user manager of a particular group by adding
the group or path to the group here in the way in which you would import the group. If
you want the user to be a manager of a child group, enter a whole branch ending with
this group.
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For example, enter the branch "Activities|Outdoor|Swimming" to make the user a
manager of the Swimming group. If there are no parents of the group in the group
structure, enter just the group name, e.g. Activities.

. NOTICE: Commas and vertical bars cannot be used in group names as they are
" used as group delimiters.

AUTHSERVER: In this field you may define the domain for user authentication, for
example "testAD.local".

PHONE: The user's phone number, for example 080008020.
LANG: Default language of the user, for example en.

PWD: If you want the user to be authenticated against an LDAP server, insert the
parameter ldapAuth. If not, let this parameter undefined.

EXTID: 'EXTID' is an internal MyQ parameter. This field has to be left empty.
DELEGATES: For each user, you can import any number of delegates.

If you import multiple delegates, separate them with commas, for example
"Carol,Kohei,Eliot".

For information about delegates in MyQ, see Delegated printing .

11.4. Manual and scheduled run of synchronizations

The synchronization can be manually run on the User Synchronization tab of the MyQ
Web Interface, or it can be set as a scheduled task on the Task Scheduler tab. The two
options are described in the sections below.

Manually running a synchronization

On the User synchronization setting tab, enable the synchronizations that you want to
run, and then click Synchronize now on the bar at the top of the tab.
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% Settings AL User Synchronization

%4 License == Add SYNC source = l?bSynchmnize now & Edit|%¥ Enabled| 4 *

= Server Type & Cloud Enabled  Type Description
}\i’ General Q; LDAP testADlocal
% Personalization =, C5V CA\Users\Users_Export.csv

FIGURE 8.52. Manual run of the user synchronizations

Scheduled run of the synchronization

On the Task scheduler settings tab, you can setup scheduled run of the
synchronization. For more information about this option, see Task scheduler.

& Settings [+ Task Scheduler
#| License EH' Mew schedule + | # Run | & Edit 7 Actions = | & Refresh
= Server Type & Cloud Stat.. | Action Mame
Y& General o Backup Database and settings backup
- o of (= Disk space checker Disk zpace checker
‘22¥ Personalization v il History deletion History deletion
=) Task Scheduler V} 2 ackuo Log backup
ﬁ Metwork wm @) Printer Discovery Printer Discovery
:E—_- Authentication servers L4 il System maintenance Systemn maintenance
B symp W d'LLser Synchronization User Synchronization

FIGURE 8.53. Scheduled tasks in MyQ

11.5. User synchronization from Azure Active Directory

Azure Active Directory is a service accessed from the Microsoft Azure Portal. It has to
be enabled and configured in Azure Active Directory Domain Services.

Activation and setup of the service are described in the following Microsoft guides:

« To enable and configure Azure Active Directory Domain Services:
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/active-
directory-ds-getting-started

« Configure Azure AD Domain Servers to use SLDAP:
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/active-
directory-ds-admin-guide-configure-secure-ldap
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After you activate the Azure Active Directory, you need to add it to MyQ and set up the
synchronization in the standard way (see "User Import and synchronisation” on
page 155 and "User synchronization from LDAP servers"” on page 158 ). When setting up
the Authentication server in MyQ, you need to make sure that paramaters of the
LDAP server are set to the following values:

« Domain = DNS DOMAIN NAME of the Azure AD Domain
o Security: SSL

o Server = SECURE LDAP EXTERNAL IP ADDRESS of the Azure AD Domain

Home myqdev.onmicrosoft.com - Properties

myqdev.onmicrosoft.com - Properties

H Activity log
il Accezs control (JAM)
Manage

Propserties MyQDevNetwork/MyQDevTestSubnet

‘ Sezcure LDAR

Heazlth b ATYE e
[l Meotification settings
Troubleshooting + Support 10.0.0 5_: ;).J.,;l.d
X Troubleshoot

Mew support request

Sat, 05 Oct 2019 06:35:17 GMT

E LDAP EXTERMAL IP ADDRESS

FIGURE 8.54. The relevant settings of the Azure AD Domain
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12. Detecting Job Owners

One of the essential functions of MyQ is to identify the owner of a sent print job. In
fact, MyQ rejects and discards all jobs where it cannot detect the owner.

You can select from a number of identification methods. The two commonly used ways
of detecting owners are— identification of the user account of the OS from which the
job was sent and identification via MyQ Smart Manager— . You can also select from the
following identification methods:

identifying the job owner with the name of the computer from which the print job

was sent,

using a DNS server to resolve the computer name to be taken as the job owner,

detecting the job owner from the name of the print job and,

detecting the job owner from the job PJL header of the printed job.

4 labs

Default printer language: * | Autodetect ¥

Username case sensitive:
User detection method: * | Sender's computer name

Regular expression:

Get job name from PJL:*
Job metadata mode: * | Mot required

Computer detection | Default protoco
method: *

FIGURE 8.55. The User detection method setting on the properties panel of a queue

These options are described in the following sections:

Identifying the job owner with the computer name

Using DNS server to resolve the job owner

Detecting the job owner from the job name

Detecting the job owner from the job PJL header
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The last section shows how to enable case sensitivity for the job owner detection in
MyQ:

« Enabling case sensitivity for the job owner detection in MyQ

12.1. Identifying the job owner with the computer name

With the Sender's computer name option selected, the job owner is identified as the
name of the computer from which the job is sent. This way it does not matter on which
OS account the sending user is logged and all jobs are accounted on the computer.

Computer name, domain, and workgroup settings
Computer name: MB227
Full computer name:
Computer description:

Domain:

FIGURE 8.56. Computer name is displayed in Windows system settings.

Job received: id=2890 | time=1s | size=19KEB | user=ME227 | project= |
06/08/2... Info LP.. 101311 name=userlé@documentxy.com:BOT& 18&05R | hostname=NE227 |
gqueue=Test

FIGURE 8.57. Log message informing about the received jobs shows user NB227, which is the sender's
computer name

INFO: By default, the Computer detection method is set to Default mode.
., This is the standard setting that works in almost all cases. For information about
the alternative option, please contact your MyQ support.

INFO: A regular expression can be used to capture a part of the detected string.
See "Using Regular expressions" on page 183.

12.2. Using a DNS server to resolve the job owner

With the two options: Print server's DNS name and Sender's computer DNS name, a
DNS server is used to resolve the job owner as one of the two respective values:

1) Print server's DNS name: The computer or server where the print driver is
installed. If the DNS server succeeds in resolving the server IP address, the job owner is
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identified with the server name, otherwise the job owner is identified with the IP
address.

Job received: id=2770 | time=15 | size=88KEB | user=WIN-
05/31/2... Info LPR.. 10.1.3.. GOMOSMTOADS, wlocal | project= | name=user16 |
hostname=10.1.3.110 | gueue=Test

FIGURE 8.58. Log message informing about the received jobs shows user WIN-
GOMOSMTO0AO9.xxxx.local, which is the print server's DNS name

2) Sender's computer DNS name: The computer from which the job is sent. If the
DNS server succeeds in resolving the computer IP address, the job owner is identified
with the computer name, otherwise the job owner is identified with the IP address.

Job received: id=2772 | time=1s | size=88KE | user=10.1.3.110 | project=

05/31/2... Info LPR ... 10.1.3.. e A
; ' | name=user16 | hostname=10.1.3.110 | queue=Test

FIGURE 8.59. Log message informing about the received jobs shows user 10.1.3.110, which is the IP
address of the sender's computer

The actual value depends on the location where the print driver is installed. For
example:

If the print driver is installed on the print server Server 1 and shared with the computer
laptop100 from which the user prints, the values are different:

« When you select the Print server's DNS name method, the job owner is
identified with the server, e.g. Server1.domain.com,

« When you select the Sender's computer DNS name method, the job owner is
identified with the computer, e.g. Computer100.domain.com.

If the computer does not use shared drivers but sends the jobs via its own drivers, both
values are the same.

INFO: A regular expression can be used to capture a part of the detected string.
See "Using Regular expressions" on page 183.

- |

12.3. Detecting the job owner from the job name

With the Detect user from job name option, the job owner is identified with the
name of the print job. This method can be used for in cases where jobs are
automatically generated and sent to print by external systems, such as ERP systems.
These jobs can have a specific form where the user name is part of the job name, for
example user16@documentxy.com.
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User detection method: * | Detect user from the job name ¥
Regular expression:

Only for LPR user:

FIGURE 8.60. The Detect user from job name option and two related settings below

Job received: id=2778 | time=1s | size=88KE | user=userl16 | project= |

05/31/2... Info LPR.. 10.1.3.. - R
= N name=userld | hostname=10.1.3.110 | queus=Test

FIGURE 8.61. Log message informing about the received jobs shows user user16, which is the job name

INFO: A regular expression can be used to capture a part of the detected string.
See "Using Regular expressions" on page 183.

- |

12.3.1. Additional settings
Only for LPR user

The Only For LPR user setting is displayed after you select the Detect user from job
name option. This setting allows you to combine the Detect user from job name
method with the Jobs sender identification method. The job owner is first detected as
the job sender and only if the username matches the name entered in the Only For
LPR user text box, it is identified the job owner with the job name.

This advanced user identification may be required, for example, for some prints from
the SAP system. Prints from SAP are usually not sent directly to printing devices, but
first to Windows spooler (SAP LPD or SAP Print) which processes and forwards the
prints to the device. This service usually runs under the system account (SYSTEM), and
therefore the job sender detected from each such job is SYSTEM.

In such case, you can enter the user SYSTEM in the Only For LPR user text box. MyQ
detects the sender and if it is SYSTEM,, it identifies the job owner with the job name.

Get job name from PJL

If this option is selected, MyQ takes the job name from the @PJL JOB NAME
parameter in the PJL header instead of detecting it from the LPR protocol.

. NOTICE: The job name in the PJL header may differ from the name of the
~ printed document.
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12.4. Detecting the job owner from the job's PJL header

With the User detection from PJL identification option, MyQ detects the job owner

from one of the command lines of the print job's PJL header.

User detechion method: * | User detection from PIL v
Regular expression:

PIL Variable: |USERMAME, USERCODE

FIGURE 8.62. User detection from PJL

To select the line that is used for the definition of the job owner, you need to enter the
variable (USERNAME, USERCODE etc.) in the PJL Variable field. If you enter two or
more variables separated by a comma, MyQ tries to find a PJL line containing the First
(leftmost) variable, and then eventually repeats the search for the next variable until it
either finds a non-empty value with the definition of the job owner or there are no

more variables to search for.

ITRISEMG;EXIT; «%-12345X@PJL JOB NAME="something 1 tom 851116 113449735"
@PJL SET TIMEOUT=3@8

@PJL SET RESOLUTION=6B8

@PJL SET BITSPERPIXEL=4

@PJL COMMENT="INFO:NUP 1; DUPLEX OFF; QTY 1; COLORMODE COLOR;"

@PJL COMMENT="APP:C:\Program Files\Windows NT\Accessories‘\WORDPAD.EXE;"
@PJL SET ECONOMODE=0FF

[@PIL SET USERNAME="Kai" |

@PJL SET JOBNAME="Something 851116 113449735"

@PJL SET QTY=1

@PJL SET KCOLORMODE=COLOR

@PJIL SET KGLOSS=LOW

@PJL SET KTRAPPING=2

FIGURE 8.63. The PJL header can be found at the beginning of the job PRN file.

Similarly to the combination of the Jobs sender and the Detect user from job name
detecting methods described in the previous section, you might need to select this

option for print jobs sent to MyQ from the SYSTEM account.

INFO: A regular expression can be used to capture a part of the detected string.

- |

See "Using Regular expressions” on the next page.
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12.5. Enabling case sensitivity for the job owner detection in MyQ

If you have a case sensitive operational system, such as LINUX, where you can create
two users whose user names differ only in cases, for example users juliette and
Juliette, you might need to select the Username case sensitive option.

sername case sensitive: v

FIGURE 8.64. Username case sensitive option selected on properties panel of a queue

With this option selected, MyQ differs between two users that differ only in cases. For
example, if a user Kohei is registered in MyQ (and user kohei is not) MyQ rejects jobs
sent from OS account kohei.

12.6. Using Regular expressions

You can use regular expressions to capture a part of the string that MyQ detects within
any of the detection methods. To do this, define the expression in the Regular
expression field of the Jobs section.

MyQ searches for the desired job owner name in two steps. First, it finds the leftmost
match for the regular expression, and then it identifies the job owner with the leftmost
group captured in the match. This way you can search for a string and define which part
of it will be identified as the job owner. For example, you can use the regular
expression to find an email address in the detected name string and use the group
capturing to save just the part preceding the @ symbol.
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13. ID Card Transformation

This topic discusses the ID Card transformation feature in MyQ. The transformation
might be necessary if the customer needs to import card numbers from a third-party
SW database and the card number format in this database doesn't match the format
read by MyQ card reader.

The third-party system card readers can give output in a different format than the card
readers used in MyQ. In consequence, users card numbers imported from the third-
party system can differ from the card numbers read by the MyQ card readers. To unify
the format of the two outputs, you can define a specific sequence of commands that
transforms the output of the MyQ card readers to the format used in the database of
the third-party system.

D Card
Mumber:
123456
Card
Third-party Reader
Card
Feader

Transformation l

(-6

INFO: With most of the MyQ card readers, you can use the card reader
configuration software to set the format directly on the reader. However, it is
simpler and faster to set one or two universal MyQ transformations than to
separately change settings of each card reader.

|

Entering the transformation
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4 Advanced

Card code transformation Z0:

Card code transformation 1:

LISE reader transformation: | Mone r

o Save &K Cancel

FIGURE 8.65. The Advanced section of the Printers settings tab

On the Printers settings tab, under Advanced, you can define and use up to two
transformations for card readers and select to use one of them on a USB reader
connected to the administrator PC. The second transformation can be used in case
where you have a hardware terminal with two card readers attached to it. The USB
reader can be used to recharge credit or associate cards.

Available options:

« Card code transformation #0: This transformation is used by Embedded terminals
(with USB readers connected directly to the device) and by the reader for HW
terminal that is connected as #0 (usually primary reader).

« Card code transformation #1: This transformation is used by the reader for HW
terminal that is connected as #1 (usually secondary reader).

« USB reader transformation: The transformation selected here (#0 or #1) will be
applied to card readers connected to PC USB slot. These card readers are usually
used to recharge credit or to associate cards with user accounts.

Defining the transformation

You can define the transformation by adding commands from the table below. The
commands have to be separated by semicolon and are read and executed from left to
right, for example in the transformation CommandX;CommandY, the Command X is
executed first and the Command Y second.

All commands, except for the + command, are applied in the following way:

The first command of the transformation and each command immediately behind the +
command are applied to the initial card number. All other commands are applied to the
result of their predecessors.
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For application of the + command, see the description in the Table of
commands below.

Table of commands:
lerim(number of characters) — Remove the First X characters from left.
ltrim(2): 123456 —> 3456

rtrim(number of characters) — Remove the first X characters from right (the last X
characters).

rerim(2): 123456 —> 1234

prepend(character string) — Add the string in front of the card number.
prepend(AB): 123456 —> AB123456

append(character string) — Add the string behind the card number.
append(AB): 123456 —> 123456AB

left(number of characters) — Select the first X characters from left (and remove the
rest).

left(2): 123456 —>12
right(number of characters) — Select the first X characters from right.
right(2):123456 —> 56

mid(number of characters, number of characters) — Remove X characters from left,
remove Y characters from right and leave the characters in the middle.

mid(2,2): 123456 —> 34
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lpad(number of positions, symbol) — Complete the string to the length specified by
the number of positions parameter by adding value of the symbol parameter to the
left (in front of the card number).

lpad(12,0): 123456 —> 000000123456

hex2dec() — Transform the card number from hexadecimal mode to decimal
mode.

hex2dec(): 1000AB —> 1048747

dec2hex() — Transform the card number from decimal mode to hexadecimal mode.
dec2hex(): 1048747 —>1000AB

hex2bin — Transform the card number from hexadecimal mode to binary mode.
hex2bin(): 1000AB —> 100000000000010101011

bin2hex — Transform the card number from binary mode to hexadecimal mode.
bin2hex(): 100000000000010101011 —> 1000AB

dec2bin — Transform the card number from decimal mode to binary mode.
dec2bin(): 100023 —> 11000011010110111

bin2dec — Transform the card number from binary mode to decimal mode.
bin2dec(): 11000011010110111 —> 100023

reverse() — Reverse the byte sequence, i.e. take all characters by two and reverse the
order of the pairs. (The last pair goes first, the second last goes second etc.)

reverse(): 1234AB —> AB3412
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reverseString() — Reverse the character sequence. (The last character goes Ffirst, the
second last goes second etc.)

reverseString(): 1234AB —> BA4321

reverseNibbleBits() — Convert each character from hexadecimal mode to binary
mode, reverse the character sequence of each quadruple and convert the result back to
hexadecimal mode.

reverseNibbleBits(): 10AB —> 0001 0000 1010 1011 —> 1000 0000 0101 1101 —>
805D

upper(): Converts the string to upper case.
upper():Abcd —> ABCD
plugin(reference): Calls a card transformation plugin with the given reference.

This option enables using custom PHP scripts for the transformation. For more
information about this option, contact your MyQ support.

asciiCode2ascii — Converts ASCII characters encoded as hex-digits to ASCII characters.

asciiCode2ascii(): 414F —> AO
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"string 1" + "string 2" — Merges strings in front and behind this command.
"string 1™

« Either the initial card number (if there are no commands preceding the +
symbol),

o or the result of the last command before the + symbol (if there are no +
commands preceding the + symbol),

« or the result of the previous + command.
"string 2":

« Either the initial card number (if there are no commands behind the + symbol
or if the next command is another + command),

« or the result of the last command of the transformation (if there are no +
commands behind the + symbol),

« or the result of the last command before another + command.

lerim(number of characters) — Remove the First X characters from left.
ltrim(2): 123456 —> 3456

rtrim(number of characters) — Remove the first X characters from right (the last X
characters).

rerim(2): 123456 —> 1234

prepend(character string) — Add the string in front of the card number.
prepend(AB): 123456 —> AB123456

append(character string) — Add the string behind the card number.

append(AB): 123456 —> 123456AB
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left(number of characters) — Select the first X characters from left (and remove the
rest).

left(2): 123456 —>12
right(number of characters) — Select the first X characters from right.
right(2):123456 —> 56

mid(number of characters, number of characters) — Remove X characters from left,
remove Y characters from right and leave the characters in the middle.

mid(2,2): 123456 —> 34

lpad(number of positions, symbol) — Complete the string to the length specified by
the number of positions parameter by adding value of the symbol parameter to the
left (in front of the card number).

lpad(12,0): 123456 —> 000000123456

hex2dec() — Transform the card number from hexadecimal mode to decimal
mode.

hex2dec(): 1000AB —> 1048747

dec2hex() — Transform the card number from decimal mode to hexadecimal mode.
dec2hex(): 1048747 —>1000AB

hex2bin — Transform the card number from hexadecimal mode to binary mode.
hex2bin(): 1000AB —> 100000000000010101011

bin2hex — Transform the card number from binary mode to hexadecimal mode.

bin2hex(): 100000000000010101011 —> 1000AB
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dec2bin — Transform the card number from decimal mode to binary mode.
dec2bin(): 100023 —> 11000011010110111
bin2dec — Transform the card number from binary mode to decimal mode.
bin2dec(): 11000011010110111 —> 100023

reverse() — Reverse the byte sequence, i.e. take all characters by two and reverse the
order of the pairs. (The last pair goes Ffirst, the second last goes second etc.)

reverse(): 1234AB —> AB3412

reverseString() — Reverse the character sequence. (The last character goes Ffirst, the
second last goes second etc.)

reverseString(): 1234AB —> BA4321

reverseNibbleBits() — Convert each character from hexadecimal mode to binary
mode, reverse the character sequence of each quadruple and convert the result back to
hexadecimal mode.

reverseNibbleBits(): 10AB —> 0001 0000 1010 1011 —> 1000 0000 0101 1101 —>
805D

upper(): Converts the string to upper case.
upper():Abcd —> ABCD
plugin(reference): Calls a card transformation plugin with the given reference.

This option enables using custom PHP scripts for the transformation. For more
information about this option, contact your MyQ support.

asciiCode2ascii — Converts ASCII characters encoded as hex-digits to ASCII characters.

asciiCode2ascii(): 414F —> AO
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"string 1" + "string 2" — Merges strings in front and behind this command.
"string 1™

« Either the initial card number (if there are no commands preceding the +
symbol),

o or the result of the last command before the + symbol (if there are no +
commands preceding the + symbol),

« or the result of the previous + command.
"string 2":

« Either the initial card number (if there are no commands behind the + symbol
or if the next command is another + command),

« or the result of the last command of the transformation (if there are no +
commands behind the + symbol),

« or the result of the last command before another + command.

lerim(number of characters) — Remove the First X characters from left.
ltrim(2): 123456 —> 3456

rtrim(number of characters) — Remove the first X characters from right (the last X
characters).

rerim(2): 123456 —> 1234

prepend(character string) — Add the string in front of the card number.
prepend(AB): 123456 —> AB123456

append(character string) — Add the string behind the card number.

append(AB): 123456 —> 123456AB
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left(number of characters) — Select the first X characters from left (and remove the
rest).

left(2): 123456 —>12
right(number of characters) — Select the first X characters from right.
right(2):123456 —> 56

mid(number of characters, number of characters) — Remove X characters from left,
remove Y characters from right and leave the characters in the middle.

mid(2,2): 123456 —> 34

lpad(number of positions, symbol) — Complete the string to the length specified by
the number of positions parameter by adding value of the symbol parameter to the
left (in front of the card number).

lpad(12,0): 123456 —> 000000123456

hex2dec() — Transform the card number from hexadecimal mode to decimal
mode.

hex2dec(): 1000AB —> 1048747

dec2hex() — Transform the card number from decimal mode to hexadecimal mode.
dec2hex(): 1048747 —>1000AB

hex2bin — Transform the card number from hexadecimal mode to binary mode.
hex2bin(): 1000AB —> 100000000000010101011

bin2hex — Transform the card number from binary mode to hexadecimal mode.

bin2hex(): 100000000000010101011 —> 1000AB
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dec2bin — Transform the card number from decimal mode to binary mode.
dec2bin(): 100023 —> 11000011010110111
bin2dec — Transform the card number from binary mode to decimal mode.
bin2dec(): 11000011010110111 —> 100023

reverse() — Reverse the byte sequence, i.e. take all characters by two and reverse the
order of the pairs. (The last pair goes Ffirst, the second last goes second etc.)

reverse(): 1234AB —> AB3412

reverseString() — Reverse the character sequence. (The last character goes Ffirst, the
second last goes second etc.)

reverseString(): 1234AB —> BA4321

reverseNibbleBits() — Convert each character from hexadecimal mode to binary
mode, reverse the character sequence of each quadruple and convert the result back to
hexadecimal mode.

reverseNibbleBits(): 10AB —> 0001 0000 1010 1011 —> 1000 0000 0101 1101 —>
805D

upper(): Converts the string to upper case.
upper():Abcd —> ABCD
plugin(reference): Calls a card transformation plugin with the given reference.

This option enables using custom PHP scripts for the transformation. For more
information about this option, contact your MyQ support.

asciiCode2ascii — Converts ASCII characters encoded as hex-digits to ASCII characters.

asciiCode2ascii(): 414F —> AO
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"string 1" + "string 2" — Merges strings in front and behind this command.
"string 1™

« Either the initial card number (if there are no commands preceding the +
symbol),

o or the result of the last command before the + symbol (if there are no +
commands preceding the + symbol),

« or the result of the previous + command.
"string 2":

« Either the initial card number (if there are no commands behind the + symbol
or if the next command is another + command),

« or the result of the last command of the transformation (if there are no +
commands behind the + symbol),

« or the result of the last command before another + command.

lerim(number of characters) — Remove the First X characters from left.
ltrim(2): 123456 —> 3456

rtrim(number of characters) — Remove the first X characters from right (the last X
characters).

rerim(2): 123456 —> 1234

prepend(character string) — Add the string in front of the card number.
prepend(AB): 123456 —> AB123456

append(character string) — Add the string behind the card number.

append(AB): 123456 —> 123456AB
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left(number of characters) — Select the first X characters from left (and remove the
rest).

left(2): 123456 —>12
right(number of characters) — Select the first X characters from right.
right(2):123456 —> 56

mid(number of characters, number of characters) — Remove X characters from left,
remove Y characters from right and leave the characters in the middle.

mid(2,2): 123456 —> 34

lpad(number of positions, symbol) — Complete the string to the length specified by
the number of positions parameter by adding value of the symbol parameter to the
left (in front of the card number).

lpad(12,0): 123456 —> 000000123456

hex2dec() — Transform the card number from hexadecimal mode to decimal
mode.

hex2dec(): 1000AB —> 1048747

dec2hex() — Transform the card number from decimal mode to hexadecimal mode.
dec2hex(): 1048747 —>1000AB

hex2bin — Transform the card number from hexadecimal mode to binary mode.
hex2bin(): 1000AB —> 100000000000010101011

bin2hex — Transform the card number from binary mode to hexadecimal mode.

bin2hex(): 100000000000010101011 —> 1000AB
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dec2bin — Transform the card number from decimal mode to binary mode.
dec2bin(): 100023 —> 11000011010110111
bin2dec — Transform the card number from binary mode to decimal mode.
bin2dec(): 11000011010110111 —> 100023

reverse() — Reverse the byte sequence, i.e. take all characters by two and reverse the
order of the pairs. (The last pair goes Ffirst, the second last goes second etc.)

reverse(): 1234AB —> AB3412

reverseString() — Reverse the character sequence. (The last character goes Ffirst, the
second last goes second etc.)

reverseString(): 1234AB —> BA4321

reverseNibbleBits() — Convert each character from hexadecimal mode to binary
mode, reverse the character sequence of each quadruple and convert the result back to
hexadecimal mode.

reverseNibbleBits(): 10AB —> 0001 0000 1010 1011 —> 1000 0000 0101 1101 —>
805D

upper(): Converts the string to upper case.
upper():Abcd —> ABCD
plugin(reference): Calls a card transformation plugin with the given reference.

This option enables using custom PHP scripts for the transformation. For more
information about this option, contact your MyQ support.

asciiCode2ascii — Converts ASCII characters encoded as hex-digits to ASCII characters.

asciiCode2ascii(): 414F —> AO
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"string 1" + "string 2" — Merges strings in front and behind this command.
"string 1™

« Either the initial card number (if there are no commands preceding the +
symbol),

o or the result of the last command before the + symbol (if there are no +
commands preceding the + symbol),

« or the result of the previous + command.
"string 2":

« Either the initial card number (if there are no commands behind the + symbol
or if the next command is another + command),

« or the result of the last command of the transformation (if there are no +
commands behind the + symbol),

« or the result of the last command before another + command.

Here is an example of a transformation:
Card number: 10AB

Tranformation: hex2bin();lpad(16,0);reverseString();ltrim (8);reverseString();bin2hex() +
ltrim(4);lpad(4,10AB)

Result: 1010AB
Tranformation process:

("10AB" —>"1 0000 1010 1011" —> "0001 0000 1010 1011" —> "1101 0101 0000
1000" —_ IIOOOO 1000" —_ IIOOO1 0000" —_ II1OII) + ("10AB"" _> nn _> II1OABII) ==>
"1010AB"

-198 -



This topic discusses one of the key functions of MyQ — setting
print queues. It covers the following subjects:

and management of

« Overview, adding and deleting queues: List of queues, Adding queues, Deleting

queues.

« Individual queues settings: Editing queues

« Description of different types of queues: Direct, Tandem, Follow me and

Delegated printing queue types

« Ways of detecting users: User detection method

« You can create collections of watermarks and associate them with the queues

where they will be used: Watermarks

« Some extra options for queues: Advanced options of queues

mvo - 8l Cueues

C% Mew Queue Actions ~ [kl Tools + & || Search

Status Mame Type Size

follow me

Ready Ernail_Web follow me OB

Ready Job roaming follow me OB

Ready Local follow me OB

Ready Maobile_Application follow me OB

Ready CueueX follow me OB

Ready Cueuey follow me 106.75 KB

Ready Replicated jobs follow me OB
I=106.75 KB

Delegated printing

Ready DelegateQueueX Delegated printing OB

Z=0B

I=106.75 KB

Printers

i Mumber of printers:
[ Mumber of printers:
W Mumber of printers: 1
i Mumber of printers:
i Mumber of printers:
i Mumber of printers:

s, Mo printer

[ Mumber of printers:

FIGURE 9.1. The Queues main tab
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14.1. List of queues

On the Queues main tab, you can see queues and information about them. The queues
are divided into groups with regard to their types: follow me, Direct, Tandem and
Delegated printing.

Status Mame Type Size Printers
Ready Delegate follow me 55.40 KB (# Number of printers: 4
Ready Direct1 Direct 0B /% No printer
Ready Email_Web follow me 0B .t No printer
Ready Follow_Me_Wollongong follow me 0B (M Number of printers: 1
Ready Job roaming follow me 0B .t No printer
Feady Mobile_Application follow me 0B &, No printer
Ready Queuek follow me 0B @ Number of printers: 4
Feady Feplicated jobs follow me 0B &, No printer
Ready Tandem1 Direct 0B .t No printer

I=5540

KE

FIGURE 9.2. The list of Queues on the Queues main tab

Default queues

After installing MyQ, there are four default follow me queues on the Queues main tab:
Email_Web, Job roaming, Mobile_Application, Replicated jobs.

Email_Web queue

All jobs sent from email or directly from web user interface are assigned to this queue.
For more information about these jobs, see "Printing from email and from MyQ Web
User Interface” on page 236.

Mobile_Application queue

All jobs sent from the MyQ mobile application are assigned to this queue. For more
information about these jobs, see "MyQ Mobile Printing Application User Guide".

Job Roaming and Replicated jobs

For more information about these queues, see "MyQ Master and Site Architecture
Guide".
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14.2. Adding queues

To add a new queue, follow these steps:

1. On the Queues main tab, click +New Queue. The new queue properties panel
opens on the right side of screen.

2. On the panel, enter the queue name, type, eventually change settings (see
"Queues general settings" on page 204), and then click Save.

14.3. Deleting queues
To delete selected queues, follow these steps:

1. On the list of queues on the Queues main tab, select the queues that you want to
delete, and then click Actions (or right-click the queue). The Actions drop-down
box appears.

2. In the Actions drop-down box, click Delete. The queues disappear from the list.



14.4. Editing queues

Each individual queue has its own properties panel. To open the panel, double-click the
queue on the list of queues on the Queues main tab (or right-click the queue, and then

click Edit). The properties panel opens on the right side of screen.

i Email Web "
General Job processing | Prologue/epilogue | Printers Rights
4 Queue
Mame: Email_Web
Type:
* follow me
Maximum size (MEB): * | 1000
Private:
Priority:
4 Qutput to printer
Protocol: * | Raw r
Port: * 9100
- Jobs Expand
- Advanced Expanc
o Save &K Cancel

FIGURE 9.3. Individual queue properties panel

The basic setup of the queue can be done in three of the tabs of the panel: the General

tab, the Printers tab and the Rights tab.

INFO: The settings

mentioned in the fFollowing table are basic settings of print

queues. Settings that are not mentioned here are connected with advanced
* features ofMyQ. You can find information about those settings in particular

manuals for advanced features ofMyQ.
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14.4.1. Queues general settings

General | Job processing | Prologue/epilogue | Printers Rights
Queue
Name Here you can enter the Queue name. Since it is the

Type

Jobs

User detection method

essential parameter fFor directing print jobs to MyQ and
it is part of the print port setting, it is unique, case
sensitive and cannot contain diacritics and spaces. This
entry is mandatory.

Here you can select type of the queue. For more
information about queue types, see "Types of queues”
on page 207.

Here you can set the user detection method. For more
information, see "User detection method"” on page 210.

14.4.2. Adding printing devices or groups of printing devices to queues

INFO: By default, the group of all printers is automatically assigned to every

|

queue. You can delete this group to restrict the number of assigned printers.

General | Joeb processing | Prologue/epilogue | Printers Rights

To add a printing device or a group of printing devices to the queue:

i Email_Web

Mame

General | Job processing | Prologue/epilogue | Printers Rights

+ Aﬂ Remaove | ch

®x

-

Details

FIGURE 9.4. Adding new printing devices or groups of printing devices to the Email_Web queue
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1. On the bar at the top of the Printers tab, click +Add. A search dialog box appears.

2. In the Dialog box, find the printing device (or group of printing devices) that you
want to add to the queue, and then click OK.

To remove a printing device or a group of printing devices from the queue:

i Email Web b 4
General | Jeb processing | Prologue/epilogue | Printers Rights
& Add == Remt}e Search

Mame Details

| J All printers

FIGURE 9.5. Removing printing devices or groups of printing devices from the Email_Web queue

« On the bar at the top of the Printers tab, select the printing device (or group of
printing devices), and then click —Remove. The printing device (or group of
printing devices) disappears from the Printers tab.

14.4.3. Providing users and groups of users with rights to queues
INFO: By default, the group of all users is automatically assigned to every queue.

. You can delete this group to restrict the number of users with the right to use
the queue.

General | Job processing | Prologue/epilogue | Printers Rights

To provide a user or a group of users with rights to the queue:

i Email Web b 4
General | Job processing | Prologue/epilogue | Printers Rights

'=2=' Add user X

FIGURE 9.6. Providing users or groups of users with rights to the Email_Web queue

1. On the bar at the top of the Rights tab, click +Add User. The Select user or
group dialog box appears.

- 205 -



2.

you want to provide with rights to the queue, and then click OK.

In the Select user or group dialog box, select the user (or group of users) that

Select user or group

Search
o A

R *api- A

B All users

Dali = 5z

- - Tl
vador Dali

Bm B i B Bat  fa  Ba i B
FO PP PO PO o po o

Janus < |synch

E
¥

Pow B
7 e

Kohei » Kohei Genji

o

t Managers

B

Count: 29 1 i

Huge - Victor Hugo

DaVinc + Leonardo D

L'a VInC

Vime

Dickens « Charles Dickens

Edison = Thomas Edison

Kipling = Rudyard Kip

B Mandalaou o Dienitei b

Einstein = Albert Einstein
Fleming = Alexander Fleming

Hemingway = Ernest Hemingway

o

andalaou:

ltems per page: | 100

V"‘oh

&K Cancel

FIGURE 9.7. Selecting the user or the group of users from the list

To take away rights to the queue from a user or a group of users:

« On the Rights tab, select the user (or group of users), and then click the remove

button

(x ). The user (or group of users) disappears from the Rights tab.

14.5. Online/offline queues

While the default queues are always online, each of the manually added queues can be
switched to the offline mode. Queues switched to the offline mode do not receive any
print jobs. However, users can still print jobs that are already waiting in these queues.
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Jobs sent to an offline queue are rejected with the log message: "Unknown or
inactive queue '...". The job was discarded." displayed in the log on the Log main tab

of the MyQ Web Interface.
To switch between the online and the offline mode of a queue:

1. Select the queue on the list of queues on the Queues main tab, and then click
Actions (or right-click the queue). The Actions drop-down box appears.

2. In the Actions drop-down box, click OFFline (or Online). The queue switches to
the offline or (online mode).

Read Queue | me OB
y 7 Edit

Ready Replica i i | me OB
@ Install Windows printer

Ready Test | me OB

I=0B

W Offline

Delegated printing | # Delete (Delete)

FIGURE 9.8. Switching a queue to the offline mode

14.6. Types of queues

For each queue, except for the default queues, you can select from four options as to
what happens with the jobs that are sent there. This section describes these four types

of queue.

4 Queus

Mame: * | CQueueX

thic FEame 3

M [
i

LIS

m o
[:
i

m

Type:™ () Direct
Tandem
# follow me
Delegated printing
Maximum size (MEB): * (1000
Private:

Priority:

FIGURE 9.9. Selecting the type of queue in its editing options
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14.6.1. Direct queue type

Direct queue can have only one printing device assigned to it. Print job in this queue is
sent directly to the printing device and immediately printed.

INFO: When you add printers using printer discovery, you can automatically
., create a direct queue for every newly discovered device. For more information
about printer discovery, see "Printer discovery actions” on page 88.

14.6.2. Tandem queue type

Tandem queue can be used on places with multiple printers and higher amount of print.
Jobs sent to this queue are evenly distributed among the devices and do not have to
wait For one particular printer. This way a large volume of print jobs can be spread
between the printers and printed in shorter time.

The queue can have multiple printing devices assigned to it. Print jobs from the queue
are distributed among the printing devices that are not busy at the moment and there
they are immediately printed. If there are more idle printing devices, the print job is
sent to the printer with the lowest printed pages counter.

To maintain balanced printing device load, make sure that the printed page counters on
all of the used printing devices are similar. Otherwise the printing devices with the
lower printed page counter might be overused.

You can manually change the page counter on the Printer total counter adjust for
load balancing: setting on the printing device properties panel on the Printers main
tab. The number that you enter is added to the counter. (See "Editing printing devices"
on page 95.)

14.6.3. Follow me queue type

With this queue, users can send multiple jobs and print them when they want on any of
the printers assigned to the queue.

The queue can have multiple printing devices assigned to it. All of the assigned printers
have to be equipped with MyQ terminals. Jobs sent to a follow me queue are processed
by the system and saved on the server. Once the user logs in on any printer assigned to
this queue, the print job is sent to this device and the user can print it.

14.6.4. Delegated printing queue type

Delegated printing feature enables users and groups of users to choose delegates who
can print their print jobs. After the delegating user (or group of users) sends a job to
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the Delegated printing type queue, all delegates can see the jobs and print them. For
further information about the Delegated printing feature, see "Delegated printing” on
page 235.

The Delegated printing queue type works in the same way as the Follow me queue
type except that it supports the delegate printing feature.

INFO: The delegates do not have to have rights to the delegated printing queue
where the job was sent.

|

INFO: For information about how to assign delegates, see "Selecting delegates
/ for the user” on page 133 and "To select a delegate for the group, do the
following:" on page 138.
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14.7. User detection method

One of the essential functions of MyQ is to identify the owner of a sent print job. You
can select from a number of identification options. The most common way is to identify
the user as the OS account from which the job was sent. If there are many users who
send their jobs from one account, you can use one of the three authentication options:
prompt for a PIN/card, prompt for a username and password or prompt the user to
select from a list.

Apart from the above-mentioned options, MyQ offers several advanced identification
options that can be used in special cases, such as if you want to use DNS server to
identify the user's computer or detect the user from the job name. These options are
described in the Advanced User Management Guide.

Username case sensitive:

User detection method: * | Job sender ¥

Regular expression:

FIGURE 9.10. The user detection method setting on the queue properties panel

14.7.1. Job sender

The basic and most common option is to identify the owner as the OS user account
from which the job was sent. If the user logs on the account Eliot.Kate and sends the
job from there, MyQ identifies him or her as Eliot.Kate.

14.7.2. Smart Job Manager

This option is available on computers with either Windows or Mac OS operational
systems. It requires the Smart Job Manager application running on the computer from
which the print job is sent.

When a user sends a job to this queue, the job is automatically paused on the
MyQ server and remains in the Paused status until the user authenticates themselves
via the MyQ Smart Job Manager application. Depending on the setting of the
application's Authentication method, the user is prompted to either enter their PIN,
swipe their card at a card reader, enter their user name and password, or select
themselves on the list of all MyQ users. After the user is authenticated, the job's status
on the MyQ server is changed to Ready and the job can be printed.
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MyQ Login

Pending Jobs: 1

Enter PIN or swipe your card to login.

MyQ Login

Pending Jobs: 1

Enter username & password to login.

MyQ Login

Pending Jobs: 0

Select a user to login.

>earc

eliot kate (eliot.kate)
Carol Caye (carol.caye)

Remember me: Remember me:

Remember me:

v~ 1 Minute

FIGURE 9.11. The SJM's login options

~ 1 Minute ~ 1 Minute

For information on how to install and set up the MyQ Smart Job Manager, see the
Guide to MyQ Smart Job Manager for Windows. For information on how to install and
set up the MyQ Smart Job Manager, see the Guide to MyQ Smart Job Manager for
MAC OS. Als see: Advanced setup of the MyQ Smart Job Manager.

NOTICE: In cases where there is no card reader connected to the computer from
& which the users identify themselves, users can type the card number instead of
swiping the card.
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15. Watermarks

On the MyQ Web Interface, you can create collections of watermarks and associate
them with the queues where they will be used. Each collection can contain multiple
watermarks and can be associated with any number of queues.

Jobs sent to a queue will have the watermarks of the associated collection printed on
each page.

Individual watermarks can be positioned horizontally at the top of the page,
horizontally at the bottom of the page, or diagonally. The text of the watermark can
have one of the three predefined sizes (small, normal, large). You can also represent
the text of the watermark as a QR code or a Bar code.

INFO: A watermarks collection cannot be deleted if there is at least one queue
“ attached toit.

15.1. Creating, editing and deleting watermark collections

The collections of watermarks are created in the Watermark collections section at the
bottom of the Jobs settings tab. To open the tab, click MyQ, then click Settings, and
lastly click Jobs.

=] Jobs | | Watermark collections
H Projects 4 Add o7 Edit ¥ Delete
’\_
SR MName Cueues
£ Mobile Application A Mumber of queues: 0
B Scrvice Modul A+B Mumber of queues: 1
== Service Module
A+B+C Mumber of queues: 0
I_, Companies

FIGURE 9.12. The setup of watermark collections on the Jobs settings tab

15.1.1. Creating a new watermark collection

To create a new watermark collection, do the following:

1. On the Jobs main tab, under Watermark collections, click +Add. The properties
panel of the new collection opens on the right side of the screen.
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|| Watermark collections

E1S ;-".:rf? o Edit % Delete

Mame Cueues

FIGURE 9.13. Adding a new watermark collection

2. On the panel, enter the name of the collection, then create the watermarks, and
lastly click Save. For information on how to add and remove the watermarks, see
"Adding, editing and deleting watermarks within a collection” on the next page.

- | Collection A + B +C x

General Queues

Mame: * |Collection & + B =C

o ﬁve &K Cancel

FIGURE 9.14. Editing and saving the collection

15.1.2. Editing a watermark collection

The properties panel of the collection opens immediately after the collection is created.
To open a properties panel of an already existing collection, select it on the on the list
on the Jobs main tab, under Watermark collections, and lastly click Edit.

| | Watermark collections
+ Add 4 Eﬂz K Delete

Mame Cueues

A Mumber of queues: 0

FIGURE 9.15. Opening the editing options of a watermark collection

On the properties panel, you can rename the collection, create watermarks and remove
them. For information on how to add and remove the watermarks, see "Adding, editing
and deleting watermarks within a collection” on the next page.

15.1.3. Deleting a watermark collection

To delete a collection, do the following:

« On the Jobs main tab, under Watermark collections, select the collections that
you want to delete, and then click Delete.
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| | Watermark collections
+ Add ¢ Edit | K Iglete

Mame Cuesues

A Mumber of queues: 0

FIGURE 9.16. Deleting a watermark collection

15.2. Adding, editing and deleting watermarks within a collection

Within each collection, you can create an unlimited number of watermarks. Each of the
watermarks in the collection can be activated or deactivated.

15.2.1. Creating a new watermark

To create a new watermark, do the following:

1. On the properties panel of the watermark collection, click +Create watermark.
The properties panel of the new watermark opens.

- A+B x

General Queues
Mame:* |4+ B
o Save &K Cancel

EH' Create watermark Edit Delete

Enabl... | Text Position Size

FIGURE 9.17. Creating a new watermark

2. On the panel, set up the watermark, and then click Save. For information on how
to set up the watermark, see "Editing a watermark " on the facing page.
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15.2.2. Editing a watermark

The properties panel of a watermark opens immediately after the watermark is
created. To open properties of an already existing watermark, double-click it on the list
on the Jobs main tab, under Watermark collections.

|| Watermark x

Enabled:

Text: * |This is the Watermark A

Text representation: * | QR Code r
Positien: * | Top ¥
Size: * |Large ¥

o L‘\?\re &K Cancel

FIGURE 9.18. Editing and saving the watermark

After you set the properties, click Save to submit the changes.

Each watermark has the following properties:

Enabled: Enable / disable the watermark
Text: Text of the watermark; max. length: 512 characters

Text representation: The text can be represented in the following forms:

Text

QR Code

BAR Code 128
BAR Code 39

BAR Code PDF417

o

o

o

o

o

Position: Position of the watermark on the page (top, bottom, diagonal: bottom-
left to top-right)

Size: Size of the text of the watermark (small, normal, large)
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15.2.3. Deleting a watermark

To delete a watermark, do the following:

« On the properties panel of the watermark collection, select the watermarks that
you want to delete, and then click Delete.

- A+B x

General Queues
Mame:* |4+ B
o Save K Cancel

Eﬂ' Create watermark o Edit # ﬁlete

Enabl... | Text Position Size
'  Thisis the watermark A Top Mormal

FIGURE 9.19. Deleting a watermark

15.3. Attaching watermark collections to queues

You can attach a watermark collection to a queue either within the setup of the
collection, or within the setup of the queue.

Each queue can have only one watermark collection attached to it.

15.3.1. Attaching watermark collections to queues within the setup of the
queues

The collection can be selected on the Job processing tab of the properties panel of
the queue. To open the properties panel, click MyQ, then click Queues to open the
Queues tab, and then double-click the queue on the list of queues.

To attach a watermark to a queue here, select it in the combined box on the Job
processing tab, and then click Save.
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| | QueueX

General

* PIL Expanc

Custom PIL:

4 Watermark

Job processing | Scripting (PHP)

Collection:

A+B

vw._we

Prologue/epilogue

x

Printers Rights

&K Cancel

FIGURE 9.20. Selecting and saving the collection

15.3.2. Attaching watermark collections to queues within the setup of the

collections

Within the setup of the watermark collection on the its properties panel, you can select
the queues to which the collection will be attached.

To assign a new queue to a watermark collection here, do the following:

1. On the properties panel of the watermark collection, click Queues. The Queues

tab opens.

- A+B
General Cl_uws

=ﬂ= Create watermark

Mame:* A+ B

o Save

Edit #5 Delete

K Cancel

FIGURE 9.21. Opening the Queues tab on the watermark collection's properties panel
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2. On the tab, click +Add. A dialog box with a selection of queues appears.

|=2] A+B
General Cueues

E% ﬁd == Hemove

Mame Status

Each queue can have only one collection. Adding a queue to this collection will remove it

FIGURE 9.22. Adding a new queue to the watermark collection

3. In the dialog box, select the queue, and then click OK.

@l QueusX | -

o Uh K Cancel

FIGURE 9.23. Selecting the queue
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16. Advanced Options of Queues

This topic introduces advanced options related to Queues in MyQ. The first section
describes options and parameters available within the setup of the queue. The second
section shows you how to activate and use personal queues in MyQ.

16.1. Advanced options on the General tab of the Queue

Once you have created a queue and set the common options, such as its type or user
detection method, you can select some of the more advanced job management
features. This topic describes a few jobs related options available on the General tab of
queues' properties panel.

4 QueueX x

General  Job processing | Prologue/epilogue | Printers Rights

4 Queue

Mame; * | CueueX

Type:® () Direct
Tandem
% follow me
Delegated printing
Maximum size (ME): * (1000
Private:

Priority: |0
* Qutput to printer Expanc
- Jobs Expand

- Advanced Fupand

o Save &K Cancel

FIGURE 9.24. The General tab of a queue's properties panel
Maximum jobs size, Private jobs, Priority of the queue
Maximum size

Here you can change the size of the queue. On the Queues main tab, you can see the
ratio of the actual size of all jobs sent to the queue to the maximum size of the queue.
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Status Mame Type Size | Printers Maximum size | Used

Ready Delegate follow me 3.24 MB | (i, Number of printers: 4 1.00 MB | 324 %

FIGURE 9.25. The actual size of all jobs sent to the queue and the jobs size / maximum size percentage
are part of the queue's overview.

Private jobs

The jobs sent to a Private queue are immediately deleted after they are printed. Select
this option if you want to disallow reprinting of printed jobs.

Priority

When multiple jobs from follow me queues are to be released at the same time, the
jobs that are sent to queues with higher priority are released before the jobs with lower
priority.

For example, if there are three jobs waiting to be released on a printing device, one with
a priority number 0, one with a priority number -1 and one with a priority number 2, the
job with the priority number 2 is printed first, the job with the priority number 0 is
printed second and the job with the priority number -1 is printed third.

Output to printer
Protocol + Port

By default, print jobs are sent from MyQ to printing devices via the RAW protocol.
Instead of it, you can use one of the alternative standard protocol options (IPP, IPPS or
LPR) or the MyQ printing protocol, which can be used in two versions:

« MPP: jobs sent via this protocol are compressed
« MPPS: jobs sent via this protocol are compressed and encrypted via SSL

On the Port setting, you can change the port of the selected protocol.
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Use Fiery if available

If you use a Fiery module for processing Postscript jobs, make sure that this option is
selected and set the IP address of the module on the properties panel of the printing
device to which the module is conneced. Otherwise, you can deselect the option.

= Printing device A x
General | Supplies  Groups | Queues
4 General

Mamez:* |Printing device A
Location:
P address/Hostname: * | 10.14.4.29

Scanner IP address:

Fiery IP address: |10.14.4.30

FIGURE 9.26. The Fiery IP address setting on the printing device's properties panel on the Printers main
tab

Jobs
Get job name from PJL

If this option is selected, MyQ takes the job name from the @PJL JOB NAME
parameter in the PJL header instead of detecting it from the LPR protocol.

INFO: The job name in the PJL header may differ from the name of the printed
* document.

Job metadata mode

If this option is selected, MyQ discards all jobs that do not contain metadata from the
Job Parser. It can be used together with the Credit or the Quota features to prevent
printing of jobs without necessary information (number of pages, color etc.).

Whan a job is discarded due to this setting, the following message appears in the MyQ
Log: "Job metadata is required For the queue but the job parser is turned ofFf.
Job is canceled. | queue=QueueX".

¢ NOTICE: If you select this option, make sure that the Job Parser is enabled.
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INFO: On the Jobs settings tab, you can enable automatic notification on the
refused jobs via email for both the administrator and the job sending users. For
more information, see Notifying administrator and users about refused job".

4 Notifications on job receiving errors

Motify the administrator via email: |+

MNotify the job sender via email: [+

£ JOD Sender |15 always nourned via casy Job Manage

FIGURE 9.27. Notifications on job receiving errors

16.2. Personal Queues

Personal queues in MyQ enable users to select the queues where their print jobs are
sent. The users can create multiple queues to ascertain that at least one of them has
available printing devices where the job can be released.

INFO: If a user is not allowed to send the job to the currently checked personal
., queue, MyQ skips it and moves to the next one. If all personal queues are
skipped, the job is sent to the queue set on the print port.

16.2.1. Activating the feature

To activate the personal queues, do the following:

1. On the Users settings tab, select the Enable personal queues settings option.

mvo - & Settings: Users

% Settings £ Users

il License

< General
== Server Type & Cloud

5% Enable user profile editing:
« General

% Personalization
Show more infe about user profile:
2 Task Scheduler

ﬁ Metwork Enable personal queues settings: [+
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2. On the properties panel of the queue where the user's jobs are sent by the print
driver, add the PHP script shown below. The script moves the jobs to the First
available personal queue of the user.

« // get all user's queues sorted by priority
$SpersonalQueues = $this->owner->personalQueues;
// loop them
foreach ($personalQueues as $q) {
// skip queue if no printer is available
if (5g->isAnyPrinterAvailable() === false) {continue;}
// queue printer is available, move job to queue
Sthis->moveToQueue($g->name);
// job is moved, stop the loop
break;}

After the feature is set up, each user can see a button for setup of their personal
queues on their account on the MyQ Web Interface.

16.2.2. Selecting and using the personal queues

Once the feature is activated, both the MyQ users and the MyQ administrator can add
and delete the personal queues.

Adding and deleting the personal queues by users

Users add and delete the personal queues on their user account on the MyQ Web
Interface. To do this, they need to log in to the interface, then click Personal queues
there, and lastly set the queues in the Personal queues dialog box.

User profile

User name: eliot.kate
Full name: Eliot Kate
Email: jeachim@myg-soluticn.com

Default language

& Edit| | o~ Set password| |# Generate PIN | | @l F'erson%queues

FIGURE 9.28. Opening setup of personal queues
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Personal queues X

Queves: | @l QueueX -| &
ol QueueY - | K
=+ Add

o m\ﬂ.‘! K Cancel

FIGURE 9.29. Setting the personal queues

After the user sends the job, MyQ checks the personal queues and sends the job to the
first queue with available printing devices.

Adding and deleting the personal queues by the administrator

The adminstrator adds and deletes the user's personal queues on the Queues tab of
the user's properties panel on the Users main tab of the MyQ Web Interface.

To access the tab, open the Users main tab (Click MyQ, and then click Users), then
double-click the user (or right-click the user, and then click Edit on the shortcut menu)
to open the properties panel, and lastly click Queues on the panel.

ﬁ
myQ - 2 u.

C'i'? Mew group * || Search s C'i'? Mew User Actions = | Bl Tools
4 ol Searches Status User name
e A i
+~ All uzers ity “api

; T A
#~ Unclassified 3 *system
#— Managers A .
ol unknown
#~ Locked -
r f *fax
Z| Deleted o
-
et "guest
4 ,_':EL Groups - |
ol carol.cays
- | Clerks 1 " ’
s simon.kate
A )
s *admin
A m eliot kate

FIGURE 9.30. Opening the user's properties panel
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O eliot.kate ®

General | Groups | QOueues Delegates
MName Type
Clerks follow me
ElictKate Direct
Email_Web follow me

i Personal queues

Queues: | @l Clerks - "
@ EliotKate - &
== Add

o ﬁ\re &K Cancel

FIGURE 9.31. Personal queues on the Queues tab of the user's properties panel
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17. Printing to MyQ

This topic discusses the settings that need to be done outside of MyQ to enable MyQ
essential functions, such as monitoring jobs and detecting users.

INFO: Although the procedure of installing and setting the print drivers is
different on other operational systems, the principal remains the same. You
need to add a print port, set IP address or hostname of MyQ server and set the
name of the queue where jobs are sent via this port.

|

Adding print ports in Microsoft Windows

To add the new port, do the following:

1. In Windows, under Devices and Printers, select any printer, and then click Print
server properties. The Print server properties dialog box appears.
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@ - t |@ « AllC... » Devices and Pri... v | | Search Devices and Printers ) |

Add a device  Add aprinter  See what's printing  Print server pﬁpeﬂis » &= ~ @

4 Devices (4)

<8

Generig Mon-PnP LISE Tablet YBOX HARDDISK WIN-GOMOSMT
Monitor Qa09

4 Printers (1)

Microzoft XP5
Document Writer

Microsoft XPS Document Writer State: 0 Default

J Model:  Microsoft XPS Docurnent Writer vd
Categony:  Printer

FIGURE 10.1. Opening Print server propertiesin Windows
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2. In the dialog box, open the Ports tab, and then click Add Port.
The Printer Ports dialog box appears.

Forms | Ports | Drivers | Securty | Advanced

a WIN-GOMOSMTRACS

Ports on this server

Port Description Printer -
LPTZ: Printer Port
LPT3: Printer Port
COM3: Serial Port
COM: Serial Port
COM1: Serial Port
COMZ: Serial Port
FILE: Print to File

Add If"{:rt... Delete Port Configure Port...
lg’

FIGURE 10.2. The Ports tab in the Print Server Properties dialog box

3. On the Printer Ports dialog box, select Standard TCP/IP Port

Available port types:

Local Port

Standard TCP/IP Port

FIGURE 10.3. The Printer Ports dialog box
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4. Click New Port. The Add Standard TCP/IP Printer Port Wizard dialog box
opens.

5. Click Next.

6. Enter the IP address or the hostname of the MyQ server, optionally change the
name of the port, and then click Next. You are asked to provide additional port
information.

Add port \L
For which device do you want to add a port? =
e

Enter the Printer Mame or IP address, and a port name for the desired device.

y IP address of the My(Q Server

Printer Mame or IP Address: 101324447 | v
Port Mame: My Print

< Back Nahk Cancel

FIGURE 10.4. Entering the IP address or hostname of the MyQ server

7. Under Device Type, select Custom, and then click Settings. The Configure
Standard TCP/IP Port Monitor dialog box appears.
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8. In the dialog box, under Protocol, select the LPR option. Under LPR settings,
enter the name of the MyQ queue to which you want to print, and select the LPR
Byte Counting Enabled option. After the settings are changed, click OK.

Configure Standard TCP/IP Port Monitor X Q@ MyQ - Queues X
Port Settings < C {t @ 10.1.3.244:808C
Port Mame: ‘ My Print | mvo - M Queues
Printer Mame or IP Address: ‘ 10.1.3.244 | & Mew OQueue Actions ~ |58 Tools
Protocol Status Marme
O Raw @LPR
follow me
Raw Settings Ready E-mail_Web_Mabile
S Ready Job roaming
LPR Settings Read QueueX
Cueue Mame: QueueX S Replicated jobs

LPR Byte Counting Enabled

] SNMP Status Enabled

public

o]

Cancel

FIGURE 10.5. The LPR option is selected, the name of the MyQ queue is entered and the LPR
Byte Counting is Enabled.

9. Back on the Add Standard TCP/IP Printer Port Wizard dialog box, click Next.
You are informed about the characteristics of the new port.
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10. Click Finish. The new port is added to the list of ports in the Ports section of the
Print server properties dialog box.

o= Print Server Properties >

Forms Ports  Drivers  Securty Advanced

g' NB227

Ports on this server

Port Description Printer 2
Test Standard TCP/IP Port
My Print Standard TCP/IP Port Test Print

FIGURE 10.6. The new portin the Print server properties dialog box.

17.1. Jobs via IPPS
To use Jobs via IPPS you must enable this setting in MyQ - Jobs - Jobs via IPPS

The feature is available on Windows, Linux and Mac PCs. For all three of them you need

to adjust the URL https://{hostname}:{port}/queue/{queue-name} to your own needs to

get IPPS working. For the port number use the one set in MyQ - Jobs - Jobs via IPPS;
this is 8631.

. INFO: The maximum job size received over IPPS is unlimited.

. NOTICE: Kyocera PM provider uses the port 631 for IPP printing and 717 for
" IPPS. Both ports cannot be used for IPPS printing.

IPPS via Windows

When you add a new network printer make sure to search using the queue name, host
name and port in the URL.
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= Add Printer

Find a printer by other options

(") My printer is a little older. Help me find it.
(") Find a printer in the directory, based on location or feature

(®) Select a shared printer by name

https:_r’_f'{ho5tname}:{port}_f'queuar'{queue—name}.|

Example: V\computername\printername or
http://computername/printers/ printername/.printer

(") Add a printer using a TCP/IP address or hostname
(") Add a Bluetooth, wireless or network discoverable printer

() Add a local printer or netwark printer with manual settings

Browse...

Cancel

FIGURE 10.7. Adding IPPS printer in Windows

. INFO: The sharing of a Windows IPPS printer is not supported.

IPPS via MacOS

On a Mac the setup is a bit different. The Mac has his own features.

1. Go to the Add printer page.
2. Click the IP button on the ribbon

3. Fill out the following fields:
i. Address: use htpps:// to get IPPS printing,

ii. Protocol: select the IPP protocol,
iii. Queue: the name of the MyQ queue.
4. Click Add.
IPPS via Linux

To add IPPS printing via Linux do the following:
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1. Set up a CUPS service in order to add a printer.

2. Add a printer.

i. Inthe New printer window click Enter URI. See for the URL syntax the
intro of this paragraph.

i. Type the device URI in the Enter device URI field.
ii. Click Forward.
iii. In the Choose Driver pane select Generic.
iv. Click Forward.

v. In the next window select IPP Everywhere as driver. Although the selection
option says IPP this protocol is used for IPPS spooling.

New Printer x

Choose Driver

Maodels Drivers
ESC/P Dot Matrix

G

IBM-Compatible Dot Matrix
OAKT

PCL3

PCL 4

PCL 4 LF

PCL5

PCL 5¢

PCL 5c LF

PCL S5e

PCL 5e LF

PCL 5 LF

PCL G

PCL 6 LF

PCL 6/PCL XL

Back Cancel Farward
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vi. Click Forward.
vii. Enter the name of the printer.

viii. Click Finish.



18. Methods of Printing

This topic presents several options of printing with the MyQ system. The Ffirst four
sections describe the basic printing methods and features available to MyQ users:

Direct printing

Follow me printing

Delegated printing

Printing from email and from MyQ Web User Interface

Printing from the MyQ mobile application

Google Cloud Print to MyQ

AirPrint & Mopria Print Service

The last two sections describe additional printing features that can be set up on the
clients' workstations:

Client Spooling

Failover Printing

INFO: Other printing options, which are related to advanced features of MyQ,
such as running MyQ on multiple servers, or to a variety of embedded terminals

/ that can be purchased together with the MyQ system. Information about these
options are provided in the respective guides describing these features and in
manuals of the embedded terminals.
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18.1. Direct printing

With the direct printing method, users can send their print jobs to be immediately
printed on a particular printing device via dedicated queue. The queue is created
especially for this device and cannot have any other devices attached to it. As soon as
MyQ receives the job, it sends it to the printing device to be printed.

From the user's point of view, it works in the same way as the common method of print
where the job is sent directly to a selected printing device. The main difference is that
MyQ collects the job data to be used for reports and accounting.

For information on how to create a direct print queue, see "Queues " on page 199.

INFO: Users that send their jobs using this method do not need to be identified
on the printing device and therefore no terminal is needed there.

- |

18.2. Follow me printing

Whereas the previous printing method is intended to be direct and quick, the follow me
printing method is used for opposite reasons. With this method, users can send the
print job to be held on the MyQ server for as long as they need and select from a
number of printing devices where it can be printed.

To print the job, the user just needs to authenticate on the printing device terminal.
After the authentication, the job is either immediately printed or displayed on the
terminal touch panel, where it can be managed by the user. Depending on type and
settings of the terminal, users might have either one, or both of these options.

For information on how to create a follow me queue, see "Queues "on page 199.

18.3. Delegated printing

The Delegated printing feature is an extension of the follow me printing method that
allows users to share their print jobs with a specified group of other users. These users
can release the jobs on an embedded terminal in the same way they would release
their own jobs.

The users that are allowed to print jobs of a certain user (or a certain group of users)
are called their (or its) delegates. The delegates can be designated by the users
themselves or by the MyQ administrator. When a user sends a job to MyQ, they can
decide to share it with the delegates. Jobs that are to be shared have to be sent via
Delegated printing type queue.



Two settings are necessary to enable this feature: the delegates have to be defined and
the Delegated printing queue has to be created and has to be accessible to the user or
group. For information on how to define the delegates, see "Selecting delegates for the
user” on page 133 or "To select a delegate for the group, do the following:" on
page 138. For information on how to create and set the Delegated printing queue, see
"Queues "on page 199.

18.4. Printing from email and from MyQ Web User Interface

MyQ enables users to print documents from MyQ web user interface or by sending an
email to a special email address. It supports print of the following source formats:

. de/a

jpeg, bmp, tif, png

txt (UTF8)

MS OFFICE and LibreOffice documents: doc, docx, xls, xlsx, ppt, pptx, odt, ods and
odp. (You have to have the corresponding suite installed on the server.)

« email body in plain text and HTML

NOTICE: Minimal required version of the MS Office is MS Office 2010 with the
¢ latest service pack. This means that MS Office 2010, 2013, 2016 and 2019 as well
as Office365 as 32-bits are supported .

NOTICE: All print jobs sent from email, web user interface or mobile apps are
¢ automatically assigned to the Email_Web queue and can be printed only on
printing devices assigned to this queue.
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18.4.1. Setting up the print from email and from the MyQ Web Interface

|- | Jobs

- General Expand

- Motifications on job receiving errors Expanc
- Job parser Expand

- Jobs via LPR protocol Eopanc

4 Jobs via Email/Web

Enabled:
Allowed users: * _':fl All users -
lanage queue for these jobs
- Dffice file formats Expzanc
* Email Expand
- Jobs preview Sxpand
o Save &K Cancel

FIGURE 11.1. The Jobs via Email/Web section of the Jobs settings tab

INFO: Jobs uploaded by the Web Ul are limited to 50MB, while jobs send via
email are limited to to 500MB per email message, all attachments included.

To enable and setup the print, do the Following:

On the Jobs settings tab, under Jobs via Email/Web, set the following parameters:
1. Enable the Jobs via Email/Web option.

2. Select the users that are allowed to use this function.
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NOTICE: If you select the Always generate a new PIN after a job is received
option, a new PIN is generated every time a user sends an email with a print job.
If the user already has a PIN, it is replaced by the new one.

If you select this option, make sure that you select the Send new PIN via email
option on the Users settings menu, under PIN. Otherwise users do not receive
the new PIN and cannot access their MyQ accounts.

18.4.2. Printing documents from MyQ web user interface

If the Jobs via Email/Web option is enabled, all users with rights to the Email_Web
queue have the Print File button displayed on their web user interface account. They
can click this button and insert print jobs directly to MyQ.

18.4.3. Printing documents from email

If the Jobs via Email/Web option is enabled, a user can print a document by attaching
it to an email and sending to a special email account dedicated to print.

4 Email
Always generate a new PIN after a job is
received:
Print email body:
Default print options: Ba&W Economic mode Duplex

Method: () MyQ SMTP server
® POP3
IMAP

FIGURE 11.2. Settings of the email printing feature

You can enable users to print email body and restrict the print to monochrome,
economic or duplex mode by selecting one or more Default print options.

In addition, users can change parameters of their print jobs by adding keywords to
email subject. These changes have priority over the Default print options selected in
MyQ. Users can choose from the Ffollowing keywords: #color (color print), #mono
(monochrome print), #duplex (print on both sides of a paper), #simplex (print on one
side of a paper), #ecoon (toner-save print mode on), #ecooff (toner-save print mode
off). They can be used as any part of the subject and do not have to be separated. For
example, email with the MyPrintJob #mono#duplex subject will force the job to be
printed in monochrome and duplex.
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Setup of email printing

There are two ways of receiving the print jobs sent via emails: you can either use
MyQ as a SMTP server and forward all emails with the print jobs there, or you can use
MyQ as an email client that fFetches all emails from a specific email account on your
server via POP3 or IMAP protocol. These two methods are described in the following
two sections:

Forwarding emails to the MyQ SMTP server

With this option, MyQ listens on the MyQ SMTP server port set on the Network
settings tab (see "MyQ HTTP Server (Apache) and MyQ SMTP Server" on page 1) and
receives any email starting with print as the email with the print job. If you select this
option, you need to take the following steps:

1. On your company mail server, create an email account for receiving print jobs.

2. Redirect the sent emails from this address to print@[IP/hostname], where
IP/hostname is either the IP address of MyQ server, or its hostname. Any email
received on this address will be processed as a print job and its owner will be
identified by their email address.

Receiving print jobs via POP3 or IMAP

Method: () MyQ SMTP server

® POP3
IMAP
Security: * | Mone v
Server: 10.1.3.162
Port: * (110

User: |print@domain.com
:"EISSU-,'Drd; TITTITL

30 second(s)

f Test

FIGURE 11.3. Setting POP3 and IMAP on the Jobs settings tab, under Jobs via Email/Web

Polling interval:

.

1. On your company mail server, create an email account for receiving print jobs.
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On the Jobs setting tab of the MyQ Web Interface, under Jobs via Email/Web,
do the following:

VL.

Under Method, select the protocol that you want to use. Additional options
appear on the tab: Security, Server, Port User, Password, Polling
interval and Test.

. Ensure that the protocol port is correctly set in the Port text box.

. If you want to secure the communication between MyQ and the mail server,

select one of the security options (SSL, Start TLS).

Enter the IP address or the hostname of the mail server in the Server text
box.

Enter the address of the email account that will receive the print jobs in the
User text box.

Enter the password of the email account in the Password text box.

By changing the value of the Polling interval setting, you can change the
interval after which MyQ fetches new emails from the mail server.

« By clicking Test, you can test the connection to the mail server.
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18.4.4. Processing documents in Office Formats

On the Jobs setting tab, under OFfFice File formats, select a method of processing the
Office Format files. You can select from two methods:

« Convert to PDF - - MyQ opens the document in the Office application, saves the
job as PDF and sends it directly to the printing device. The printing device has to
support direct print of PDF format.

« Via a Windows printer — MyQ opens the document in the Office application
and prints it using a selected windows printer (print driver). (See "Printing via
Windows printer” on page 243.)

NOTICE: The corresponding office package has to be installed on the MyQ
¢ account. The package needs to be of the same bit version as the MyQ system —
32bit.

NOTICE: For processing documents in Office formats, we strictly recommend to
¢ run MyQ service under other than default Local System account. The following
section provides instructions on how to do this.

Creating a new account for MyQ

1. Create a new local admin account with full administration rights.
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Choose a new account type for MyQ

MyQ
Local Account
Password protected

() Standard
Standard accounts can use most software and change system settings that don't affect other users or the
security of this PC,

(® Administrator
Adrninistrators have complete control over the PC. They can change any settings and access all of the files
and programs stored on the PC,

Why is a standard account recommended?

Change Account Type || Cancel

FIGURE 11.4. Changing the new account type to Administrator
Log on to the newly created account.
Install the corresponding Office package on the MyQ server.

Run all applications that will be used for the conversion (Word, Excel, PowerPoint
etc.) and close all welcome screens and dialog boxes that might appear on the
application startup.

- 242 -



5. Open Windows services, select MyQ Print Server service and in the Log On
section, change the Log on as option from the Local System account to the
newly created account.

Services {- =] =
File Action MyQ Properties (Local Computer) .

& [ |Genem|| Log On |F{ecovew| Dependencies |

- Services (Loc

Log an as:

() Local System account Description | ~
Internet Pro.
KDC Proxy 5
(@) This account: ‘My(] | | ToEn. Coordinates

Provides au.
Password: \m |

. Creates a M.

SEEEEEEREEEREEE | Core Windo

Allow service to interact with desldop

Confim passward:

Manages In. =
Manages so

Host service

Enables rela.
Receives an.
Host for plu
Manages se,
Provides abi
Maintains a .,

>

ok ][ Comon ] [ foob ]

FIGURE 11.5. Changing the Log on as option from Local system account to the newly created
account

6. In the MyQ Easy Config application, restart all MyQ services.

Printing via Windows printer

4 Office file formats

Microsoft Office, OpenOffice or LibreCffice must be installed on the MyQ server

Method of pnnting: * | Via a Windows printer v

Windows printer: * | Microsoft XPS Document Writer v

FIGURE 11.6. Printing via a Windows printer option on the OFfFice File Formats section on the Jobs
settings tab

With the print Via a Windows printer option, you have to select one of the printers that
are locally installed on the MyQ server. The selected printer is used for processing the
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print jobs. You also have to change the printer security settings to allow MyQ to print
from the print driver.

To select the printer

1. On the Jobs setting tab, under Office file Formats, under Method of printing,
select the Via a Windows printer option. The Windows printer setting appears.

2. On the setting drop-down list box, select the printer that you want to use.

To change the security setting

= Microsoft XPS Document Writer Properties -

| General I Sharing I Ports | Advanced | Color Management | Security

GI'CILIFI ar user names:

f’r_’_’, Everyone

ALL APPLICATION PACKAGES

52, CREATOR OWNER

ﬂf,ﬁdministmtn:nrs (WIN-GOMOSMTOAD S Administratars)
2 MyQ (WIN-GOMOSMTOADS\MyQ)

| Add | | Remove |
Pemissions for My Allow Dery
Print ]
Manage this printer ]
Manage documents ] ]

Special pemissions

For special permissions or advanced settings, click Advanced.

ok | [ ot ][ oo |

FIGURE 11.7. Allowing printing and print management on the printer Properties dialog box

1. In Widows, under Devices and Printers, right-click the printer. A drop-down box
appears.
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2. In the drop-down box, click Printer properties. The printer properties dialog box
appears.

3. In the dialog box, open the Security tab.

4. On the tab, allow print and managing printers to the account under which the
MyQ services are running.

5. Leave the setup.

18.5. Managing print jobs via the MyQ Mobile Printing application

If you enable print management via the MyQ mobile application in MyQ, users can use
the application to manage print jobs and send them to the print server directly from
their mobile phones, securely release the jobs on selected printing devices, unlock
printing devices via scanning a QR code and recharge MyQ credit.

To enable the feature, do the following:

1. On the MyQ Web Interface, open the Mobile Application tab. (At the top-left
corner, click MyQ, then click Settings, and finally click Mobile Application.)

2. On the Mobile Application tab, under General, set Enabled to ON. If you want
enable users to unlock printing devices and release print jobs via the mobile
application, select the Enable login to a printer and releasing of print jobs

option.
= Settings = Mobhile Application
g = PP
=i License 4 General
= Server Type & Cloud Enabled:
2R Sites
o 4 Printers
&% General
Enable login to a printer and releasing of [+
Y Task Scheduler print jobs:

FIGURE 11.8. The Mobile Application settings tab

In the Mobile Application section of the Network settings tab, you can set the server
hostname or IP address and the communication port for the MyQ mobile applications
which will be used when the corresponding QR codes are generated.
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4 Mobile Application
The mobile application uses these settings to connect to the MyQ server. The address and port can differ from the LAN because mobile devices
onnect via Wi-F
Server: * 'WIN-GOMOSMTOAQD
Secure port (S5L):* | 8090

FIGURE 11.9. Hostname of the MyQ server and the secured port for the MyQ mobile application

INFO: You can generate a QR code for a printing device on the list of printing
devices on the Printers main tab. Right-click the printing device there, and then
click Print QR code. For more information about Mobile applications, see Mobile
terminals manual.

18.6. Google Cloud Print to MyQ

Google Cloud Print is a service that connects your home and work printers to the web.
Since your printer is connected to the web, you can print to it from anywhere, using any
Internet- connected device, including PCs, Macs, Chrome books, phones, or tablets.
Google Cloud Print integrates with the mobile versions of Gmail and Google Docs,
allowing users to print from their mobile devices.[

- |

In several steps, you can synchronize the MyQ Printing Environment with Google Cloud
Print and enable users to print to MyQ via this feature. You need to create a dedicated
queue in the MyQ Web Interface, install a print driver pointed to this queue on the MyQ
server and use one Google account to share this printer. After this is done, you need to
add the names of the Google accounts of your users as aliases.

Print jobs sent to MyQ via Google Cloud Print begin with the email address of the
sender. MyQ use the first part of the address to distribute the print job to the user.

. NOTICE: We recommend you to create a new Google account for the Google
" Cloud Print feature.

To set up the printing, follow these steps:
1) In the MyQ Web Interface, create a new print queue for Google Cloud Print.
I. Open the Queues main tab. (Click MyQ, and then click Queues.)

ll. On the tab, click +New Queue. The properties panel of the new queue opens on
the right side of the screen.
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[ll. On the panel, enter a name of the queue, for example GooglePrint, and set the
User detection method and the Regular expression to the following values:

« User detection method: Detect user from the job name
« Regular expression: \b([a-z0-9._%+-]+) @[a-z]+.[a-z]{2,3}\b

Other settings should be set according to the desired behavior of the queue (see
"Queues "on page 199).

User detection methed: * | Detect user from the job name r

Regular expression: ‘bi[a-z0-9._%+-]+)@[a-z]+.[a-2]{2 2\b

FIGURE 11.10. Settings of the queue for Google Cloud Print to MyQ

IV. Click Save to submit the settings.

2) On the MyQ server, install a new Windows printer with standard settings for printing
to MyQ (see "Methods of Printing " on page 234). The Queue Name setting entered
within the setup of the TCP/IP port must be the same as the name of the Google print
queue created in step 1).

Configure Standard TCP/IP Port Monitor -
Port Settings

Port Name: ‘ Google Cloud Print ‘
Printer Mame or IP Address: ‘ 127.0.0.1 ‘

Protocol

) Raw ®) LPR
Raw Settings
3100
LPR Settings
Queue Mame: GooglePrint

LPR Byte Counting Enabled

[]SMMP Status Enabled

public

Ok || Ccancel
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INFO: The printer is installed directly to the MyQ server, so you can use the
/ 127.0.0.1 IP address or the localhost hostname instead of the IP address of the
server.

INFO: If you use a Kyocera driver we recommend to change the driver settings
from the default values so it does not append the time information to the end of
the job name. Go to: Printer Properties - Advanced - Printing Defaults - Job -
Overwrite job name select from drop-down list Replace existing File.

3) Install Google Chrome to the MyQ server, then open the browser and add the printer
installed in step 2) to the Google account that you want to use for Google Cloud Print.
(see https://support.google.com/cloudprint/answer/1686197?hl=en)

4) Make sure that all users who should be enabled to print to MyQ via Google Cloud
Print have Google accounts.

5) Share the printer via Google Cloud Print with the Google Accounts of the MyQ users
who should be using this printer (see
https://support.google.com/cloudprint/answer/2541899?hl=en).

6) In the MyQ Web Interface, add the names of the Google accounts as aliases to the
users.

I. Open the Users main tab. (Click MyQ, and then click Users.)
ll. Double-click the user to open their properties panel.

[ll. On the panel, next to Aliases, click +Add, and then enter the name of the user's
Google account.

£ EliotKate F 4

General  Groups = Queuss | Delegates

User name: * | ElictKate
Aliases: |eliot.kate F
== Add
FIGURE 11.11. The user's properties panel with the alias

IV. Click Save to submit the changes.
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7) Each user must accept the shared printer on their email account. After doing so, they
can send print jobs to MyQ via the Google Cloud Print Feature.

18.7. AirPrint & Mopria Print Service

AirPrint enables users to print photos and documents from their iPhone, iPad, or iPod
touch without having to install additional software (drivers). enables Mopria Print
Service does the same for users with an Android smart phone or tablet. Android users
must download the Mopria Print Service app from Google Play in order to print.

INFO: As Admin you only have to install the Mobile Print Agent once to give
your iPhone and / or Android users access to MyQ queues.

- |

AirPrint and Mopria Print Service are working with MyQ by exposing MyQ print queues
as AirPrint / Mopria Print Service printer devices. The MyQ user connects to the
company's wifi network, selects the queue where they want to send the print job and
authenticates themselves by their MyQ credentials. After the first authentication, the
credentials are stored on the device. Follow me and Delegated printing queues are
displayed as available printers on the user's device.

Enable AirPrint and / or Mopria Print Service

1. Make sure that on the MyQ Web Ul:

i. in MyQ - Settings - Jobs - Jobs via Airprint is Enabled.
ii. in MyQ - Settings - REST API applications Mobile Print Agent is present.

2. Click Show information for the details. You need Client ID and Secret later on.

REST APl applications X

Title: *  Mobile Print Agent]
Client ID: * | 98C3C331-6BFD-4445-B58A-162FB3BS0DS5S
Secret: * | d293fb48dc4f62bfI30251eadd147dc263583F1
Scope: | queues -

« OK K Cancel

FIGURE 11.12. Mobile Print Agent details
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3. Download the Mobile Print Agent from the MyQ Helpdesk portal on your network
server.

4. Run the Mobile Print Agent on a network up to the point where you must enter
the settings.

mye

MyQ Mobile Print Agent

Server settings:

Server address:

Server port:
8090

Refresh period (seconds):
30

Authentication:

Client 1D;

Client secret:

@lnstall

FIGURE 11.13. MyQ Mobile Print Agent Settings
5. Enter the settings:
i. Server address: the IP address of the MyQ Print Server.
ii. Server port: the editable port that the MyQ Mobile Print Agent will use.

iii. Refresh period: The time taken to refresh connection with the Print
Server.

iv. Client ID: Copy this from the MyQ Mobile Print Agent details .
v. Client secret: Copy this from the MyQ Mobile Print Agent details.

6. Click Install and wait until the installation has finished.
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INFO: The user can authenticate themselves either by their user name and
password, or their user name and PIN.

Password required for
"Follow"

Cancel OK

FIGURE 11.14. Entering acount credentials

18.8. Client Spooling

With the Client Spooling feature enabled, users' print jobs are not sent to the MyQ
server, but stay stored at the users' computer. After they authenticate themselves at a
printing device and select the jobs to be printed, the jobs are released from the
computer directly to the device. This method dramatically decreases traffic to MyQ
server and is suitable especially for small offices with limited network connection to the
MyQ server.

When a user prints their job while this feature is activated, only the print metadata are
sent to the server and the actual print job does not leave the computer (In fact, it is
stored there as a RAW file.). It waits till the user authenticates theirselves at a printing
device and selects to print the job there. After that, the printing device notifies the
server, the server notifies the computer and the computer sends the job directly to the
printing device, where it is printed.
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©
The computer sends the @
print data directly to

The user prints the job, but
the printing device. ' ) J

only print metadata are
sent to the print server.

@ \
@ The print server notifies
The user authenticates the computer.
himself or herself at the
printing device.

The printing device
notifies the print server.

FIGURE 11.15. Scheme of the Client Spooling feature

To enable this feature, you have to set a TCP/IP port for the service, install the MyQ
Easy Smart Services service on the client's computer and enable the Client Spooling
feature within the setup of the service.

18.8.1. Setting TCP/IP port for the service

The settings in the Configure Standard TCP/IP Port Monitor dialog box must have
the following values:

« Printer Name or IP Address: 127.0.0.1 (IP address of the localhost in Windows)
or localhost

« Protocol: Select LPR

« Queue Name: queue name according to the MyQ server setting (same as if
printing to the MyQ server)

« LPR Byte Counting Enabled: Selected

« SNMP Status Enabled: Deselected
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Port Settings

Port Name: Client_Spoeling

Printer Mame or IP Address; 127.0.0.1

Protocol

() Raw (@ LPR

Raw Settings

Part Murmber: G100

LPR Settings
Cueue Name: Wyl

LPR Byte Counting Enabled

[ 15MMP Status Enabled

Cornrmunity Marme: public

SHkAP Dewvice Indes; 1

FIGURE 11.16. Settings of the TCP/IP port for the Local Spooling service

. INFO: For information on how to create and edit print ports, see "Adding print
4 ports in Microsoft Windows" on page 226.

18.8.2. Installation and setup of the MyQ Smart Print Services service on
client's computers

For information on how to install and set up the MyQ Smart Print Services on client's
computers, see the Guide to MyQ Smart Print Services for Windows.

18.8.3. Limitations of the Client Spooling feature

The feature has the following limitations:
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« Job processing:

o Jobs are not parsed (number of pages, color etc. is unknown).

o

User detection from PJL header is not supported.

User detection method: {@PJL SET USERMAME="... v

[e]

Computer detection from PJL header is not supported.

Computer detection | @PJL SET HOSTNAME=".." / SET JOBATTR="JobAcct2=.." ¥
method:

Job name cannot be read from PJL header.

o

| Get job name from PIL: * [+

o

Job processing defined on the queue cannot be applied.

o

User policies cannot be applied.

[e]

Prolog/epilog is not supported

« If the client PC is offline, the job is not printed, but it is marked as printed on the
server. User is not notified.

« Jobs cannot be marked as favorite.

« The jobs are deleted after 7 days. The Delete jobs older than option on the
System maintenance settings tab should be set to 168 hours (as it is by default)
in order to prevent discrepancy between the data stored in MyQ and the data
stored on the client computer.

18.9. Failover printing

With the MyQ Smart Print Services Windows service installed and running on the end
user's workstation, you can select a backup printing device to be used for print when
connection to the MyQ server is lost. The Failover printing feature serves as an
important backup tool in case of server outage. Furthermore, it can be combined with
the Device spool and the Offline login features on MyQ embedded terminals to enable
using hold print, follow me print and delegated print on the printing device.

- 254 -



ﬁ My Smart Print Services Setup >

Failover printing Q

[]Enable Failover printing

Show printer address selection popup

Printer address: [10.14.4.50
Printer port: |10040
Printer protocol: MPPS
Certificate type: 1
Certificate path: |

Certificate password: |

< Back Cancel

FIGURE 11.17. Settings of the feature in the Smart Print Services

See the following three sections for information on how to setup the feature.

INFO: For information about support and setup of the Device spool and the
. Offline login features on a particular MyQ embedded terminal, see the
respective MyQ embedded manual.

18.9.1. Installation and setup of the MyQ Smart Print Services service on
client's computers

For information on how to install and set up the MyQ Smart Print Services on client's
computers, see the Guide to MyQ Smart Print Services for Windows.

18.9.2. Changing the TCP/IP port on the print driver to localhost

After the installation, you need to configure the print driver port to send print files to
the Smart Print Services, which then sends them either to the MyQ server or directly to
the printing device, depending on the availability of connection to the MyQ server.
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Configure Standard TCP/IP Port Monitor x

Paort Settings

Port Mame: | Failover Printing |

Printer Mame or IP Address: | 127.0.0.1 |

Protocol

O Raw @ LPR

Raw Settings

LPR Settings
Queue Mame: QueueX

LPR Byte Counting Enabled

[]SMMP Status Enabled

public

Concs
FIGURE 11.18. Settings of the TCP/IP port for the failover printing service

The settings in the Configure Standard TCP/IP Port Monitor dialog box must have
the following values:

« Printer Name or IP Address: 727.0.0.7 (IP address of the localhost in Windows)
or localhost

« Protocol: LPR

« Queue Name: queue name according to the MyQ server setting (same as if
printing to the MyQ server)

« LPR Byte Counting Enabled: Selected

« SNMP Status Enabled: Deselected

INFO: For information on how to create and edit print ports, see "Adding print
ports in Microsoft Windows" on page 226.

- |
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19. Jobs

This topic discusses one of the key Functions of MyQ — setting and management of
print jobs (further called jobs). It covers the following subjects:

Print jobs global settings: Jobs Settings tab

Print jobs list, individual jobs settings and deleting jobs: List of jobs, Editing jobs,
Deleting jobs

Print job languages: Print Job Languages

Print jobs parser: Jobs Parser

Notifying users and administrator about refused jobs: Notifying users and
administrator about refused jobs

Using PJL commands for additional job processing actions:Processing Jobs via PJL

Commands

You can use PHP scripts to further process the job after it is received by the MyQ
server: Scripting (PHP

When your brand supports PDL (page description language) check out this
chapter: Prologue, Epilogue

Setting up and previewing jobs: Job Preview

When you have a dedicated Job Archiving license and the Job Preview feature set
up on the MyQ server, you can automatically archive all print jobs that are sent to
MyQ: Job Archiving
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Q MyQ Waollongong — Jobs X

&« C 1} | ® 10.1.3.207:8080/en-us/app/#{"r""jo

qu - =] Jobs

4 || Al jobs Preview Actions ~ | il Tools = & Refresh || Search
P Ready Status ~4 Name
Wi Paused Ready Microsoft Word - My Print 3.rtf
& b
) Printed Ready My Print 2.txt
F it
[ avents Ready Microsoft Word - Document X.rtf
|Z| Deleted
Ready aaatxt
& All

environment.

FIGURE 11.19. Jobs main tab

19.1. Jobs settings tab

On the Jobs settings tab, you can set global properties of jobs in the MyQ print

& Settings
=&l |icense
== Server Type & Cloud
BR Sites
}% General
£ Task Scheduler
ﬁ Metwork
&fa_ Authentication servers

B snmp

ke Easy Cluster

(% Printers

myo - [=] Settings: Jobs

- | Jobs

* General Expand

* Motifications on job receiving errors Expand

* Job parser Cxpand

- Jobs via LPR protocol Evpand

 Jobs via Email/Web Evpand

* Job roaming Expand

* Jobs preview Expand

o Save

19.1.1. General

FIGURE 11.20. Jobs settings tab

Here you can set the maximum job size (default size is 600 MB).

- 258 -



You can also select whether the administrator is informed about refused print jobs and
whether the last received job is kept for debugging.

19.1.2. Job parser

Here you can activate, or deactivate the Job parser tool. You need to activate the Job
Parser if you need to know job details (humber of pages, color, duplex etc.) before the
job is printed. It is necessary for features like credit accounting or print job rules. If you
don't use these features, you might want to disable the Job parser, as it is CPU
intensive.

The default setting is disabled.

¢ NOTICE: For more information about job parser, see “Job Parser” on page 263.

. NOTICE: The jobs parser significantly affects system requirements. For more
" information, see "Installation” on page 15.

19.1.3. Jobs via LPR protocol

Here you can deactivate, or activate the Jobs via LPR protocol feature. If it is
deactivated, MyQ cannot receive print jobs via LPR.

. INFO: The maximum job size received over LPR is 100GB.

. NOTICE: We recommend you to keep the Jobs via LPR protocol option
" enabled. If it is disabled, jobs sent from print drivers cannot be received by MyQ.

INFO: You can also change the default port here, although we recommend you
to use the default setting.

- |

19.1.4. Jobs via Email/Web

Here you can activate, or deactivate the Jobs via Email/Web feature, which enables
receiving print jobs sent by email and from user web interface. The email attachment is
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processed and sent as a print job (the email body can be processed as well). PDF/A, TXT
and JPEG formats are supported. A third party software is required for MS OFFICE
formats.

For more information about this feature and its settings, see "Printing from email and
from MyQ Web User Interface"” on page 236.

19.2. List of jobs

Q MyQ Wollongong — Jobs X

& C 1} | ©® 10.1.3.207:8080/en-us/app/#{"r""jobs"}

mvo v | [E Jobs

4 || All jobs Preview Actions BS Tooks » (&' Refresh | Search

[ Ready Status i 4 Name

il Paused Ready Microsoft Word - My Print 3.rtf

£ Printe

¢-) Printed Ready My Print 2.txt
F it

H Favorte Ready Microsoft Word - Document X.rtf

+ Deleted

= Ready aaa.tnt

S Al

FIGURE 11.21. List of jobs on the Jobs main tab

On the list of jobs on the Jobs main tab, you can see all print jobs and information
about them.

19.2.1. Jobs display options

On the left side of the Jobs main tab, you can see the All jobs drop-down menu. On
the menu you can select from the following options:

« Ready - Displays jobs ready to print.
« Paused - Displays paused jobs.
« Printed - Displays printed jobs.
« Favorite - Displays favorite jobs.
« Deleted - Displays deleted jobs.
« All- Displays all jobs.
19.2.2. Job status

There are five print job status types:
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« Ready - The job has been placed on a print queue and is waiting for users to
authorize it or for preceding jobs to finish.

« Printing - The job is being sent to the printing device.

« Paused - The job has been paused by user or automatically by the MyQ system.
« Printed - The job has been printed and is stored on the MyQ server.

« Deleted - The job has been deleted from the MyQ server.

19.2.3. Favorite jobs

All print jobs except for the deleted ones can be marked as Favorite. Favorite print jobs
are not automatically deleted after the period set on the System maintenance
settings tab and remain permanently stored on the MyQ server.

19.3. Editing jobs

« To open a print job properties panel, double-click the job on the list on the Jobs
main tab (or select the job, then click Actions on the toolbar above, and then click
Edit in the job action dialog box). The panel opens on the right side of screen.
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General

Mame:

Queue:
Owner:
Project:

Computer:

Status:
Printed date:
Printed by:

Size:

BEW total:

Color total:
Copies:

Duplex:

Paper format:
Printer language:

Price:

File:
1T

- MyQ® Basic Installation Guide.txt

MyQ® Basic Installation Guide.txt
@ Email_Web -

P .
&ty Charles Dickens -

127.0.0.1

Ready

45.78 kB

1
Mo

PDF

2015-10-23-0000000myqleb3-031658-00.prn
1117

o Save &K Cancel

FIGURE 11.22. Individual job properties panel

On the panel, you can see general information about the print job, such as its name and
ID, size, its author and the IP address of the author's computer. If you use the Jobs
Parser tool, you can see additional data such as number of pages or paper format. For

more information about the parser, see "Job Parser” on the next page.

You can also change the print job Queue, Owner and Project in their respective list

boxes.
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NOTICE: Only administrator and user group leaders can change the owner of a
¢ print job. The administrator can move jobs between all users and the user group
leader can move jobs between members of his subordinate group.

NOTICE: If you change the job owner, the new owner has to have rights to the
¢ current queue and project. If you change either queue (or project), the current
job owner has to have rights to the new queue (or project).

19.4. Deleting jobs

To delete selected jobs, follow these steps:

1. On the jobs list on the Jobs main tab, select the jobs that you want to delete, and
then click Actions. The Actions drop-down box appears.

2. In the Actions drop-down box, click Delete.
You can find the deleted jobs on the Deleted jobs list.

19.5. Print Job Languages (Page Description Languages)

A page description language (PDL) is a language that describes appearance of a printed
page. It receives a code of a document sent to a printing device, interprets it and uses it
to instruct the printing device where and how to place text and graphics onto the print
page. The most common page description languages are PCL 5, PCL 6 (XL) and
PostScript.

19.6. Job Parser

Status |50 ~4 MN.. | Size| Owner | Received | Queue Computer | B&W total Color total Copies Paperformat 1D =

Ready ten,  Sun Dickens | 10/27/2. E-mal_.. 127.0.0.1 - - 1 - 1067 -
Ready te.. S Dickens : 10/27/2.. E-mail_.. 127.0.0.1 1 10 1 A4 1062 -

FIGURE 11.23. Two print jobs displayed on the Jobs main tab — the second job with additional
information from job parser

Part of the MyQ application is an embedded print job parser. This tool provides you
with additional information about individual print jobs.

Based on these information, you can set additional print job rules or control job price
before it is printed. This is important especially for credit accounting and quotas.
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The job parser supports majority of available printer drivers in PCL5, PCL6 and
Postscript.

. NOTICE: The job parser can be activated on the Jobs settings tab (see "Jobs
" settings tab" on page 258).

The data parser provides the following information:
« page description language (PDL)
« number of B&W pages
« number of color pages
« number of copies of a document
« Simplex/Duplex option

« paper format

19.7. Notifying administrator and users about refused jobs

In case a print job is refused for some reason, for example if it was sent to a wrong
queue or if the user has been denied printing by a MyQ policy, the job owner and the
MyQ administrator can both be informed about the event. The administrator can be
notified via email and the user can be notified via email or via small pop-up dialog box
at the bottom-right corner of screen. To be able to see the pop-up messages, users
have to have the MyQ Smart Job Manager application installed and running on their
computers.
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Wed 6/22/2016 4:28 PM

MyQ@MyQ.local

MyQ WIN-GOMOSMTOAQ9: Error receiving a job
Tao

# Time: 22 June 2016 07:28:13

* Lser e

+ Job name: N/&

* Error: Job is too large (48 MB). Maximum size is 1 MB.
* Error code: 4

2016-06-22 07:28:11: Job is too large (48 MB). The maximum size is 1 MB. The job was discarded.

FIGURE 11.24. The email notification sent to the administrator

@ MyQ WIN-GOMOSM

* Document &
» Arcess denied For user "eliot_kate” to queus
"Queusx"”

FIGURE 11.25. The pop-up notification shown on the sender's screen

NOTICE: User are just notified about the event, whereas the administrator is
. informed about details of the problem. As well, users are notified only about
"~ basic events, for example that they do not have rights to the queue, where the
job was sent, or that they were denied printing by a MyQ policy.
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19.7.1. To activate the notifications via email

% Settings | Jobs
4 License 4 General
= Server Type & Cloud Maximum job size: * | 600 MB
£3 Sites Keep the last received job (for debug):
A\ General < Motifications on job receiving errors
¥ Network Motify the administrator via email: [+
£ Task Scheduler MNotify the job sender via email: [+

FIGURE 11.26. The Notifications on jobs receiving errors

On the Jobs settings tab, under Notifications on jobs receiving errors, you can
select two options:

« Notify the administrator via email: The email message is sent to the
administrator email address set on the General settings tab, under General. For
more information about the administrator email, see "General” on page 46.

Administrator email: * |administrator@domain.com

FIGURE 11.27. The Administrator email setting on the General settings tab

« Notify the job sender via email: the email message is sent to the primary email
address set as Email on the user's properties panel on the Users settings tab. For
more information about the email setting on the user properties panel, see
"Editing user accounts” on page 129.

Email: |user@@domain.com

FIGURE 11.28. The Email setting on the user properties panel

19.7.2. To activate the notifications via pop-up window

The only condition for activation of the pop-up notification for a user is installation and
run of the MyQ Smart Job Manager on their computer.

For information on how to install and set up the MyQ Smart Job Manager, see the
Guide to MyQ Smart Job Manager for Windows. For information on how to install and
set up the MyQ Smart Job Manager, see the Guide to MyQ Smart Job Manager for
MAC OS.
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20. Processing Jobs via PJL Commands

On the Job processing tab of each queue, under PJL, you can enforce additional job
processing actions by selecting one or more of the predefined PJL commands or
creating any number of custom commands.

When you select to enforce some of the predefined actions (duplex, stapling, number
of pages), the original PJL sequences of the print job are replaced. If you enter your
own PJL sequence, this sequence is added to the end of the PJL header of the original
print job and overwrites all the original settings.

4 QueueX K

General | Jeb processing | Scripting (PHP) | Prologue/epilogue | Watermark = Printers Rights

4 PIL

Force user policy:
Force BA&W: |+

Force economic mode:
Force duplex: [+

Force stapling:

Force copies: Copies:

Custom PIL:
@FJL SET PAPER =44

W Save & Cancel

FIGURE 11.29. The PJL options of the Job processing
The predefined commands enforce the following actions:

« Force user policy: Applies all user policies attached to the user who releases the
job.

o Force B&W: The job is printed in black and white.

« Force economic mode: A reduced amount of ink is used to print the job; the
print appears lighter than in the normal mode.

« Force duplex: The job is printed on both sides of paper.

« Force stapling: The job is stapled by the finisher module of the printing device (if
it is available on the device).

« Force copies: An exact number of copies of the job is released.
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The custom commands can enforce other actions or provide additional information to
the MyQ server. For examle, you can use the @PJL SET PAPER=A4 to enforce the A4
paper format or the @PJL COMMENT="USERDOMAIN:somedomain.com;"to provide
the MyQ server with the information about the domain of the printing user.

NOTICE: When you enter your own PJL sequence, it is necessary to enter the
correct syntax. The command should always start with @PJL.

NOTICE: To be applied, the PJL command has to be supported by the printing
device where the job is released. The information on what PJL commands are
supported by a particular model of printing devices can be found in the
documentation provided by the manufacturer of the devices.
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21. Scripting (PHP)

You can use PHP scripts to further process the job after it is received by the MyQ
server. Together with the PJL options and customizable queues, the PHP scripting
provides you with a large variety of job management options, such as the distribution of
jobs between printing devices based on their size or color. Furthermore, you can
employ PHP scripts to set up interaction with MyQ users via dialog boxes displayed in
the MyQ Smart Job Manager on their computer.

The first section of this topic presents the classes, methods and properties that can be
used in the scripts. The other two sections describe the additional job related actions
"Actions after processing” on page 276) and the interaction with MyQ users ( "User
interaction” on page 279).

21.1. Classes, methods, and properties

There are five classes that can be used within the scripts: Job, User, Queue, Session
and Quotalnfo. The object of the Job class represents the job sent to MyQ, the object
of the User class represents the job's owner, and the object of the Quotalnfo class
represents quotas of the job's owner. The Queue class can be used to move the job to
one of the personal queues of the job's owner and method sof the Session class might
be used for additional specific tasks, such as sending a log message to MyQ.

This section describe the methods and properties belonging to the classes.

Job class

The Job class has the following methods and properties:

Methods
Name Description
this pause() Pause the job
this copyToQueue(string Copy the job to queue $queueName
SqueueName)
this moveToQueue(string Move the job to queue $queueName
$queueName)



this setPrinted|()

Mark the job as printed without it being
released

this delete()

Delete the job

Properties

name string yes Name of the job

dataSize int yes Data size of the job in bytes

monoCount | int yes Count of the monochrome pages of the job
colorCount int yes Count of the color pages of the job
pageCount int - Total sum of the pages of the job




Name Type Writable Description

paper int yes Format of the paper with the Ffollowing
numbers as its values:

'aq' =>5
'‘a3'=>6
'‘other' =>7
'a5'=>14
'b4' => 15
'b5'=> 16
'folio' => 17
'ledger' => 18
'legal' => 19
'letter' => 20
'statement’ => 21

This variable is emloyed by the 'get' method
in MyQ. Use it in conditions of the PHP
script.

paper string yes Format of the paper with the following
strings as its values:

34"
33"

‘other’

'35

'ba’

'b5’

'folio’
'ledger’
'legal’
'letter’
'statement’

This variable is employed by the 'set'
method in MyQ. Use it in commands of the
PHP script.
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Name

duplex

color

owner

copies

filename

lang

Type

bool

bool

User[ ]

int

string

int

Writable

yes

yes

yes

yes

Description

Job is in duplex.

Note: Changing this property only updates the
meta data of the job. The job is not converted
to simplex/duplex.

Job isin color.

Note: Changing this property only updates the
meta data of the job. The job is not converted
to B&W/color.

Owner of the job

Number of copies of the job

Note: Changing this property only updates the
meta data of the job. The number of copies to
be released is not changed.

A path including the filename of the job. The
path is relative to the job folder.

Note: The path must exist, otherwise the job
is not parsed and is declared as "deleted".

The PDL of the job with the following integers
as its values:

1

UNKNOWN =0,
PDL_PCL =1,
PDL_PS = 2,
PDL_ESCP =3,
PDL_PRESCRIBE =4,
PDL_PCLXL = 5,
PDL_PDF =6,
PDL_JPEG =7

-272 -



User

The User class has the following methods and properties:

Methods

Name

this sendEmail(string $subject, string
$body)

bool canPrintToQueue(string
$queueName)

bool hasGroup(string $Sname)

this sendNotification(string Stype,
string Stitle, string $body)

Quotalnfo getQuotalnfo()

Properties
Name Type Writable
name string -
email string -
fullname string -
delegates User[ ] -
notes string -
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Description

Send an email to the user.

The user has the rights to send jobs to the
queue.

The user is a member ot the group.

Send a notification to the user via the MyQ
SIM:

type: info, warning, error
title: notification title
body: notification text (plain text format)

Get information about user's quotas.

Description

Login name of the user

Email of the user

Name anf surname of the user

Array of the user's delegates

Notes



Name Type

personalQueues | Queue[]

Queue

Writable Description

- Array of personal queues ordered by

priority

The Queue class has the following methods and properties:

Methods

Name

bool isAnyPrinterAvailable

0

Properties
Name Type
name string
Session

Description

There is at least one printing device available to the

queue.

Writable Description

Name of the queue

The session object is accessible via the MyQ() global function. The Session class has

the following methods:

Methods

Name

User getUserByUserName
(string SuserName)

this logError(string
Smessage)

logWarning(string $Smessage)

Description

Find a MyQ user by their user name. If no user is
found, null is returned.

Create an error message in the MyQ log.

Create a warning message in the MyQ log.
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Name Description

logInfo(string $Smessage) Create an info message in the MyQ log.
logNotice(string Smessage) Create a notice message in the MyQ log.
logDebug(string Smessage) Create an debug message in the MyQ log.

string getJobsPath() Get the path to the folder on the MyQ server where

the print job is stored. Ends with a backslash.

Quotalinfo

The Quotalnfo class has the following methods:

Methods
Name Description
bool canColor() Check if the user can print or copy in color.
bool canPrint() Check if the user can print.
bool canCopy() Check if the user can copy.
bool canScan() Check if the user can scan.

/ INFO: This class contains information about the user's current state of quotas.
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21.2. Actions after processing

i Queue x
General | Job processing | Scripting (PHP)  Prologuefepilogue | Watermark | Printers

Rights

Actions after processing | User interaction

if (%this-»color) {

if (%this-rowner-:canPrintToQueue"Queusy")) {
Sthis-rmoveToQueue( "Queuey");

} else {

$this-rowner->sendiotification("error","Job refused”™, "Color
printing denied™};

Sthis-rdeletel);

T

H

o Save &K Cancel

FIGURE 11.30. The Scripting (PHP) tab of a queue with an example of the PHP script

This section presents the options of processing the job received by the MyQ server. To
set up the processing via the PHP script, go to the properties panel of the queue where
you want to use it, open the Actions after processing tab and enter the script there.

In the scripts, you can use all basic PHP functions and all of the classes, methods and
properties from section "Classes, methods, and properties” on page 269.

INFO: The PHP script runs immediately after the print job is parsed and before
the job is marked as ready.

- |

INFO: The properties of the print job can be obtained via the MyQ Job parser,
* the MyQ Smart Print Services or the job's PJL header.
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21.2.1. Examples of use of the PHP scripts

In this section you can find examples covering a variety of job managemet options.
These examples should give you an idea about how to use the PHP scripting in
MyQ. You can also substitute the properties and methods in the examples to use them
as building blocks of more complex scripts.

Actions based on the number of pages
Move jobs with a higher number of color pages to a monochrome queue.

o if (Sthis->colorCount>20) {Sthis->moveToQueue("ForceMonochrome");}
Delete jobs with a large number of pages.

o if (Sthis->pageCount>500) {$this->delete();}
Actions based on the size of the job
Move large jobs to a dedicated queue.

o if (Sthis->dataSize>1000000) {Sthis->moveToQueue("LargeJobs");}
Delete oversize jobs.

« if ($this->dataSize>5000000) {$this->delete();}
Actions based on paper format
Move jobs with the a3 paper format to a dedicate queue.

o if (Sthis->paper===6) {Sthis->moveToQueue("LargePaperFormat");}
Actions based on the job owner
Move jobs of a certain owner to a dedicated queue.

o if (Sthis->owner->name==="eliot.kate") {$this->moveToQueue("EliotKate");}
Change the owner of the job.

o if (Sthis->owner->name==="eliot.kate")
{Sthis->owner=MyQ()->getUserByUserName("simon.kate");}

Actions based on the duplex property

Move duplex jobs to a duplex queue.

o if (Sthis->duplex) {Sthis->moveToQueue("Duplex");}
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Move simplex jobs to a simplex queue.

o if (Sthis->duplex===Ffalse) {Sthis->moveToQueue("Simplex");}
Actions based on the color property
Move color jobs to a color queue.

o if (Sthis->color) {$this->moveToQueue("Color");}
Actions based on the job name or the source application
Move jobs printed in MS Word to a dedicated queue.

o if (strpos($Sthis->name,"Microsoft Word")!==Ffalse)
{Sthis->moveToQueue("MSWord");}

Delete jobs sent from Facebook.
o if (strpos(Sthis->name,'Facebook')!==Ffalse) {$this->delete();}
Actions based on the rights to a queue
Move jobs of users who are not alowed to print to one queue to a different queue

« if (Sthis->owner->canPrintToQueue(Color)===Ffalse)
{$this->moveToQueue(Monochrome);}

Actions based on group membership
Move jobs sent by members of a group to a dedicated queue

o if (Sthis->owner->hasGroup(Clerks)){$this->moveToQueue(Clerks);}
Actions based on the PDL of the job
Move all jobs sent in a certain PDL to a dedicated queue

« if (Sthis->lang===0){$this->moveToQueue(UnknownPDL);}
Sending custom log messages to MyQ
Send a log info message to MyQ Log

o MyQ()->logInfo("This message appears in the MyQ log.");

-278 -



Complex actions

IF number of pages multiplied by number of copies exceed a certain number, delete the
job and inform the user

« // get the number of pages and the number of copies
$pages_number = $this->pageCount; $copies_number = $Sthis->copies;
// if total (pages*copies) exceeds 500, delete the job and notify its owner
if ($pages_number* $copies_number>500)
{Sthis->delete(); Sthis->owner->sendNotification("error","Job refused", "Cannot
print jobs exceeding 500 pages.");
}

Send color jobs to a dedicated queue; if the job owner does not have rights to this
queue, delete the job and inform the user

« //if the job is color, perform the next action
if (Sthis->color) {
// if the owner has rights to the queue, move the job to the Color queue
if (Sthis->owner->canPrintToQueue("Color")) {
Sthis->moveToQueue("Color"); }
// if they don't have rights to the queue, delete the job and inform the user
else {
Sthis->owner->sendNotification("error”,"Job refused", "Color printing denied");
Sthis->delete(); }}

21.3. User interaction

You can set up this feature to provide users with elementary interaction options via the
MyQ Smart Job Manager. A dialog box informs the user about a certain situation and
lets them select from the following options: YES/NO, PRINT/NO, YES/NO/CANCEL.
After the choice is made, the job is either printed, canceled, or processed based on the
Yes/No selection.

In the scripts, you can use all basic PHP functions and almost all of the classes, methods
and properties from the section “Classes, methods, and properties” on page 269. The
only two methods not supported by the feature are Sthis->job->setPrinted() and
Sthis->job->pause(). Apart from the common classes, methods and properties, you can
use several additional functions to communicate with the MyQ Smart Job Manager
application.

The User interaction script runs in the context of the UserScript class. The sent job can
be accessed as Sthis->job. Objects from all classes except the Session class can be
accessed via the job object, for example the owner $this->job->owner. Objects from
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the Session class can be accessed via the MyQ () global feature, for example
MyQ()->logInfo("This message appears in the MyQ log.");.

INFO: The properties of the print job can be obtained via the MyQ Job parser,
* the MyQ Smart Print Services or the job's PJL header.

21.3.1. How does the user interaction work?

1. After a user sends a job to be printed, the main function is called to decide which
dialog boxes should be shown.

2. The dialog boxes are shown to the user (one after another) and in each of them,
the user reads the message and selects the interaction option (Yes, No, Print,
Cancel).

3. Responses are sent back to the MyQ server.
4. If another user interaction is returned to SJM, the procedure returns to step 2.

5. When no more interactions are needed and if the job was not canceled, it is sent
to MyQ.
21.3.2. Functions for communication with the Smart Job Manager

The following functions can be used for the communication with the Smart Job
Manager application, the first three determine which dialog box will be created and the
last one will terminate the script processing:

Name Description

$this->dialogYesNo(Stext) Creates a dialog box with Stext as text content and
Yes, No buttons.

Sthis->dialogPrintNo(Stext) Creates a dialog with $text as text content and Print,
No buttons.

$this->dialogYesNoCancel Creates a dialog with $Stext as text content and Yes, No

(Stext) and Cancel buttons.

Sthis->terminate() Terminates the script processing.
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21.3.3. How to write the script?

First, you need to define the main(). function. This function decides if the dialog box
should be opened (under which conditions) and which dialog box should be shown.

Then you can define on click functions with reactions to the selected option: onYes(),
onNo(), onPrint(), onCancel()

. NOTICE: Public properties are kept between calls. In fact, they are sent to the
" client and back.

Example of the user interaction script

function main(){

// If the job is color, show a Yes/No dialog box to ask the user if they want to print the
jobin B&W.

if (Sthis->job->color){

$this->dialogYesNo("Jobs sent to this queue are printed in B&W,

do you still want to send the job here?"); }

}

function onYes(){

// The user is informed that the job was sent to the B&W queue via a SJM notification.
$this->job->owner->sendNotification("info"," Job sucessfully sent","Your job was sent
to the B&W queue.");

}

function onNo(){

//The job is deleted and the user is informed about it via a SJM notification.
Sthis->job->delete(); Sthis->job->owner->sendNotification("info","Job deleted","Your
job was deleted.");

}
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22. Prologue, Epilogue

Some brands of printing devices support the Prescribe PDL (page description
language), which can be used to set up special rules for additional modification of
printed output. For example, you can use Prescribe to add a custom header or footer to
selected pages of a document or to the whole document.

In MyQ, these rules are part of the options available on properties panels of print
queues. For each queue, you can create custom rules by importing a text file with a set
of Prescribe commands and selecting in which part of printed document the commands
should be applied.

. INFO: Multiple rules can be defined for each queue.

22.1. Adding, editing and deleting rules

The rules can be added and edited on the Prologue/epilogue tab of the queue's
properties panel on the Queues main tab. To open this tab, click MyQ at the top left
corner of the MyQ Web Interface, and then click Queues on the drop-down menu. Once
you are on the Queues main tab, double-click the queue where you want to set up the
rules (or select the queue, click Actions on the bar at the top of the tab, and then click
Edit).

mvo - 8 Cueues

Cﬂ? Mew Queue Actions ~ [kl Tools [ &

Status MName Type Size | Printers b.-1axi?num size
Ready Delegate follow me 55.40 KB - (& Number of printers: 5 0.98 GB
Ready Direct Direct 0B /A Noprinter 0.98 GB
Ready E-Mail_Web follow me 08/ Noprinter 0.98 GB
Ready Follow_Me_Wollongea...  follow me OB s Number of printers: 1 0.98 GB
Ready Job roaming follow me 0B /A4 No printer 0.98 GB
Ready Mabile_Application follow me 0B /A Noprinter 0.98 GB
Ready Queye! follow me 0B s Number of printers: 5 0.98 GB
Ready Replicated jobs follow me 0B /A Noprinter 0.98 GB

FIGURE 11.31. Opening the properties panel of the QueueX
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22.1.1. Adding rules to a queue

To add a rule to a queue, do the following:

1. Open the queue's properties panel.

2. On the panel, click Prologue/epilogue. The Prologue/epilogue tab opens.

3. On the tab, click +Add rule. A panel with settings of the new rule open at the

bottom of the panel.

i QueueX

General | Job processing | Prologue/epilogue  Printers
=ﬂ= Aclcwle Edit Delete

Place Page type

Rights

Description

4. On the panel, download the rule, set it up (for information on the settings, see
"Table of settings " on the facing page.), and then click Save. The new rule is
added to the list of rules on the Prologue/epilogue tab.

= Rule

Place: * | Beginning of the page v

Page type: * | All pages v
Custom pages:

File: * | Choose File | HeaderCompany.txt
Encoding: * | UTF-16 -
Description: |Company X: Header

W |5$we A Cancel
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22.1.2. Editing a rule

To open settings of a rule, double-click the rule on the Prologue/epilogue tab.
Settings of the new rule open at the bottom of the panel.

Table of settings

Place

Page type

Custom
Pages

File

Encoding

Description

The object defined by the Prescribe code can be placed to the
beginning of the document, end of the document, beginning of
selected pages or end of selected pages.

Here you can select to which pages the Prescribe code will apply: All
pages, Odd pages, Even pages or Custom pages.

Here you can further specify to which pages the Prescribe code will
apply.

Here you can upload the text file with the Prescribe code.

Here you have to select the encoding that is used in the text file with
the Prescribe code.

Here you can type a description of the rule. You will see this
description on the rules overview.

22.1.3. Deleting a rule

To delete a rule to a queue, do the following:

1. Open the queue's properties panel.

2. On the panel, click Prologue/epilogue. The Prologue/epilogue tab opens.

3. On the tab, select the rule, click Delete, and then confirm the action in the
confirmation dialog box. The rule is removed from the panel.
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i QueueX

General | Job processing | Prologue/epilogue | Printers Rights

ok Add rule &7 Edit & Deﬁte

Place Page type Description

Beginning of the decument

FIGURE 11.32. Deleting the "Beginning of the document” rule.
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23. Job Preview

With a third-party job preview software installed on the MyQ server, you can enable
MyQ users and the MyQ administrator to preview print jobs that are sent to MyQ in one
of the three most common page description languages: PCL 5, PCL 6 and Postscript.
After the feature is set up, both users and the administrator can open the job preview
on the Jobs main tab of the MyQ Web Interface.

. NOTICE: MyQ does not contain any software for preview of the print job; a third-
" party software has to be installed on the MyQ server and used for the preview.

23.1. Setting up the Job Preview feature

To set up the feature, open the Jobs settings tab of the MyQ Web Interface (click MyQ,
then click Settings, and lastly click Jobs).

4 Jobs preview

Enabled:
Tools: | PostScnpt ¥ ||"Ch\Program Files (x86)\gs\gs9.0%bin\gswind2.exe” -q - Remove Prescribe ™ 3€
dMOPAUSE -dBATCH -sDEVICE=pdfwrite -
sOutputFile="%outFile%" "%inFila%"

+ Save K Cancel

FIGURE 11.33. Settings of the Jobs preview

On the tab, you can enable or disable the preview and select the external applications
to be used for the preview. For every type of output (PCL 5, PCL 6 and PostScript), you
have to select the external tool and set parameters of the preview via the commands of
the third-party application.

The following examples show you what the command line can look like:

PostScript (GhostScript): "c:\Program Files\Ghostscript\gswin64c" -q -dNOPAUSE -
dBATCH -sDEVICE=pdfwrite -sOutputFile="%outFile%" "%inFile%"

PCL (GhostPCL): "c\Program Files\GhostPCL\gpcléwin64" - dNOPAUSE -
sDEVICE=pdfwrite -sOutputFile="%outFile%" "%inFile%"



PCL (Redtitan): "C:\Program Files (x86)\RedTitan\software\escapee.exe" /PDF
"%inFile%" /PDF /TO "%outFile%" /pdfopts 65792 /errorok ALL /X /ERRORLOG
"%inFile%error.log"

INFO: For detailed information on how to use the commands, see the
* documentation of the third-party application.

To enable (or disable) the Jobs preview Feature, do the following:

Click the ON/OFF button next to Enabled.

4 Jobs preview

Enabled:

FIGURE 11.34. The ON/OFF button for enabling and disabling the feature

To set the tool for a particular print job output type, do the following:

1. Under Jobs preview, click +Add. The settings of the new tool appear on the tab.

4 Jobs preview

Enabled:

Tools: == Add

=

FIGURE 11.35. Adding the new tool for job preview

2. On the tools drop-down box on the left, select the page description language, in
the text box on the right, enter the path to the external application to be used for
this language and set the parameters of the preview using internal commands of
the application. After this, click Save at the bottom of the tab.

Enabled:
Tools: | PostScript ¥ || "C:AProgram Files (x86)\gs\gs9.0%\bin\gswin32c” -q - ¥/ Remove Prescribe ™ X
dNOPAUSE -dBATCH -sDEVICE=pdfwrite -
sCutputFile="%outFile?:" "JEinFile:"

W Swe & Cancel

FIGURE 11.36. Setting and saving the new tool
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NOTICE: The Remove Prescribe option can be used in case the external
¢ software does not support Prescribe orders. For information about the Prescribe
orders, see "Prologue, Epilogue” on page 282.

23.2. Previewing the print jobs

The jobs can be previewed on the Jobs main tab of the MyQ Web Interface. To open
the tab, click MyQ, and then click Jobs.

To preview the print job, select the job on the tab, and then click Preview at the left
side of the toolbar. (Or right-click the job, and then click Preview on the shortcut
menu.)

myQ- .
4 ||, Alljobs -4 Preview 3 Actions = Bl Tooks ~ & Refresh || Search
oL Status B | 4 [ Name Size  Cwner
il Paused
¥+ Printed Today
F it
= Da"lor'; Paused ., Document B 157.51 K2 eliotkate
© Delete
Al Paused —» Document A 52.05 KB ' eliot.kate
)&

FIGURE 11.37. Previewing a job

INFO: To open the preview, you might need to allow pop-up windows in your
Web browser.

- |
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24. Job Archiving

With a dedicated Job Archiving license and the Job Preview feature set up on the MyQ
server, you can automatically archive all print jobs that are sent to MyQ. On selected
brands of printing devices, you can also archive all copy and scan jobs.

This way you can have a full control over what has been printed, scanned and copied
within your printing environment, which can be required for example in high security
areas in order to be able to identify sources of data leakage.

INFO: For information on how to acquire the Job Archiving license, please
., contact the MyQ Sales department. For information on how to set up and
activate the Job Preview, see "Job Preview" on page 286.

24.1. Setting up the Job Archiving Feature

The feature is not part of the default setup of the MyQ server and before the Job
Archiving license is added to the server, the settings of the feature on the MyQ Web
Interface are hidden from the administrator. After you add the licenses, you can set up
the Feature on the Jobs settings tab of the MyQ Web Interface.

Adding and activating the license

1. Open the License settings tab of the MyQ Web Interface (Click MyQ, then click
Settings, and lastly click License).

2. On the toolbar at the top of the License section, click +Add license. The Add
license dialog box appears.

= License

=k Add license Activate Activate manuall Activate a Delete

License Key Count Status

FIGURE 11.38. Adding the license on the License section of the License settings tab
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3. In the dialog box, enter the license, and then click OK. The license is added to the
server and displayed in the list of licenses on the License section.

Add license 4

Enter the license keys, one key per row.:
50001E105-20080006503C91-4B99BEDC

S
Vlgﬂ &K Cancel
FIGURE 11.39.
4. To activate the license, select it on the list, and then click Activate.
:% Add license | | Actiw:e ¥ Activate manually P Activate all 75 Delete
License Key Count Status
= 50001CTEG-23100AC300C00AD56503CO1-E0D502CE
tion: Business Pro 10 OK
Printers: 10 |:C oud Enabled} Expiration date: 06/03/2018
nitial support: 12 months, Standard
A% 50001E105-30080006503C91-4B90BADC _ OK, activate by 06/06/2018
Features: Archiving of print, copy, fax and scan jobs Expiration date: 07/28/2018

FIGURE 11.40.
Setting up the feature

On the Jobs settings tab of the MyQ Web Interface (to open, click MyQ, then click
Settings, and lastly click Jobs), under Jobs archiving, you can enable or disable the
feature and change the folder where the jobs are archived (by default it is the
JobsArchive subfolder of the MyQ data folder).

4 Jobs archiving

-~ feztira chnras all nenE framy e n i Fay ek
{ TEQiUlE SUUNES O * WL B e as S

m

1]

f
[T=]

Enabled:

Archive folder: * |%appi\JobsArchive L

cop A s LN g Lalid IUaE

FIGURE 11.41. Enabling the Job archiving
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24.2. Viewing the archived jobs

The jobs are stored in subfolders of the Archive folder, each of these sub-folders has
the form: YYYY-MM-DD-XXXX where the front part informs about the date when the
sub-folder was created, while the number at the bottom part serves to sort sub-folders
created in the same day.

In the subfolders, you can find two files for each of the printed, copied or scanned jobs:
a PDF file with the view of the job and an XML file with basic information about the job,
such as the type of the job or the username of the printing user.

L F N 2018-05-29-0001 -[a[x]
“ Home Share View o

© + 4 |l « JobsA.. » 2018-05-29-0001 v @& | | Search2018-05-29-0001 o |
4 Favorites - Mame - Date modified Type ™
BE Desltop - =L job-0001 5/29/2018 603 PM Adob| =

4. Downloads |£] job-0001 5/29/2012 903 PM XML |

| Recent places =L job-0002 5/29/2018 904 PM Adob
|£] job-0002 5/29/2012 904 PM XML,

4 M| This PC vl ¢ m >

gitems 1 item selected 70.6 KB =

FIGURE 11.42. The folder with the archived jobs

<?xml version="1.0" encoding="UTF-8"?>
- <dataz
<timestamp=2018-05-29 21:03:39</timestamp>
zusername>eliot.kate</username>
<jobTypez=copy</jobType=
zserverMame=10.14.5.96</serverName>
zserverVersion=7.1.0.366</serverVersion=
zprinterAddr=10.14.4.12 < /printeraddr>
- =files=
<file=job-0001.pdf</file=
< ffiles=
< fdata=

FIGURE 11.43. The job's data shown in the XML file
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25. Price List

On the Price List settings tab, you can create price lists and attach them to printing
devices. Price lists are used to assess the price of each printing device operation. That is
necessary for monetary accounting and MyQ advanced features such as credit
accounting and monetary quotas.

mvo L &2l Settings: Price List

& Settings .| Price List
=i License o= Mew price ist | &~ Edit | & &
== Server Type & Cloud Status Mame
) & Used until 06/09/2076 5:11:43 ... 3
BB Sites
: @ Active b
>§’ HEUET] @ Active C
& Network @ Active d

FIGURE 12.1. The Price List settings tab

You can also set discounts or increase price of print, copy, scan and fax services for
particular users and groups.

To open the Price list settings tab, click the MyQ icon, then click Settings, and finally
click Price List.

25.1. Adding price lists

To add a new price list:

1. On the bar at the top of the Price List settings tab, click +New price list. The
new price list properties panel opens on the right side of screen.

2. On the panel, enter the price list name, set up the price list (see "Editing price
lists" below), and then click Save.

25.2. Editing price lists

On the properties panel of the price list, you can rename the price list, define prices of
print, copy, scan and fax services and attach the price list to printing devices. To open
the panel, double-click the price list on the list of price lists on the Price List setting
tab.



L Price list %

General Configuration Profiles

Mame: *

Lser Administrator

 Print Expand

- Paper format Expand

- Fax Expand

o Save & Cancel

FIGURE 12.2. Price list properties panel

25.2.1. Setting prices of print, copy, scan and fax services

Of the General tab of the price list's properties panel, you can set prices of print, copy,
scan and fax services. There are two subtabs, the Users subtab, where you set prices
for MyQ users, and the Administrator tab, where you set prices for the MyQ
administrator.

Print In this section, you can set the price per printed page for monochrome and
full-color print.

Some printing devices allow pricing according to coverage of paper.
You can set prices for three states of coverage: Low, Medium and High.

Copy In this section, you can set the price per copied page for monochrome, full-
color and single color copying.

Some printing devices allow pricing by coverage of paper.
You can set prices for three states of coverage: Low, Medium and High.

Scan In this section, you can set the price per scanned page.
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Paper In this section, you can set the price per sheet for different paper formats.

format

Fax In this section, you can set the price per printed faxed page.

INFO: Some printing devices lack the counters necessary for obtaining
information about some parameters, for example information about size of

carried out on these machines.

paper. Those parameters are not counted in the final price of jobs that are

INFO: Whenever the price list is updated, e.q. its parameters values are changed
. and the price list is saved, a new price list is created. Pages printed with the

previous version of the price list are counted according to the old settings.

25.2.2. Attaching price lists to printing devices on the properties panel

1. On the list of price lists on the Price List settings tab, double-click the price list.

The new price list properties panel opens on the right side of the window.

2. Click Configuration Profiles.

L Price list

Marme

General  Configuration Profiles

== Add “ Rem

]

FIGURE 12.3. Adding printing devices to the price list on the Printers section of the price list

properties panel
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3. Click +Add. The Select Configuration Profile window opens.

Select Configuration Profile X

Configuration Profile Price list
Moskva
Chicago
Hamburg Hamburg

Mo terminal

FIGURE 12.4. Selecting the configuration profile

4. In the dialog box, select the configuration profile to which you want to attach the
price list, and then click OK. The configuration profile appears on the printing
devices list on the Printers tab.

You can also attach a price list to a configuration profile when you go to Settings -
Configuration Profiles, in the overview double-click a profile and change the Price List
in the right pane on the window.

NOTICE: You cannot attach more than one price list to a single configuration
¢ profile . If you add a price list to aconfiguration profile that already has a
different price list attached to it, the old price list is replaced by the new one.

25.3. Discounts and increased prices of print, copy, scan and fax

services

The prices set in price lists are applied to all users and groups without any possible
distinction. To distinguish between particular users and groups, you can provide the
users and groups with discounts, or increase the prices in the list for them.

The discounts are set in percents and are applied to all price lists. Within the discount,
you can set a particular value for each print, copy, scan or fax price lists' item. The price
of an action is increased by setting a negative discount for the item, for example a
-15% discount.

The Discounts section, where the discounts are set, is also part of the Price List
settings tab.
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- Discounts
== New discount o~ Edit 4 % &K &

User or group Discount
200%: PM, PC, CM, Scan, &4, A5, B4, BS, Folio, Ledger, Legal, Letter, Statement
15.00%: CC, PCCLT, CCCLT
S Painters 35.00%: A3, Pap
25.00%: PCCL2, CCCLZ
70058 OO
15.00%: PM. CM, Scan, A3, PaperOi
L Writers 25.00%: Ad
35.00%: Statement, Fax
12.00%: PM, &4, A3, PaperOther, A5, B4, BS, Folio, Ledger
8.00%8: PC
A oo 10.00%: CM, CC, CC
. Eliot Kate
b Elothe 24.00%: Scan
16.00%: Legal, Letter, Statement

32.00%: Fax

(]

FIGURE 12.5. The Discounts section of the Price list settings tab

INFO: If more discount definitions apply to a user, the one defined higher in the
* list is used. Use the up and down arrows to adjust the order.

Creating a new discount
1. Click New discount at the upper-left corner of the Discounts widget.
The new discount properties panel appears on the right side of screen.

2. Set the discount.

3. Click OK to save it.

Editing a discount

To open editing options of a discount, double-click the discount (or right-click the
discount, and then click Edit on the shortcut menu). The discount's properties panel
appears on the right side of screen.
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Discounts

C'i'?Newdisc:uunt & Edit + X ¢

User or group Discount
15.00%: PM, CM, Scan, A3, PaperOther, A5, B4, B5, Folio, Ledger, Legal, Letter
L Writers p E:l.ﬁ }
« Down CCL1, CCCLT
. rainters sperOther, PCCL3, CCCL3, Fax

. Delete (Delete I———

FIGURE 12.6. Opening a discount

For each discount, you need to set the user or group to which it will be applied and the
values of each item (such as B&W print or Full-color copy) of the discount in percents.
To increase the price of an item, set the discount to a negative number (such as -
15%).

After the discount is set, click OK to save it.

Discount x
User or group: * | Bt Writers -
4 Print
B&W:* |15.00 % (PM
Full-celer: * |0.00 e (PC

* Full-color by coverage Expand

4 Copy
B&W:* [15.00 % (CM
Full-color: * | 0.00 % (CC
Single-color: * |0.00 % (CC
* Full-color by coverage Expand
" Scan Expand
" Fax Expand

- Paper format Cepand

%OK & Cancel

FIGURE 12.7. Editing a discount
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Deleting a discount
1. Select the account.

2. Click #.
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26. Reports
mvo - % Reports

#L. Reports i All reports
'%' Add - Fun Edit Jpen & Refresh
4 | g All reports Status | Run at Report
4 | B My reports
#5 My daily summary Today
& My sessions & 03/29/2017 4.. Custom 3: Credit balances
LS My monthly summary

4 T rETE S ' 03/29/2017 4.. Custom 1: Total printer counters
| 3

#5 Custom 1: Total printer counters

-
L=
-
b

ustom 2: Environmental impact of print

FIGURE 13.1. Reports main tab

<

On the Reports main tab, you can create and generate reports with a variety of data
concerning your printing environment. The reports can be related to users, printing
devices, print jobs etc. Reports in MyQ are divided into two main categories: My
Reports and Shared reports. My Reports show users reports created by themselves,
while Shared reports show them reports created by the administrator or by other
users.

There are three default reports: My daily summary, My sessions and My monthly
summary. These are displayed in the My Reports folder of the MyQ administrator,
who can modify them, delete them or change their design. For all the other users, the
default reports are displayed in the Shared Reports folder and cannot be changed in
any way.

In addition to the three default reports, the administrator can create an unlimited
number of reports and eventually sort them into sub folders of the My Reports folder.
Users can create their own reports but they are limited to use only certain report types
depending on the rights granted by the administrator. (See "Providing users with rights
to use report types "on the next page.)

Each report can be directly displayed on the web interface and saved in any of the
following formats: PDF, CSV, XML, XLSX and ODS. The reports can be automatically
generated and regularly sent to email or stored in the predefined folder.
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Printers — Total counters by period
Created 05/02/2017 2:57:39 AM myQ

Period 04/01/2017 12:00:00 AM - 04/30/2017 11:59:59 PM

Printer IP address Terminal ID B&W print Color print B&W copy Color copy Scans Fax
Printer A 10.14.4.01 0017C828AB9E 25 45 0 10 28 0
Printer B 10.14.4.18 249 57 10 35 27 0
Printer C 10.14.457 760207066141 7 L] 0 0 8] 0
Printer IP address Terminal ID B&W print Color print B&W copy Color copy Scans Fax

281 11 10 45 55 0

FIGURE 13.2. Generated PDF report of total counters of selected printing devices

26.1. Types of reports

When you are creating reports on the Reports main tab, you can choose from a large
number of built-in report types that are sorted into multiple categories. Some of the
types are in included in more categories (for example Groups: Daily Summary, Print
Jobs: Daily Summary, etc.), while some of the types are particular to only one category
(For example Device Alerts in Alerts Maintenance or Credit Balancein Credit & Quota).

You can overview all of the report types on the Reports settings tab, under Report
types. To open the tab, click MyQ at the top-left corner of the MyQ Web Interface,
then click Settings, and finally click Reports.

#= Report types
== Add Edit Search £

Type MNarne Run

Alerts & maintenance

Built-in Counter analysis
Built-in Device alerts

Built-in Device events summary
Built-in Top N alerts summary

FIGURE 13.3. All predefined reports are displayed on the Reports settings tab

26.1.1. Providing users with rights to use report types

Users and groups that are listed in the Run column of a report type can use this type to
create reports on their MyQ Web accounts. You can add and remove users and groups
from this column. To provide a user or group with the right to create a report or to take
it away from them, right-click the report, click Edit on the shortcut menu, and then add
or remove the user or group from the Use permission combo box.
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Users

Built-in Daily Summary S Al users

FIGURE 13.4. By default, all users can create the Daily summary, Monthly summary and Session details
reports.

Report type x
MName: |Day of week
Permissicn for running the -

FEPOrt: administrators can always run the report

+ OK ® Cancel

FIGURE 13.5.0n the Report type dialog box, you can grant rights to use the report type.

INFO: You can also add custom report types developed by the MyQ
development team. To do so, just click +Add, upload the custom file, eventually

. select users or groups that will have default access to the report, and then click
OK. For more information about custom report types, please ask the MyQ
support.

26.1.2. Categories of reports
Alerts & maintenance

These reports provide information about device alerts and unusual changes of device
counters.

Credit & Quota

These reports contain information concerning credit and quota, for example the
remaining credit or the state of quota of selected users.

Environmental

These reports inform about the environmental impact of printing. They show how many
trees needed to be harvested, how much energy was spent and how much carbon
dioxide was emitted during production of the paper used for printing and copying
within your company's printing environment.

Data sources vary in their estimations. MyQ calculations in the report are based on the
following data estimates:
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« Carbon dioxide for paper production: 12,7 gram per paper sheet

« Energy used For production: 48 Wh per paper sheet or 32Wh Wh for recycled
paper sheet

» Trees: 8333 paper sheets are counted as 1 tree.

General

These reports provide general information about the MyQ system, such as total
counters statistics and printing peaks or comparison of price lists used for printers.

Groups

These reports inform about groups of users. They can contain information about
membership, printed pages, current state of quotas etc.

Print Jobs

These reports contain information about jobs printed in MyQ , such as the list of all
expired and deleted jobs over a certain period.

Printers

These reports inform about all printing devices in the MyQ system (both local and
network). Generated reports can contain graphs of usage of the devices, daily, weekly
and monthly counters etc.

Projects

These reports contain information regarding projects and project accounting in MyQ,
such as daily summary of projects or projects assigned to selected users over a certain
period.

Service Module

These reports contain information about the Service module feature. For more
information about this feature, contact your MyQ support.

Users

These reports can contain various information about users. They can concern their print
jobs, credit statements, printed pages etc.
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26.1.3. Creating new aggregate columns

For supported types of reports (see "Supported types of reports"” on the next page), you
can create any number of custom aggregate (summary) columns. The column can
display either sum or average of a selection of any number of other columns available
for the type.

Creating the aggregate columns
To create a new aggregate column for a selected type of report, do the following:

1. On the list of the types of reports on the Reports settings tab, double click the
type where you want to create the new column. The properties panel of the type
opens on the right side of the screen.

Printers

Built-in Daily summary Printers

Built-in Day of the weak Printers

FIGURE 13.6. Opening the properties panel of the Daily summary report type

2. Click Aggregate columns .

|| Daily summary ®

General Aggreg atei}calu mns

Mame: |Daily summary

Permission for running the -
MEport pgoiinickadore cor Shae o I

dlil > Lall d dy> I LI sl

FIGURE 13.7. Opening the Aggregate columns tab

3. Click Add.
The properties panel of the new column opens.

4. In the panel:
a. Name the column.

b. Select the operation which you want to use (sum or average).

c. Add one or more columns to be included in the calculation.
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5. Click Save.
The new aggregate column is listed on the Aggregate column tab.

| Aggregate column x

MName:* |B&W Print and Copies
Operation: * | Sum v

Columns: * | B&W print| BBW copies -

% Save &K Cancel

FIGURE 13.8. Opening the properties panel of the Daily summary report type

Supported types of reports

The summary columns can be created for the following types of reports:

Category

Groups

Groups

Print jobs

Printers

Printers

Printers

Projects

Projects

Projects

Projects

Projects
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Monthly summary

Total summary

Expired and deleted jobs

Daily summary

Day of the week

Meter reading via SNMP

Daily summary

Day of the week

Monthly summary

Projects

User per project




26.2. Creating and editing reports

You can create the new report in a few steps: just click + Add on the Reports main tab,

and than set the report's type, name and filters. You can also edit already existing
reports by clicking Edit at the same tab.

Creating a new report

1. At the top-right corner of the Reports main tab, click +Add, and then click New
report. The New report dialog box appears.

#- Reports

Fun Edit

%+ N Elfﬁe port
4+ New

¥& My daily summary

older

!"5 My sessions

!"5 My monthly summary

e Shared reports

FIGURE 13.9. Adding the new report

2. In the box, select the type of the new report and the folder, where it will be
placed, and then click OK. The editing panel of the new report opens. On the
panel, edit and save the report. For information about the editing options, see

"Editing a report" below.

New report

Type: *

Folder:

ks
Weekly statistics -
My reports -

&K Cancel

I

FIGURE 13.10. Submitting the new report's type and folder and opening its editing options

Editing a report

1. On the General sub tab of the report's editing tab, you can change name of the
report, write its description, select the users or groups who will have the right to
run the report and those who will have the right to edit the report. You can also
click Schedule to set its scheduled run. After you are finished with the settings
here, click Design to open the Design sub tab of the report.
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o Save | P Run
= Only you can see this report

General Design

4 General

Mame:* | General - Weekly statistics

Description:
P
4 Sharing
Run: ::'L Administrator -
Edit: _':-'_, Administrator -

< Scheduled run
This report is not scheduled.

3 Schedule

FIGURE 13.11. General sub tab of the project's setting tab

2. On the Design sub tab, you can set layout of the report, select the items (Users,
Printers etc.) that will be included in the reports, add or remove columns and
change their order.

Options

« Orientation: Select either the Portrait, or the Landscape orientation.

| | Options

Crnentation: | Portrait v

FIGURE 13.12. Orientation setting on the Design subtab of the report's editing panel
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Filters and parameters

- Filters and parameters
User: [ All users -
Group: -
Printer: -
Printer group: | All printers -
Period: |Last 7 days = -

FIGURE 13.13. Filters and parameters on the Design subtab of the report's editing panel

Available filters and parameters differ depending on type of the report. These are the
main parameters available for most of standard reports types:

« User: Select the users to be included in the report. If you select the Me option
and share this report with all users, each user can see just the data that concern
him or her, this way you can make peronalized reports for each user.

« Group: Select the groups of users to be included in the report.
« Printer: Select the printers to be included in the report.
« Printer group: Select the groups of printers to be included in the report.

« Period: Select the time period to be covered by the report.

Table
| " Table
& Add
Colurnn Width Align Surnmary
Period Auto Auto one
B&W pages Autc Autc Surn
Color Pages Autc Aute Surn
Tota Auto Auto Sum
Scans Aute Auto Sum
Total price Autc Aute Sumn

FIGURE 13.14. Table layout setting on the Design subtab of the report's editing panel

Here you can enable and disable the table. (This makes sense if you can have both the
table and the chart on the report and want to select just one of them.)
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You can also add and remove columns to the table, edit the columns and change their
order. For each column, you can change width, alignment and the type of summary that
will be shown on the final (bottom) row (Sum, Average or None).

To add a new column, click +Add. To open editing options of an existing column,
double-click it (or select it, and then click Edit). To remove a column, select it and click
# . To move a column up or down the order, select it, and then use the & / % arrows.

Period B&W pages Color Pages Total Scans Total price
2017-3 5,621 9,189 14,810 5,506 $5,440.000
2017-4 1,211 569 1,780 1,234 §7,072.000
Period B&/W pages Color Pages Total Scans Total price

6,832 9,758 16,590 6,740 §12,512.000

FIGURE 13.15. An example of a generated tab

INFO: You can also use the Aggregate columns created in settings of the type of
report on the Reports settings tab of the MyQ Web Interface.

- |

NOTICE: Some reports do not include the option to use tables and their data can
be displayed only in the chart form.

Chart

#- Chart

ne T

Chart type: | Li

Data series: =f= Add

Colurmn Caolor
B&W pages

Color Pages

Tota

Scans

FIGURE 13.16. Designing the chart on the report's editing panel

Here you can enable and disable the chart. (This makes sense if you can have both the
chart and the table on the report and want to select just one of them.)
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You can also select from the Bar, Line, Pie and Doughnut report chart types.
Furthermore, you can add and remove data types to be shown on the chart and select
colors for each data type.

To add a data type, click +Add. To open editing options of a data type, double-click it (or
select it, and then click Edit). To remove a data type, select it and click ¥ . To move a
data type up or down the order, select it, and then use the ¥ / % arrows.

INFO: Some reports do not include the option to use charts and their data can be
* displayed only in the table form.

16000
N saw pages
14080 B color Pages
12000 B ota
B scans
10000
8000
6000
4000
2000
O
2017-3 2017-4

FIGURE 13.17. An example of a generated line chart

3) Designing your own reports can be a bit tricky, since it always depends on many
factors - amount of data included (columns), length of column names and values, report
orientation etc. To get the best result, you can click Run anytime during the report's
creation to check what the new design will look like. Only after you are satisfied with
the layout, click Save to save the report.

o Save | P Run

FIGURE 13.18. Run / Save reports
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26.3. Generating reports and scheduled run of reports

To run a report

« Select the report and then click Run. (Or right-click a saved report, and then click
Run on its shortcut menu.)

To export the displayed report

« After the report is generated, click one of the format buttons on the bar at the
top of the report screen to download it.

Il POF I csv Il ¥Lsx |d oDs [ XML

FIGURE 13.19. The format selection bar is visible above the report preview on the on the left side
of screen

To set a scheduled run of a report

1. Open the report's editing options, and then click Schedule at the bottom of the
General sub-tab. The Task Scheduler settings tab opens with the report
properties panel opened on the left side of the tab.

2. On the properties panel, you can set the scheduled run of the report. For
information on how to set up the schedule, see "Task Scheduler settings tab " on
page 58.

NOTICE: There is a fixed limit of records of the reports that are generated on
the Reports main tab of the MyQ Web Interface. It can be set in the Limit
¢ results to: textbox on the Reports settings tab of the MyQ Web Interface (MyQ
/ Settings / Reports). By default it is set to 1000. This applies only to the
reports run on the MyQ Web Interface, scheduled reports are always complete.

26.4. User rights for displaying specific reports / sharing reports

By default, administrator can access and manage all report types. On the Rights
settings tab, you can provide users and groups of users with access to all report types
independently on settings on the Reports settings tab (see "Types of reports” on
page 300). For more information about providing rights in MyQ, see "Rights" on
page 146.

The person who creates or edits the report (see "Editing a report” on page 305) can
select other users and groups that will be able to run or edit the report as well. This can
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be done on the General subtab of the report's editing tab by adding users and groups
to the Run / Edit selections under Sharing.

4 Sharing

Run: | S Al users

rdit: | L, Hliot Kate £ Carol Kai

-

-

FIGURE 13.20. Sharing the report and providing users with rights to edit it

NOTICE: Managers of groups that are given access to a report see information
" about all members of the group in the report.
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27. System health check

This option presents you with an overview of error messages with the level of severity
added after some registered checks are done. The errors concern database health, disk

space availability, PIN length settings and time zone configuration. They are listed in
the table below.

Code Severity Description

101 High Main database health is not good; multiple messages can appear in the log
102 High Log database health is not good; multiple messages can appear in the log.
103 Medium PIN length needs to be increased; see PIN generation

104 High Disk space is on warning level; see Disk space check

101 Critical Disk space is on critical level; see Disk space check

106 High Timezones misconfiguration; see Time zone

When the error message has the severity Critical the administrator gets an email.
Every error message with a higher severity as Low will be logged in the MyQ main log.

27.1. Using system health check

You access the system health check overview by clicking the arrow in the MyQ icon and
selecting System health check from the Main Menu. In doubt, see: Main Menu.

Date: » Run Y Show hidden | & Refresh  Last rum: 09/16/2019 2:17:25 PM
E ~| |Code Created Severity Description
Severity:
Al - No system health problem detected.
#8 Search

FIGURE 13.21. System health check

1. Setyour search criteria in the left pane.
a. You can search for errors on a specific Date by clicking the calendar icon. If

you want to set a wider range search, click the arrow to choose a date
selector:
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Drate; AL
| ey

= - _Cu:u:le

Today "
Yesterday
This week
Last week
This month
Last month
This year

Last year

Last X hours
Last X days
Last ¥ weeks
Last X months

FIGURE 13.22. Date options
b. Select a Severity from the drop down list.
2. Click Search. The search result is shown in the right pane.

3. Click Run to trigger the System health check Task scheduler to perform a check
with these date and severity settings.
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28. Scan Management

mvo - =) Settings: Scanning & OCR

J& Settings =5 Scanning & OCR

B L'
i License -
- General Expand

= Server Type & Cloud -
- Default settings of an email with scan Expanc

BE Sites
- Parameters for panel-scan scanning Expanc
2% General
- OCR Expand
% Network
+! Task Scheduler W Save

= Easy Cluster

U= Printers
®, Printer Discovery
B Terminal Actions

[ Scanning & OCR

FIGURE 14.1.Scanning & OCR settings tab

The MyQ system is able to automatically send scanned documents a specified folder or
email belonging to the scanning user, let us call it the Scan to MyQ users feature.
With the feature enabled, MyQ serves as an email server — it receives a scanned job
from printing devices via the SMTP protocol, detects the device from which the job is
sent, finds the user that is currently logged on the device and sends the job to their
folder or email (depends on the user's settings).

The first section of this topic shows you how to set up the Scan to MyQ Users feature

on the MyQ server and how to use it. The following two sections present two advanced
scanning options in MyQ: limiting the size of emails with scans and scanning to OCR. In
the last section, you can view the table of all MyQ email commands.

INFO: Scanning to MyQ users is also one of the essential features of the MyQ
/ Embedded terminals. Apart from it, the embedded terminals offer a large
number of advanced destinations such as Cloud and FTP servers.
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28.1. Scan to MyQ users

First, you need to set up the feature on the MyQ server and on the Printing device to
enable the MyQ users to use all of the scanning options. After that, you need to provide
the users with receiver email addresses, where they can direct the scanned documents.

28.1.1. Setting up the feature

The setup of the fea

ture consists of the following consecutive steps:

« Enable and setup scanning on the MyQ server;

« Set SMTP on the printing device;

« Set the destinations for the MyQ users on the MyQ server.

Enable and setup

scanning on the MyQ server

myo -

& Settings

i License

BE Sites
}é,’ General
ﬁ Metwork
X Task Scheduler
== Easy Cluster
(% Printers
" Printer Discovery

B Terminal Actions

== Settings: Scanning & OC
=7 Scanning & OCR

- General Expand

= Server Type & Cloud

- Default settings of an email with scan Expand
- Parameters for panel-scan scanning Expand

- OCR Expand

(=~ Scanning & OCR

o Save

« Enable scanning on the Scanning & OCR settings tab, under General.

FIGURE 14.2. The Scanning & OCR settings tab

« You can also change the subject and message of the email with the scanned
document there. As the sender of the document, you can select either email of
the logged user or the default sender email set on the Network settings tab,
under Outgoing SMTP server.
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NOTICE: The outgoing SMTP server has to be set up on the Network settings
¢ tab, under Outgoing SMTP server. For information about how to set up the
server, see "Outgoing SMTP server"” on page 55.

Set SMTP on the printing device

The scanning function requires enabling SMTP protocol, setting SMTP server address
and entering a sender email on the printing device web interface. For information
about how to enter the printing device web interface and find the particular settings,
see the printing device manual.

To enable the scanning function, take the following steps in any order on the
printing device web interface:

« Enable SMTP protocol.
« Enter MyQ server IP address or host name.

« Ensure that the SMTP port is the same as the SMTP port in the Network settings
tab, under MyQ SMTP server. The default port in MyQ is 25. (For more
information, see "MyQ HTTP Server (Apache) and MyQ SMTP Server" on page 55.)

« Enter sender email address. The address value is arbitrary.

Set the destinations for the MyQ users on the MyQ server

Full name: * |Elict Kate
Email: |elict.kate@myqg-solution.com
Phone:
Personal number:
Default language: | English (United Kingdom) r
User's scan storage: |\\MBZ237\Scanned Documents\Eliot_Kate

FIGURE 14.3. Setting the scanning destinations on the user properties panel

On the properties panel of each individual MyQ user (see "Editing user accounts” on
page 129), you can set the destinations for the three options the feature: Sending scans
to the user's primary email, Sending scans to other predefined emails, Storing scans to
the user's scan folder.
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To provide a user with these options, set the appropriate fields on the their properties
panel according to the following table:

OPTION PARAMETER VALUE
Sending scans to the | Email User's primary email
user's primary email address

(see "Sending scans to the
user's primary email” on the
facing page)

Sending scans to User's scan storage Any number of email

other emails addresses separated by
commas (see "Sending
scans to other emails” on
the facing page)

Storing scans to the User's scan storage Folder where the document
user's scan folder should be stored (see
"Storing scans to the user's
scan folder” on the facing

page)

NOTICE: You can set the parameters when adding, importing or synchronizing
¢ the user and later change them in their account settings. For more information,
see "User information and settings" on page 130.

28.1.2. Using the Scan to MyQ Users feature

To send the email to the desired destination, the scan needs to be directed to a specific
receiver email address. There are two options to enable the MyQ users to send the
scans there: provide them with the respective receiver email address, or predefine
these email addresses on the printing device's Web User Interface.
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Email addresses For scanning to MyQ users
Sending scans to the user's primary email

The scanned document is sent to the user email set in the email text box on the user
properties panel.

The receiver email address has to be email@myg.local

Sending scans to other emails

The scanned document is sent to all emails set in the User's scan storage text box
(multiple emails are separated by commas) on the user properties panel.

The receiver email address has to be folder@mygq.local

Storing scans to the user's scan folder

You have to create a shared folder and ensure that MyQ has access to this folder. After
this, enter the folder's location to the User's scan storage text box.

The scanned document is sent to MyQ, and then stored in the shared folder via
SMB protocol. The stored document file name consists of the user account name, the
date and the time when the scan was sent.

The receiver email address has to be folder@mygq.local

NOTICE: To enable MyQ to save the scan file in the user scan folder, you have to
¢ make sure that the folder is shared over your network and that the computer on
which you run MyQ has all the necessary access rights to this folder.
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Predefined list of the MyQ destinations on the printing device

On the Address List on the printing device's web interface, you can predefine email
addresses where the scanned documents are sent.

4« Home

Address List (Display All Items)

wizard Method | Manual Input

_f‘ Add User 7 Change E Delete E Add Group ﬁ Maintenance

Number of Registered : User(s)8 Group(s)0 Switch to Display Specified No.of Items

Typew | Registration No.w | Namew Freq.w | Title 1w | Title 2w | Title 3w | User Codew | E-mail Addressw

2 00001 MyQ Email on - - myqg@myaq.local

g 1 00002 SCAM to PDF on - - mygocr.pdf@myaq.local
2 00003 SCAN To Word on myqocr.word@mydq.local
g 1 00004 SCAN To Excel on - - myqgocr.excel@myaq.local

FIGURE 14.4. Defining scan destinations on the printing device's Web Ul

28.2. Scan size limit, sending scans exceeding the limit

4 Default settings of an email with scan

Maximum email size: * |2047 MEBE

m
fo
(=)
m
-
=]

Sender:* | Logged user r

Subject: * | MyQ: scanned document

olISEMame’o, AlMESIampTe, AONgINaISUD|ECT, Foir

(=5
%]

Faramene

(1=}

Message:  Scan in attachment | Scan as a secured link

Hello,

see the following link(s) for your scanned document,
Halinks%a

Your MyQ

olISEMame’s, AliMmesiampo, Aonginalsubjedt, ornging

(=5

eI ody%

FIGURE 14.5. The Maximum email size setting and the Scan as a secured link text box on the
Scanning&OCR settings tab

Due to email size restrictions of some email servers, users might not be able to send
scans exceeding a certain size to their emails. To prevent such situations, you can set
the maximum size of emails with scans on the MyQ Web Interface. Emails exceeding
the limit are then replaced by emails with a secured link to the scan file, which is saved
on the MyQ print server.
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Maximum email
size

Sets the maximum limit of the email with scan.

Scan as a
secured link

Edit the body of the email with the secured link to the scan file. You
can use multiple parameters, such as name of the sending user.
The %links% parameter represents the actual link to the stored scan

file.

INFO: Select System management- History to set the period after which the
., scan files are deleted. For further information about the MyQ history settings,
see "Changing settings of MyQ History" on page 66.

28.3. Optical Character Recognition (OCR)

Optical Character Recognition is a complementary service that converts scanned
documents to a searchable and editable format, such as an MS Word document or a
searchable PDF. To provide this functionality, you can either use the MyQ OCR (Optical
Character Recognition) server, which might be purchased as a part of the MyQ solution,
or you can employ a third-party application.

The following two sections describe setup of the feature on the MyQ server.

INFO: For information on how to purchase the MyQ OCR server, please contact
the MyQ sales department.

- |

28.3.1. Activation and setup of the feature

4 OCR

Enabled:

OCR server type: * (8) Custom OCR server

MyQ OCR Server

OCR working folder: * |9

viyh! Oata

FIGURE 14.6. The General section and the OCR section of the Scanning & OCR settings tab

The OCR feature has to be enabled on the Scanning & OCR settings tab, under OCR.
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On the Scanning & OCR settings tab, under OCR, you can change the folder, where the
scanned data is sent. However, we recommend you not to change the default folder
(C:\ProgramData\MyQ\OCR)).

The OCR folder contains two sub-folders: in and out. In the in folder, the scanned
documents are stored before being processed. In the out folder, the processed
documents are saved by the OCR software and ready to be sent.

. NOTICE: A document sent to be processed by OCR is received with a certain
" delay depending on the OCR software speed and size of the document.

, NOTICE: Running the OCR software on the same production server as the
"~ MyQ service may affect your system performance.
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28.3.2. OCR processing

To send the scanned document to OCR, the entered receiver email address has to be in
the form: myqocr.*folder*@mygq.local, where *folder* is the folder where the
document is saved before it is proceeded by the OCR software, for example DOC or
PDF. If the folder is not there, MyQ will create it.

N AL OCR - [ax]
“ Home Share View ﬂ
(-I - T " C\ProgramData\MyhOCR v| c | Search OCR o) |

o Desktop ~1 Mame Date modified Type
| Documents ) B )
in 4/10/2015 411 AM File folder
4 Downloads = PR - -
! ] out 9/10/2015 411 AM  File folder
o Music
=| Pictures
& Videos
iy Local Disk (C:) | v || « m >
2items  1item selected =

FIGURE 14.7. The OCR folder under MyQ Data folder

The OCR software should listen to the document sub-folders of the in folder (in\doc,
in\txt,...), process the file sent there, save the converted document to the out folder
and delete the source file from the in\*folder* folder.

MyQ listens to the out folder, sends the converted file to the user and deletes it from
the folder.

INFO: The converted file is sent to the folder or email address listed in the
User's scan storage text box on the user properties panel.

- |

NOTICE: The file sent to the out folder by the OCR software has to have the
¢ same name as the source file in the in\*** folder. If the name of the converted
file differs from the source File, it is deleted without being sent to the user.
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28.4. Email commands table

email@myq.local Sends the document to the user's primary email.

folder@mygq.local Sends the document to the folder or emails set in
the User's scan storage text box on the user's
properties panel.

myqocr.*folder*@myq.local = Send the document to the OCR service. *folder*
is the folder where the document is saved before
it is proceeded by the OCR software.

myqfwd-*email* Any email sent from a printing device directly to
MyQ is discarded if the device is not in the user
session status. If you want to forward messages
from a printing device activated on the MyQ
server to some email address, you have to add
the myqFfwd- prefix.

*email* is the email address where MyQ
forwards the sent mail. For example, if you want
to forward messages to admin@domain.com
address, you have to set the address as
myqfwd-admin@domain.com.

INFO: Messages sent to myqfwd-*email* from printing devices that are not
* activated in MyQ are discarded.
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29. Credit

With the credit accounting feature activated, users can copy, print and scan only if they
have enough credit on their account in MyQ. Printing is allowed only for print jobs that
do not exceed the credit and copying is terminated immediately after the credit is
exceeded. The credit system can be restricted to selected users and groups.

mvo - B Settings: Credit

% Settings (=l Credit

il License _
Enabled:

= Server Type & Cloud f credit is enabled, it is recommended to enable the Job parser on the Settings >

= (~anar
A% General + Save & Cancal

"% Personalization .
~4 Users and Groups
+! Task Scheduler

= Add item Edit (S
FIGURE 14.8. Credit settings tab

Users can view the current amount of credit on their accounts on the MyQ Web
Interface and in the MyQ mobile application. If a printing device is equipped with an
embedded terminal or a reader with an LCD display, the logged users check the current
state of their credit there and are allowed to select only those jobs that do not exceed
their credit.

Based on the setup and properties of the printing environment, a variety of recharge
methods may be employed. The MyQ administrator can manage the credit on the
MyQ Web Interface, and also provide the users with the option to recharge the credit
themselves on embedded terminals, on recharging terminals, in the MyQ mobile
application, via recharging vouchers, or via a third-party payment method.

The MyQ Administrator (and authorised MyQ users) can also reset the credit to a
specific amount on the MyQ Web Interface.

NOTICE: For proper functioning of the credit accounting, it is necessary to set
. prices for particular functions (print/copy/scan — B&W/color) on each printer and
" to use MyQ parser to get the print job's metadata. For information on how to set
prices and how to activate the MyQ parser, see Price List and Jobs.
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29.1. Activation and setup of the Credit accounting

The activation and setup of the credit accounting is managed on the Credit settings tab.
To open this tab, click MyQ, then click Settings, and lastly click Credit.

To set up the credit accounting, follow these steps:
1) Enable credit accounting on the Credit settings tab.

« At the top of the tab, switch the Enabled option to ON, and then click Save.

=} Credit

Enabled:

[ : I c = Jobs page

o SE}:E & Cancel

FIGURE 14.9. Enabling the credit accounting
2) Activate credit for a user or for a group of users.

I. Under Users and Groups, click +Add new item. A new item appears on the list
of users and groups on the Credit settings tab.

£ Users and Groups

=k Add item Edit &
Mame Type Minimal balance Payment provider
S Al users Internal account 0.00

FIGURE 14.10. Adding new credit item to the list
There are three types of accounts for the credit accounting monetary operations:

« The MyQ Internal account is part of MyQ database. It is the most common
and widely used option.

« The External Account type serves for connection to third parties
accounting systems.

« The Managed by printer type is a specific type used with external payment
services.
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INFO: Users can use the PayPal and WebPay payment providers to send
payments to the Internal account.

- |

INFO: For more information about the External account payment type or
the Managed by printer payment type, please contact MyQ support.

W

ll. Set the credit options for the new user or group: enter or select the user (or
group of users), select the type of payment for credit services, set the minimal
balance (users cannot print, copy or scan if their credit is below this number), and
if you select the external account payment type, select the external payment
provider. Click OK to save the settings.

£ Users and Groups

&= Additem o Edit K &

Mame Type Minimal balance Payment provider

S Al users Internal account 0.00

S Group 1 * | Internal account Y0 [empty] r
I}(‘)K Cancel

-+ Payment providers

FIGURE 14.11. Setting the new credit item
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3) Under Payment providers, you can enable or disable the methods of payment
for the credit recharge:

Recharge Credit (on a terminal attached to a printer)
Vouchers

PayPal

External Payment Provider

WebPay

CASHNet

SnapScan

To enable any of these options (if it is disabled), select the Internal account / Option
in the Payment providers section, and then click Enabled on the bar at the top of the
section (or right-click the item, and then click Enabled on the shortcut menu).

7 Payment providers
& Edit Ena‘j}ed

Enabled MName Type

Account

MyQ Master Server Account Account

Credit recharge

& Disabled Recharge Credit (on a terminal attached to a printer) | Credit recharge

& Disabled Voucher Credit recharge

FIGURE 14.12. Enabling the Vouchers payment option

, NOTICE: For information about the external recharge terminals and about the
" external payment providers, please ask the MyQ support.
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29.2. Manual recharge of users' credit on the MyQ Web Interface

The administrator (and users authorised to recharge credit) can manually recharge the
credit of each user to a specific value. This can be done either on the Credit Statement
main tab, or on the Users main tab of the MyQ Web interface.

On the Credit Statement tab, you first open the credit recharge action, and
subsequently select the users and groups to recharge the credit to.

On the Users tab, you first select the users or the group, and then recharge their credit.

INFO: Users' credit can be reduced by entering a negative number in the
recharge credit dialog box. By entering =100, the credit is decreased by 100.

- |

29.2.1. Providing users with the rights to recharge credit

By default, the only person who can recharge the credit is the administrator. However,
the administrator can authorise a MyQ user to recharge the credit as well. The user
needs to be provided with the rights to access the credit settings and to recharge the
credit. This is done on the Rights settings tab of the MyQ Web Interface.

. INFO: For more information about how to manage rights in MyQ, see Rights.

To authorise a user to recharge credit on the Credit Statement tab, you need to
provide them with the right to Recharge credit.

To authorise a user to recharge credit on the Users tab, you need to provide them with
the right to Recharge credit and the right to Manage Users.

1 Kohei Genji ' Manage users

4 General
Administrator

+| Manage users

+| Recharge credit

FIGURE 14.13. Authorizing users to recharge credit on the Users tab

The authorised user can recharge the credit on their MyQ Web interface in the same
way as the MyQ administrator.
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29.2.2. Recharging credit on the Credit Statement tab

On the Credit Statement tab, you can overview the changes in the credit balance of
MyQ users, and also recharge credit to users and groups. To open the tab on the
MyQ Web Interface, click MyQ, and then click Credit Statement.

To recharge credit to users or groups, do the following:

1. Click Recharge Credit. The Recharge Credit dialog box appears on the tab.

myQ - 2 Credit Statement

Date: =g Rechagge Credit Bl Tools - & R

& «| |ID Date
User:
-~ | | Today

Created by 2018000043 18/09/2018 19:59:18
Payment provider: Older

None ¥ | | 2018000042 11/08/2018 23:26:51

FIGURE 14.14. Opening the Reset Credit options

2. In the dialog box, either enter an ID of a user's card, or select the users and
groups to recharge the credit to, then enter the amount to be recharged, and
lastly click Recharge Credit.

Recharge Credit x
Enter the card ID
User ar group: * M Managers -

Enter amount: * USD |50

rardit rar be decreacerd b cinfa 3 nenative nue kb

% Recharge Credit K Close

FIGURE 14.15. Setting the recharge in the Recharge Credit dialog box
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29.2.3. Recharging credit on the Users main tab

To open the Users main tab on the MyQ Web Interface, click MyQ, and then click
Users.

Recharge credit to selected users

1. Select the users.

2. Click Actions.

mvo - & Users

o= New Group 5 + | = NewUser| ;" Actions | B Tools + & Refresh | Search

2Earch # | | Status  Usern Email
A | i . : .
4 || Searches b Tadmi| Eg REEhﬁE Credit Jjoachim@myg-seluticn.com
& A
+— All users s ancny
+~ Unclassified 0 “api
~' Managers . ) _
g - & carol Joachim@myg-soluticn.com
+ Locked a : _ :
7| Deleted b Dicke Dickens@mail.com

FIGURE 14.16. Recharging credit in the Actions drop-down menu on the Users main tab

3. Click Recharge credit in the Actions drop -down list. The Recharge Credit
dialog box opens.

Recharge Credit x

P A P
Recharge Credit: | 2t Kohei Genji

Enter amount: |120

o &K &K Cancel

FIGURE 14.17. Entering the credit in the Recharge Credit dialog box

4. Enter the amount to be recharged, and then click OK. The credit is increased by
the specified amount.
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Recharge credit to a group of users

4 ,_'& Groups
* | |4 Engineers 1 m
2= Mew Group
& Edit
iz Recharﬁiredit
%  Generate PIN

FIGURE 14.18. Recharging credit to a group

1. In the panel on the left side of the Users main tab, right-click the group, and
select Recharge Credit. The Recharge Credit dialog box appears.

2. In the dialog box, enter the amount and click OK. The credit is increased by the
specified amount.

29.3. Recharging credit by vouchers

The MyQ administrator (and users authorised to manage vouchers) can generate and
print any number of vouchers of a defined value to be distributed to users.

The vouchers can be sold to MyQ users through any standard distribution channel. Once
the user has the credit voucher, they can recharge their credit on their account on the
MyQ Web Interface, on embedded terminals, on MyQ TerminalPro terminals and in the
MyQ mobile application.

NOTICE: All generated and used vouchers are logged in MyQ database. The
information which voucher was used for which user can be accessed on the MyQ
web interface. This ensures full control and enable the administrator to prevent
possible misuse. See "Controlling usage of vouchers"” on page 336.

29.3.1. Setting the voucher format code

Before the vouchers are generated, it is necessary to set the format of the voucher
unique code and define the text printed on the voucher. These parameters can be set
and modified on the Credit settings tab, under Payment providers, under Internal
account. Double-click the Voucher item (or select the item and click Edit) to open the
Voucher properties panel.
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=+ Payment providers

& Edit | % Enabled

Enabled Mame Type
Internal account

o Enabled Intemnal account

Vou dﬁ&

FIGURE 14.19. Opening the Voucher properties panel on the Credit settings tab

The unique code format can be defined by creating mask - predefined code template
consisting of zeroes and lower case a's. Zeroes are substituted by numbers and a's are
substituted by upper case letters or numbers. For example, the 00a0000aaa mask will
generate numbers such as 86D9841POE, 03E8976E67 etc.

NOTICE: Always set the code format adequate to the number of users and the
frequency of voucher generating process to ensure sufficient variety of codes. If

¢ the amount of the currently valid codes is large and the variety not sufficient, the
chance of randomly guesing the valid code number is high and the credit system
can be easily bypassed.

> Voucher x
Voucher code mask: |000000000000
Vioucher - custom line 1: | Company X
Vioucher - custom line 2: |Printing "v"c:-uc"E':|
o Save R Cancel

FIGURE 14.20. Editing vouchers on the Voucher properties panel

The text entered in the custom lines 1 and 2 is displayed on the printed vouchers. You
can enter name of your company and additional information.

NOTICE: Do not forget to set the currency on the General settings tab, if you
¢ have not set it earlier. The currency on the printed voucher is the same as the
one setin MyQ.
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29.3.2. Importing a custom logo for Credit Vouchers

If you want to use your own logo on MyQ credit vouchers instead of the default MyQ
logo, you can import the new logo on the Reports settings tab of the MyQ Web
Interface.

The file with the logo has to be in the JPG, the PNG or the BMP format; the
recommended size of the logo is 398px x 144px.

This logo will also be displayed on MyQ reports.

To import the logo:

1. On the MyQ Web interface, open the Personalization settings tab. (At the top-
left corner, click MyQ, then click Settings, and then click Personalization).

2. On the tab, under Custom application logo, click +Add, then find and upload
the file with the logo, and lastly click Save at the bottom of the tab. A preview of
the new logo is displayed on the tab.

}é Settings =% Personalization

#a |icense

- Custom help Expand
== Server Type & Cloud

: B I
& General Custom application logo

% Personalization Custom Loge: | Choose File | LogoX.png X

X Task Scheduler

Format: 1PG/IPEG/PNG/EMP. Recommende Zp
¥ Network
a -
s Authentication servers ° m pn n gx

B2 snmp
& Printers
' Printer Discovery - Custom logo for terminals Expanc

B Terminal Actions * Custom link in the Smart Job Manager. Evpand

=4 Scanning & OCR
4 ﬁve & Cancel
=l Price list

FIGURE 14.21. Uploading the file on the Reports settings tab of the MyQ Web Interface
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29.3.3. Providing users with the right to manage vouchers

To enable users to manage vouchers on the Voucher Batches main tab, provide them
with the Manage Vouchers right.

“ Rights
Eﬂ‘ Add user | & X

- ] - ' Manage vouchers
ot Kohei Genji
' Manage users

4 General
Administrator
Manage users
Recharge credit

Boost quotas

+| Manage vouchers

FIGURE 14.22. Selecting the right on the Rights settings tab

. INFO: For more information about rights and how to provide them, see Rights .

29.3.4. Generating new vouchers

Vouchers can be generated on the Voucher Batches tab of the MyQ Web Interface. To
open this tab, click MyQ, and then click Voucher Batches.

myo - .~ Woucher Batches

< # Voucher Batches

Voucher batch: == Add Open Print vouchers | | Save as C5V &' Refresh
Serial n... | Created Created by Price
Created: 1 06/00/2016 12...  Administrator $£20.00
= ~| |2 10/17/2016 2:0... = Administrator $100.00

FIGURE 14.23. Voucher Batches main tab
To generate new vouchers:

1. On the bar at top of the Voucher Batches tab, click +Add. The New Voucher
Batch dialog box appears.
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<+ Voucher Batches

Voucher batch: # ‘:ﬁd pen Print vouchers

Serial n... |Created Created by

FIGURE 14.24. Adding a new voucher batch on the Voucher Batches main tab

2. In the dialog box, enter the number of vouchers to be generated, nominal price of
the vouchers in the batch, validity period, and then click OK. The new voucher
batch record is displayed in the voucher batches list. You can overview all of the
vouchers by double-clicking this record.

Mew Voucher Batch x
Count: * |80
Price:® 100

Valid till: |05/12/2016  [=]

4 Gr(} K Cancel

FIGURE 14.25. Setting the new voucher batch

29.3.5. Managing Voucher Batches

Voucher batches can be filtered by serial number, date, creator, price and expire date.
From the Voucher Batches main tab, you can export the list of voucher batches to
CSV, display and print vouchers included in particular batches.

myo - .~ Woucher Batches

< # Voucher Batches

Voucher hatch: Cﬂ=' Add Open Print vouchers | &, Save as CSV & Refresh
Serial n.. |Created Created by Price
Created: 1 06/00/2016 12... | Administrator $20.00
E | |2 1071772016 3:0..  Administrator 100,00

FIGURE 14.26. Options on the Voucher Batches main tab
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29.3.6. Controlling usage of vouchers

To open the table of all vouchers generated in one batch, double-click the batch on the
Voucher Batches main tab (or select the batch, and then click Open on the bar at the
top of the tab).

mvo i -7 Voucher Batches . Vouchers
¢+ Voucher Batches ¢+ Vouchers
Code: Delete | &, Save as C5V &' Refresh
Batc?‘. Serial n.. Code Price  Valid till
Voucher batch: 2 1 406237095071 $100.00  06/23/20..
2 2 2 581029225253 $100.00  06/23/20..
Used: 2 3 630551411108 $100.00 08/23/20...
B o 2 4 065695907710 $100.00  08/23/20...
Used by: 2 3 592080933793 $100.00  06/23/20..
. 2 ] 120926730516 $100.00  06/23/20...
] 2 7 71383220421 $100.00  06/23/20...
Price: 2 8 275750628481 $100.00 06/23/20..
2 9 680149674674 $100.00  06/23/20..
Expire date: S 10 751278250753 $100.00 06/23/20..
i
E8 Search

FIGURE 14.27.Vouchers overview on the Vouchers tab

In the table, you can see records of all of the generated vouchers with information such
its unique code, price, validity, the current status of the voucher usage etc. If the
number of records is too high to be displayed clearly, you can filter them by using filters
on the left side. Vouchers can be filtered by code, voucher batch, price etc.

To delete a voucher, select it in the table and click Delete on the bar at the top of the
tab.

¢ NOTICE: When you delete a voucher, the code on the voucher becomes invalid.
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Delete | | Save as C5V & Refresh

Batch | Serial number | Code Price | Valid till | Used Used by Deleted
3 1 14782831V 120,00 20/02/2.. - -
3 2 B2MTSTAHM - 120,00 20/02/2.. - -

- R o |
- R |

0:20/02/2.. 01/12/20.. | Kohei Genmji -

2

51

FIGURE 14.28. Information about vouchers that are displayed on the Vouchers tab overview

29.4. Recharging credit via PayPal

Another way of recharging credit in MyQ is to let users directly buy the credit via
PayPal on their accounts on the MyQ Web interface.

¢ NOTICE: A PayPal Business account is required to receive the payments.

NOTICE: The currency used on the PayPal account of the paying users has to
match the currency set on the MyQ server. In case someone pays in a different
currency, the payment does not go through and stays in pending transactions of

¢ the receiving PayPal account. In order to receive the payment, the administrator
has to approve the transaction on the PayPal account. After this, the credit must
to be manually recharged on the MyQ server as the information about the
payment is not sent to MyQ.

29.4.1. Setting up the PayPal payment option

All you need to do is to create a new App to link your company's PayPal business
account with MyQ, and then set up the PayPal payment option on the MyQ Web
Interface.

1) Create a new REST API app in the PayPal Developer environment

I. Log in to the PayPal Developer environment (https://developer.paypal.com/) with
your PayPal Business account's credentials, and then open the Dashboard.
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Il. Onthe Dashboard, under MyApps & Credentials, create a new REST API app.
The new app's settings tab opens.

REST API apps

Create an app to receive REST API credentials for testing and live transactions.

‘ Note: Features available for live transactions are listed in your account eligibility.

FIGURE 14.29. Creating the new REST API app on the PayPal Business account.

lll. Select the Live option at the upper-right corner of the tab, and then remember
(copy) the app's Client ID and Secret. The credentials will be used to connect the

account to MyQ.

My Q I; sandbox IB

App display name: MyQ &

LIVE APl CREDENTIALS

FIGURE 14.30. Creating the new REST API app on the PayPal Business account.

. INFO: You can name the app anything you wish, as the name does not play any
* role within the setup.

2) Set up the PayPal payment option on the MyQ Web Interface

I. Open the Credit settings tab. (At the top-left corner, click MyQ, then click
Settings, and finally click Credit.)
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Il. On the tab, under Payment providers, double-click the PayPal payment provider
(or right-click the PayPal payment provider, and then click Edit on the shortcut
menu). The PayPal properties panel opens on the right side of the tab.

7 Payment providers

& Edit| % Enabled

Enabled MName Type

Account

MyQ Master Server Account Account

Credit recharge

& Disabled Recharge Credit (on a terminal attached to ... | Credit recharge
& Disabled Voucher Credit recharge
o Enabled PayPal Credit recharge
& Disabled Extsml Payment Provider Credit recharge

¥ Disabled WebPay Credit recharge

FIGURE 14.31. Opening the PayPal properties panel

lll. The value of the Currency setting corresponds to the currency set on the General
settings tab of the MyQ Web Interface , see Currency.

% General [=| PayPal ®
4 General ICurrency: uso I
Administrator email; * 3-letter currency code
/al amount: |1.000
4 Pay'
L=t 5 Client ID:

Default language: * Security key:

Mode: | LIVE v

Additional languages:

Currency: USD

+ Save & Cancel

FIGURE 14.32. The currency selected on the General settings tab applies to the PayPal payments
option.
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IV. Type the minimal amount that users will have to pay when they will buy credit.

i | PayPal x

Currency: |USD
3-letter currency code
Minimal amount: 1.DC'[."
4 PayPal
Client [D:
Security key:
Mode: | LIVE ¥

o Save &K Cancel

FIGURE 14.33. The credentials of the previously created app need to be entered in MyQ

V. Enter the Client ID of the REST API app into the Client ID text box on the PayPal
properties panel and the Secret into the Security key text box below it.

(=} PayPal x

LIVE API CREDENTIALS

Currency: |USD

3-letter currency code

PayPal account:
Minimal amount: | 1.000

4 PayPal
Client ID: Client ID:
Security key: | srsssssrsssssnnissssna
Mode: | LIVE r
Secret: o Save R Cancel

Created Secret
Jan 17,
2017
FIGURE 14.34. The credentials of the previously created app need to be entered in MyQ
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VI. Make sure that the LIVE mode is selected, and then click Save. (The
SANDBOX mode is used only for testing purposes.)

Mode: | LIVE ¥

W Eg.m &K Cancel

FIGURE 14.35. Saving the PayPal settings.

29.4.2. Recharging credit via PayPal on the user's account on the MyQ
Web Interface

First of all, the user needs to log in to their account on the MyQ Web Interface.

English (United 5tates) ¥

Kohei

- Ltﬁ;n

FIGURE 14.36. MyQ Web Interface Login

To recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

mvo - /'_a'\_‘ Home

I Refresh | &) Log out

Quick links: (% Print File =] Jobs = Reports & Settings

Credit

Account balance: $10.00

(g Rechﬁe Credit| | 5| Credit Statement

FIGURE 14.37. Opening the Recharge Credit dialog box
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In the dialog box, the user has to select the PayPal payment provider, enter the
amount of credit that they want to buy, and then click Recharge Credit.

Recharge Credit *

Account balance: $10.00
Payment provider:* | PayPal ¥

Enter amount: * USD | 35,000

o Rechal}e Credit &K Close

FIGURE 14.38. Recharging credit via the PayPal payment

A window with the PayPal payment options opens in the Web Browser; the rest of the
steps correspond to the standard PayPal payment process.

After the payment is successfully sent to MyQ, the Payment successful dialog box
appears.

NOTICE: PayPal tries to connect to the MyQ server via the hostname or IP
address that is set on the Network settings tab of the MyQ Web Interface. In
case a hostname is set on the tab and paying users receive the "This site can't
be reached / XYZ’'s server DNS address could not be found. / DNS_
PROBE_FINISHED_NXDOMAIN " message, try to replace the hostname with
the IP address of your server.

& Network

4 General

This server hostname: * | 10.14.5.161

FIGURE 14.39. The information about the IP address of the MyQ server is taken from the This
server hostname setting.
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29.5. Recharging credit via WebPay

The WebPay payment gate enables customers to directly pay for their credit via a
payment card or via a digital wallet. The following two sections show how to set up and
use this payment option.

29.5.1. Setting up the WebPay payment option

You need to have a WebPay account, get a public and a private key; the public key has
to be uploaded to the WebPay server and the private one needs to be uploaded to
MyQ. Also, you need to remember/copy the password of the private key.

You can either use your own keys (with a help of the WebPay documentation) or use
the WebPay tools to create new ones.

MyQ needs the following data:

« Merchant number: The Merchant number can be found on the WebPay portal,
under Key management.

« Private key: The private key can be generated on the WebPay portal, under Key
Management. It can be .key, .pem or .crt.

« Private key password: The private key password is the password that is
provided to WebPay during generating of the private key or the passphrase used
to create the private key manually.

To set up the WebPay payment option on the MyQ Web Interface, follow these steps:

I. Open the Credit settings tab. (At the top-left corner, click MyQ, then click
Settings, and finally click Credit.)
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IIl. On the tab, under Payment providers, right-click the WebPay payment provider,
and then click Edit on the shortcut menu. The WebPay properties panel opens on
the right side of the tab.

.+ Payment providers

& Edit | % Enabled

Enabled Mame Type

Account

MyQ Master Server Account Account

Credit recharge

#& Disabled Recharge Credit (on a terminal attached to ... | Credit recharge
& Disabled Woucher Credit recharge
& Disabled PayFal Credit recharge
& Disabled External Payment Provider Credit recharge
o Enabled WekBay Credit recharge
K Disabled C.-’-‘-.S%et Credit recharge
K Disabled SnapScan Credit recharge

FIGURE 14.40. Opening the WebPay properties panel

lll. The value of the Currency setting corresponds to the currency set on the General
settings tab of the MyQ Web Interface.

& General [ WebPay x

4 General [ Currency: [USD ]

Administrator email: * J-IETer currendy cade
; ﬁ| amount: | 1.00000

4 Weh®

Time zone: Merchant number:

Default language: * Maode: | PRODUCTION ¥

Private key: | Choose File | No file chosen

Key is uploaded
Additional languages: -
Private key password:

Currency: |USD o Save K Cancel

Cy COOE

J-1ETIEr CUT

FIGURE 14.41. The currency selected on the General settings tab applies to the PayPal payments
option.
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IV. Type the minimal amount that users will have to pay when they will buy credit.

[ WebPay

Currency: |USD

T ot o = e

Minimal amount: | 1.00000

x

FIGURE 14.42. The credentials of the previously created app need to be entered in MyQ

V. Enter the Merchant number of the REST API app into the Merchant number

text box and set MODE to PRODUCTION.

4 WebPay

Merchant number: |83885880012

Mode: | PRODUCTION ¥

FIGURE 14.43. The credentials of the previously created app need to be entered in MyQ

VI. Upload the Private key from WebPay (click Choose File, select the file, and then
click Open), enter the Private key password provided during generating of the

private key, and then click Save.

Private key: | Choose File | gpwebpay-pvkkey

Private key password: |sssssses

o L\\?ve &K Cancel

FIGURE 14.44. Saving the WebPay settings

29.5.2. Recharging credit via WebPay on the user's account on the MyQ

Web Interface

First of all, the user needs to log in to their account on the MyQ Web Interface.

English (United States) r

Kohel

- LtTf}in

Lost PIMN = New Account

FIGURE 14.45.Logging in to the user's account
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To recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

Credit

Account balance: $10.00000

(= Recharg%:redit (== Credit Statement

FIGURE 14.46. Recharging credit via the PayPal payment

In the dialog box, the user has to select the WebPay payment provider, enter the
amount of credit that they wants to buy, and then click Recharge Credit.

Recharge Credit x

Account balance: $10.00000
Payment provider: * | WebPay ¥

Enter amount; * USD |24.00000

of Rechlbrge Credit K Close

FIGURE 14.47. Recharging credit via the PayPal payment

A window with the WebPay payment options opens in the Web Browser; the rest of the
steps correspond to the standard WebPay payment process.

After the payment is successfully sent to MyQ, the Payment successful dialog box
appears.
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NOTICE: WebPay tries to connect to the MyQ server via the hostname or IP
address that is set on the Network settings tab of the MyQ Web Interface. In
case a hostname is set on the tab and paying users receive the "This site can’t
be reached / XYZ's server DNS address could not be found. / DNS_
PROBE_FINISHED_NXDOMAIN " message, try to replace the hostname with
the IP address of your server.

For more information about MyQ network settings, see Network settings tab .

& Network

4 General

This server hostname: * [ 10.14.5.161

the certificate

FIGURE 14.48. The information about the IP address of the MyQ server is taken from the This
server hostname setting.

29.6. Recharging credit via CASHNet

The CASHNet payment gate enables customers to directly pay for their credit via a
payment card or via a digital wallet. The following two sections show how to set up and
use this payment option.

To be able to integrate the CASHNet payment gate into MyQ, you need to have a
Checkout store created by the provider of the service. Also, you need to receive the
following data:

« Operator ID, Password, Station and Client Code are necessary for login to the
CASHNet Web User Interface

« Merchant name, Station, Store URL and Item code of the Checkout store are
necessary for the integration into MyQ
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29.6.1. Setting up the CASHNet payment option

1) Set up the eMarket store on the CASHNet Web User Interface

Log in to the CASHNet Web User Interface.

Open the Store Setup tab.

On the tab, click the dark blue button with the text "Click here to use new

CASHNET

Home Page

Home Page

Cashiering

Checkout

Find Transactions
Reports

Online Service Manager
Imports

System Setup

Store SEtl:t?

Fulfill Orders

Home Cashiering Find Transactions Reports ¢

Operator: MYQ Department: MAIN Station: MYQ Client: EMAR

« Your last login was on Tuesday, July 24, 2018 at 1:27:13
« Your password expires in 89 days. Click here to change i
+ To change your secret question click here.

Messages

Have a question? Email us at support@cashnet.com or phone
Thanks!
CASHNet Support

Your Batches

FIGURE 14.49. Opening the Store Setup

eMarket store setup for Storefronts&Checkouts". The eMarket store setup

page opens.

Click here to use the new eM arke‘*store setup for Storefronts & Checkouts

FIGURE 14.50. Opening the Store Setup
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IV. On the page, double-click the Checkout store to open its setup page.

eMarket

STORE NAME a STORE CODE STORE TYPE ONLINE

[]k Checkout o

FIGURE 14.51. Opening the Store Setup

V. On the Checkout setup page, under End of transaction behavior, configure the

following options:

« Show receipt page: disable

« Use redirect URL(s): enable

« Redirect URL for successful transactions & successful online post
responses: leave empty

« Redirect URL for unsuccessful transactions or non-responsive online
post attempts: leave empty

« Append data to the redirect URL: set to "Yes, and redirect using HTTP
post"

End of transaction behavior
Show receipt page

Use redirect URL(s)

Redirect URL for successful transactions &
successful online post responses

Redirect URL for unsuccessful transactions
or non-responsive online post attempts

Append data to the redirect URL No Yes, and redirect using HTTP get O Yes, and redirect using HTTP post

FIGURE 14.52. Opening the Store Setup

. Now you can leave the CASHNet Web User Interface.
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2) Set up the CASHNet payment option on the MyQ Web Interface

I. Open the Credit settings tab. (At the top-left corner, click MyQ, then click

Settings, and finally click Credit.)

. On the tab, under Payment providers, double-click the CASHNet payment

provider (or right-click the CASHNet payment provider, and then click Edit on the
shortcut menu). The CASHNet properties panel opens on the right side of the

tab.

7 Payment providers

& Edit| % Enabled

Enabled MName

Account

My Master Server Account

Credit recharge

#K Disabled Recharge Credit {on a terminal attached to ...
& Disabled Voucher

&K Disabled PayFal

& Disabled External Payment Provider

#& Disabled WebPay

« Enabled C;’-‘-.hj?l'\let

#& Disabled SnapScan

Type

Account

Credit recharge
Credit recharge
Credit recharge
Credit recharge
Credit recharge
Credit recharge

Credit recharge

FIGURE 14.53. Opening the CASHNet properties panel
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lll. The value of the Currency setting corresponds to the currency set on the General
settings tab of the MyQ Web Interface. For information on how to set currency in

MyQ, see see Currency.

& General [ CASHNet x
4 General [ Currency: |USD ]
Administrator email: * A 3-letter currency code
al amount: | 1.00000
4 CAT iNet

Time zone: * Merchant name:
Default language: * Station:
Store URL:
ltem code:

Additional languages:

o Save #K Cancel
Currency: |USD

FIGURE 14.54. Setting the currency to be used on the MyQ server

IV. Type the minimal amount that users will have to pay when they will buy credit.

[ CASHMet *x

Currency: |USD

T ot o Y

Minimal amount: | 1.00000

FIGURE 14.55. The minimal amount for recharging credit

V. Enter the Merchant name, Station, Store URL and Item Code of the Checkout
store, and then clik Save.

4 CASHNet

Merchant name:
Station:
Store URL:

Itermn code:

W E?ve K Cancel

FIGURE 14.56. The credentials of the previously created app need to be entered in MyQ
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29.6.2. Buying credit via CASHNet on the user's account on the MyQ Web
Interface

First of all, the user needs to log in to their account on the MyQ Web Interface.

English (United 5tates) ¥

Kohei

: Ll:L.g?in

FIGURE 14.57. MyQ Web Interface Login

Lost PIM « New Account

To recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

Credit

Account balance: $10.00000

(e Rechargmliredit (] Credit Statement

In the dialog box, the user has to select the CASHNet payment provider, enter the
amount of credit that they wants to buy, and then click Recharge Credit.

Recharge Credit x

Account balance: $10.00000
Payment provider: * | CASHMet ¥

Enter amount: * USD | 24.00000

o Recl'hrge Credit R Close

FIGURE 14.58. Recharging credit via the PayPal payment

A window with the CASHNet payment options opens in the Web Browser; the rest of
the steps correspond to the standard CASHNet payment process.
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After the payment is successfully sent to MyQ, the Payment successFful dialog box
appears.

NOTICE: CASHNet tries to connect to the MyQ server via the hostname or IP
address that is set on the Network settings tab of the MyQ Web Interface. In
case a hostname is set on the tab and paying users receive the "This site can’t
be reached / XYZ’'s server DNS address could not be found. / DNS_
PROBE_FINISHED_NXDOMAIN " message.

Try to replace the hostname with the IP address of your server.

For more information about MyQ network settings, see "Network settings tab",
under "MyQ® System Settings" in the Basic Installation Guide.

& Network

4 General

This server hostname: * | 10.14.5.161

FIGURE 14.59. The information about the IP address of the MyQ server is taken from the This
server hostname setting.

29.7. Recharging credit via SnapScan

With the SnapScan app, users can pay for their MyQ credit via a QR code displayed in
the app on their mobile phones. The following two sections show how to set up and use
this payment option.

To be able to connect SnapScan to MyQ, you need to create a Merchant Snapscan
Account and obtain the Merchant Account API. Within the setup of the connection on
on the MyQ Web Interface, you have to enter the Merchant ID and the API key of the
account.

As SnapScan is a South African service, users need to use a phone with a South African
Mobile number (+27) to be able to scan the QR code and pay for the credit.

29.7.1. Setting up the SnapScan payment option
To set up the SnapScan payment option on the MyQ Web Interface, follow these steps:

I. Open the Credit settings tab. (Click MyQ at the top-right corner, then click
Settings, and finally click Credit.)
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On the tab, under Payment providers, double-click the SnapScan payment
provider (or right-click the SnapScan payment provider, and then click Edit on the
shortcut menu). The SnapScan properties panel opens on the right side of the

tab.

7 Payment providers

& Edit| % Enabled

Enabled MName

Account

My Master Server Account

Credit recharge

#K Disabled Recharge Credit {on a terminal attached to ...
& Disabled Voucher

&K Disabled PayFal

& Disabled External Payment Provider

#& Disabled WebPay

& Disabled CASHMet

4 Enabled S"a;ﬁiaﬂ

Type

Account

Credit recharge
Credit recharge
Credit recharge
Credit recharge
Credit recharge
Credit recharge

Credit recharge

FIGURE 14.60. Opening the SnapScan properties panel
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lll. The value of the Currency setting corresponds to the currency set on the General
settings tab of the MyQ Web Interface. In case of the SnapScan payment method,
it needs to be set to ZAR. (For information on how to set the currency in MyQ,

see see Currency.)

& General [7] SnapScan ®
4 General I Currency: | ZAR I
Administrater email: * 3-letter currency code
al amount: |1.00000
4 Spz' afan
Time zone: * Merchant ID:
Default language: * APl Key:
Time interval to get |30
payments.:
Additional languages:
' Save K Cancel

Currency: |ZAR

FIGURE 14.61. The currency selected on the General settings tab applies to the PayPal payments
option.

IV. Type the Minimal amount of money that has to be paid when a user buys the
credit.

V. Enter the Merchant ID(Company Name) and the API key provided by SnapScan.
VI. Setthe Time interval to get payments (in seconds), and then click Save.

The Time interval to get payments setting limits the time for the recharge
action; if MyQ does not receive confirmation of the payment within the interval,
the credit recharge is canceled. If the payment is successful but MyQ does not
receive the response within the time limit, the user has to contact the
MyQ administrator, who can manually recharge the credit.

- 355-



29.7.2. Buying credit via SnapScan on the user's account on the MyQ Web
Interface

First of all, the user needs to log in to their account on the MyQ Web Interface.

English [United States) v

Kohel

- Lﬁf}in

Lost FIM + New Account

FIGURE 14.62. MyQ Web Interface Login

To recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

Credit

Account balance: $10.00000

(=g Rechargﬁiredit (=] Credit Statement

FIGURE 14.63. Recharging the credit

In the dialog box, the user has to select the SnapScan payment provider, enter the
amount of credit that they wants to buy, and then click Recharge Credit.

Recharge Credit x

Account balance: ZAR26.00000
Payment provider: * | SnapScan ¥

Enter amount: * ZAR | 24.00000

o Rechlbrge Credit K Close

FIGURE 14.64. Recharging credit via the PayPal payment

A window with the SnapScan payment options opens in the Web Browser; the rest of
the steps correspond to the standard SnapScan payment process.

After the payment is successfully sent to MyQ, the Payment successFful dialog box
appears.
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NOTICE: SnapScan tries to connect to the MyQ server via the hostname or IP
address that is set on the Network settings tab of the MyQ Web Interface. In
case a hostname is set on the tab and paying users receive the "This site can't
be reached / XYZ's server DNS address could not be found. / DNS_
PROBE_FINISHED_NXDOMAIN " message, try to replace the hostname with
the IP address of your server.

For more information about MyQ network settings, see "Network settings tab",
under "MyQ® System Settings" in the Basic Installation Guide.

& Network

4 General

This server hostname: * | 10.14.5.161

FIGURE 14.65. The information about the IP address of the MyQ server is taken from the This
server hostname setting.

29.8. Importing credit from a bank statement

In MyQ, you can also import a bulk of credit from a bank statement. The system can
process the data from a GPC file.

The variable symbol from the bank statement is used as the unique data for pairing of
the payment and the MyQ user. The number must correspond to the personal number
of the user. The personal number can be imported or manually entered in the Personal
Number text box on the user properties panel on the Users main tab.
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2 Kohei x

General  Groups | Queues | Delegates

User name: * |Kohei
Aliases: = Adg
Cards: o= Add
] F .4
Cﬂi' Add =ﬁ= Generate FIM

Full name: * |Kohei Genji
E-mail:
Phone:

Personal number: | 100021

FIGURE 14.66. Personal number shown on the user properties panel

The feature can be managed on the Credit statement tab or on the Users main tab.
To import a bulk of credit from a bank statement on either of the two tabs, do the
following:

1. On the bar at the top of the tab (Users or Credit statement), click Tools, and
then click Bulk credit recharge in the Tools drop-down box. The Bulk credit
recharge dialog box opens.

myQ- .-
== New Group * || Search 42| = Mew User Actions * & Refresh

4 0| Searches Status  User name A HH credit recharge

5 A :
' All users H *admin

A i Select all (Cirl+A

FIGURE 14.67. Opening the bulk credit recharge options on the Users tab
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2. In the dialog box, select the GPC format option, choose the GPC file, and then
click OK. Before importing the file,MyQ checks whether the GPC file has not
already been imported. This avoids duplication of the credit recharge. If the
system finds that the import of data from this file has already taken place, an
error message appears and no data are imported.

Bulk credit recharge x

Format: | GPC v

File: | Choose File | B51.gpc

o 13}7( & Cancel

FIGURE 14.68. Recharging credit from a GPC file

If MyQ identifies the GPC Ffile as new, it checks all the payments on the bank statement
step by step, and if it finds a variable number equal to the personal number of a MyQ
user, the user's credit is increased by the corresponding amount from the bank
statement. Once MyQ checks the GPC file, it displays a new html page with a report.
The report displays both the users with increased credit and the payments with variable
number not corresponding to any personal number in MyQ.

29.9. Importing credit from a CSV file

Another way of recharging the credit is to upload the credit amounts for any number of
MyQ users from a CSV file. This can be done either on the Credit statement main tab,
or on the Users main tab of the MyQ Web interface.

To import a bulk of credit from a CSV file on either of the two tabs, do the following:

1. On the bar at the top of the tab (Users or Credit statement), select the user,
then click Tools on the bar at the top of the tab, and then click Bulk credit
recharge in the Tools drop-down box. (See FIGURE 14.67 on the previous page.)
The Bulk credit recharge dialog box opens.

myQ. &
' Mew Group * || Search S| = Mew User Actions + & Refresh

4 o | Searches Status | User name F g BH credit recharge

0 A : | o
+~ All users s *admin Al Selectall (Ctri+A

FIGURE 14.69. Opening the bulk credit recharge options on the Users tab
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2. In the dialog box, select the CSV format option, choose the CSV file, and then
click OK. You will be informed about the success of the operation. You may see
the added amount of credit in the Credit columns on the user list.

Bulk credit recharge x

Format: | C5Y v

File: | Choose File | BCR.csv

o D& &K Cancel

FIGURE 14.70. Recharging credit from a CSV file
Structure of the CSV File:

Each non-empty raw has to consist of two entries separated by a delimiter: name of
the user*delimiter*amount of credit. The entered delimiter has to be the same as
the delimiter set on the General settings tab under Column delimiter in CSV.

29.10. Manual reset of users' credit on the MyQ Web Interface

The administrator (and users authorised to recharge credit) can manually reset the
credit of each user to a specific value. This can be done either on the Credit Statement
main tab, or on the Users main tab of the MyQ Web interface.

On the Credit Statement tab, you first open the credit reset action, and subsequently
select the users and groups whose credit is to be recharged. On the Users tab, you first
select the users or the group, and then reset their credit.

29.10.1. Providing users with the rights to reset credit

By default, the only person who can reset the credit is the MyQ administrator.
However, the administrator can authorise a MyQ user to reset the credit as well. The
user needs to be provided with the rights to access the Users main tab and reset the
credit there. This is done on the Rights settings tab of the MyQ Web Interface.

. INFO: For more information about how to manage rights in MyQ, see Rights.

To authorise a user to reset credit on the Credit Statement tab, you need to provide
them with the right to Recharge credit.
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To authorise a user to reset credit on the Users tab, you need to provide them with the
right to Recharge credit and the right to Manage Users.

L Kohei Genji Manage users

4 General

Administrator

+| Manage users

+| Recharge credit

FIGURE 14.71. Authorizing users to recharge credit on the Users tab

The authorised user can reset the credit on their MyQ Web interface in the same way
as the MyQ administrator.
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29.10.2. Resetting credit on the Credit Statement tab

On the Credit Statement tab, you can overview the changes in the credit balance of
MyQ users, and also reset credit to users and groups. To open the tab on the MyQ Web
Interface, click MyQ, and then click Credit Statement.

To reset credit to users or groups, do the following:

1. Click Reset Credit. The Reset Credit dialog box appears on the tab.

myQ - & Credit Statement
Date: (=g Recharge Credit (=3 RES credit [ Tools + & Ref
E | |ID Date Type
User:
-~ | | Older
Created by 2018000042 06/11/2018 11:2&5.., | ==
w | | 2018000041 06/11/2018 11:24:2... =+
Payment provider: 2018000040 06/06/2018 12:03:1... =+
MNone ¥ | | 2018000039 06/05/2018 11:45:4,,, | ==
48 Search 2018000038 06/05/2018 11:35:1... =+
2018000037 06/05/2018 11:22:2.,., | ™=

FIGURE 14.72. Opening the Reset Credit options

2. In the dialog box, either enter an ID of a user's card, or select the users and
groups to reset the credit to, then enter the new value of the credit, and lastly
click Reset Credit.

Reset credit x

Enter the card D
User ar group: * R Managers -

Enter amount: * USD |50

% Reset credit K Close

FIGURE 14.73. Setting the recharge in the Recharge Credit dialog box
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29.10.3. Resetting credit on the Users main tab
To open the Users main tab on the MyQ Web Interface, click MyQ, and then click
Users.

To reset the credit on the Users main tab, do the following:

1. Select the users, click Actions, and then click Reset credit in the actions drop-
down box. (Or select the users, right click one of them, and then click Reset
Credit on the shortcut menu.) The Reset Credit dialog box opens.

== New User| 5 Actions ~| W Tools v &' Refresh | Seorch
Status | Us lame i
& *al = Recharge Credit nistrator
_':L *a| (=3 Reﬁcredit
-:I:;'u ca Caye
£ eli o

FIGURE 14.74. Resetting the credit in the Actions drop-down box on the Users main tab

2. In the dialog box, enter the new value of the credit, and then click OK. The credit
is reset to the specified amount.

Reset credit x
User or group: * | &%, Carol Caye| B Eliot Kate -
Enter amount: * USD 120

o Hﬁﬁcredit &K Close

FIGURE 14.75. Entering the new value of the credit in the Reset Credit dialog box
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To reset credit of a group of users, do the following:

1. On the panel on the left side of the Users main tab, right-click the group, and
then click Reset Credit on the shortcut menu. The Reset Credit dialog box

appears.
4 _@ Groups f envmnt
* || Engineers 2 = S gue
£ New group
o Edit

B Recharge Credit h

(B Reﬁ credit

FIGURE 14.76. Resetting credit of a group

2. In the dialog box, enter the amount and click OK. The credit is reset to the
specified amount.

29.11. Credit accounting reports

Credit and quota - Credit operations

Created 11/14/2017 5:33:10 AM myo

Period 11/08/2017 12:00:00 AM - 11/14/2017 11:59:59 PM

Full name Group Created Credit charge Credit balance Operation type Charge method Charger name  Voucher code
4 Eliot Kate

32017
Eliot Kate Unclassified ! I’fl"’LE” X -CZK14.00000 CZK10.00000 CREDIT 0 Administrator 0
7:22:03 AM

11/13/2017

Eliot Kate Unclassified o CZK24.00000 CZK34.00000 CREDIT WebPay Eliot Kate 0
7:30:56 AM -

FIGURE 14.77. The Credit operation report

On the Reports main tab, you can create, edit and generate two types of reports with
information about credit:

« The Credit balance type of reports contains information about the actual state of
the credit balances of the selected users (or members of the selected group). The
data are ordered by user name.

« The Credit operations type of reports shows all changes of credit balance of the
selected users (or members of the selected group) over a defined time period. It
also contains information about the person who either spent or recharged the
credit, the type of the recharge method and eventually about numbers of used
credit vouchers. The data are ordered chronologically.
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. INFO: For more information about reports, see Reports.
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30. Quota

With the quota feature activated, you can set a limit to the usage of print related
services. You can either limit the number of printed or scanned pages, or set an overall
cost limit For all the services using prices from a price list. If the limit is exceeded, the
user or the group of users receives an email with warning and can be prevented from
further printing and copying.

Each quota can monitor one of the following parameters:
« the total number of printed and copied pages
« the number of printed and copied color pages
« the total limit of scanned pages
« the overall cost of print services

Quotas can be active permanently, or for a limited time period and are reset after a
specified interval. Users can check their quota status on their web user interface and in
the MyQ mobile application. If a printing device is equipped with an embedded
terminal, users can see the current percentage of their quota status there.

NOTICE: The quota on overall cost of print services requires setting a price list
with prices of particular functions (print/copy/scan — B&W/color) on each printer.
Both types of quota (the quota on the number of pages and the quota on the
overall cost) require using MyQ parser to get the print job metadata (number of
pages, color etc.). For information about how to set the prices and how to
activate the parser, see Price List and Jobs.
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30.1. Activation and general setup of quotas

You can enable the Quota feature by selecting the Enable quota option at the top of
the Quota settings tab. Each quota can then be individually enabled or disabled on its

properties panel.

myo -

& Settings

= License

== Server Type & Cloud

}ﬁf,‘ General
5 Parsonalization

=) Task Scheduler

Q Metwork
;; Authentication servers
B snme

(9 Printers
&, Printer Discovery
B Terminal Actions
= Scanning 8 OCR
L&l Price list

¢I:|;, Uszers

0 Paolicies

5;. User Synchronization

Enabled
o Print and Copy Quota

# Settings: Quota

£ Quota

Enable quota:

4 Quota warning email

Seentity® = user/group name

Subject:

Message:

#oquota¥t = qu

My "Seentity®:": guota "Yequota®” warning

Hello,

guota "fEquota’s” has reached %level?sse.

Your MyQ

= Revert values

- Quota exceeded email Expand

Title

o Scan CQuota

aF Mew quota | o Edit 3K | & Refresh

Who to monitor

ota name, %level® =

o Save

F Al users (Group as a whole)

S Al users (Members of a group)

&K Cancel

Disable cperations
Print, Copy

Scan

FIGURE 14.78. Quota settings tab

On this tab, you can also type the subject and the body of the email that is sent after
reaching the preset warning (e. g. 70% of the quota) and the subject and the body of
the email that is sent when the limit of a user or group is reached or exceeded.
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30.2. Creating, editing and combining quotas

The first two subsections of this section show how to create and set up quotas. The last

section, "Combining quotas"” on page 371, describes the behavior of multiple quotas
applied to one action.

30.2.1. Creating new quotas
To add a new quota, do the following
1.

On the bar in the bottom section of the Quotas settings tab, click +New Quota.
The new quota properties panel opens on the right side of screen.

EH' Mewguota | o Edit #& & Refresh

Enabled |Title Who to monitor Disable operations | Period
W Print and Copy Quota S All users (Group as a whole) Print, Copy Month
v Scan Cuota BB Al users (Members of a group) Scan Month

FIGURE 14.79. Adding new quota

2. On the panel, enter the quota name and set its parameters, and then click Save.
For more information about the new quota settings, see "Quota”on page 366.

g Print and Copy Quota F 4

General

Enabled:

Title: * |Print and Copy Quota

Pericd: * | Month v
Period start: * |1 ¥

Who to monitor: * User

Members of a group
® Group as a whole

Accounting Group: * L Al users

FIGURE 14.80. Part of the new quota properties panel
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30.2.2. Editing quotas

The properties panel of the quota opens immediately after the quota is created. To
open an already existing quota, double-click it on the list on the Quotas main tab.

After you set the properties, click Save to submit the changes.
Each quota has the following set of properties:
Basic settings: enabling and naming the quota

« Each quota is enabled by default. To disable or re-enable it, click the Enabled
button.

« Enter the name in the Title text box. Each quota has to have a name.
Time period

« Inthe Period list box, select the reset period of the quota (Week, Month,
Quarter, Half year, Year, Last X days). The default period is Month.
The last X days period quota counts the number of pages or the overall cost over
the last X days.

For example, if the quota is 10 pages over three days and the user printed 5
pages the day before yesterday and two pages yesterday, they can print up to
three pages today.

« Inthe Period start list box, select the date when the period starts for the Month,
Quarter, Half year and Year period, day of the week for the Week period or the
number of days for the Last X days period.

Monitored users or groups

You have to select from three options regarding the quota scope. It can apply to one
user, to all members of one group, or to one group as a whole.

« To select a user to which the quota applies, select the User option, and then enter
or select the user.

« Toselect a group and apply the quota to every member of, select the Members
of a group option, and then enter or select the group. This way, the quota
applies to each user independently. If the limit is ten pages, every user can print
ten pages.
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« To select a group to which the quota applies, select the Group as a whole option,
and then enter or select the group. This way, every member contribute to the
total. If the limit is ten pages and one meber prints seven pages, there are only
three pages remaining for the group.

Monitored action and limit of the quota

« Select one of the four values to be monitored. If you select from the Total
pages, Color pages and Scanned pages options, the quota is counted in pages.
If you select the Price option, the quota is counted in amount of money spent.

« Enter the limit of the quota. Dependent on what value the quota monitors, you
set the limit in pages or in amount of money spent.

Actions taken when the warning level is reached

« Enter the warning level (in %) in the Warning level text box. After the
percantage of the overall limit is reached, the warning email is sent to the user.

« If you want someone else to be notified (for example manager of the user's
department) to be notified after the warning level is reached, select or enter the
users or email accounts in the Send a notification to combo box.

Actions taken when the quota is reached

« If you want to disable one or more operations after the quota is reached or
exceed, select them under Disable operations. You can disable printing,
copying, scanning or color printing and copying.

« Select one of the three options regarding the last operation before the quota is
applied. You can allow the user to finish their current session (process all the
pending tasks), logout immediately after finishing the job currently being
processed or logout immediately and interrupt the job.

« If you want someone else to be notified (For example manager of the user's
department) after the quota is reached, select or enter the users or email
accounts in the Send a notification to combo box.

/ INFO: Quotas disabling scanning cannot be applied immediately.
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30.2.3. Combining quotas

Quotas are independent of each other. Therefore, it is always the most strict quota that
applies to a particular user or groups of users.

INFO: Example: There are two quotas applied to a user. Both of them disable
printing after a certain amount of printed pages — one after five printed pages
and the other after ten printed pages. After the users prints five pages, the

. lower quota applies and they cannot print.

The quota can be boosted, allowing the user to print more pages. If they prints
five more pages, the higher quota applies.

30.3. Boosting quotas

In situations when a user or a group of users have reached their quota and urgently
need to print, you can boost the quota by a specific number of pages or by a specific
amount (in case of the overall price quota). Quotas can be boosted on two tabs of the
MyQ Web Interface: the Quota Boosts main tab and the Users main tab.

30.3.1. Boosting quotas on the Quota Boosts main tab

To open the Quota Boosts tab on the MyQ Web Interface, click MyQ, and then click
Quota Boosts.

mvo - % Quota Boosts
User or group: =+ Add Delete &M Tools » &' Refresh
* | |Boost date User or group Cluota
Date:
R Older
Created by 08/03/2016 & Carol Ka Print and Copy Quota
~| |08/03/2016 R Carcl Ka Scan Quota
Counter type: 08/03/2016 ,_':'_, Carol Ka Print and Copy Quota
All ¥ | |08/02/2016 R CarolKa Print and Copy Quota

FIGURE 14.81. The Quota Boosts main tab of the MyQ Web Interface
To boost a quota here, do the following:

1. On the bar at the top of the tab, click +Add. The Boost quota dialog box appears.
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myo - ﬁ}, CQuota Boosts

User or group: Cﬁ= Add Delete | [ Tools + & Refresh

¥ | |Boost date User or group Cuota

FIGURE 14.82. Opening the Boost quota dialog box

2. Select the user or the group of users and the day when you want to apply the
quota boost, and then click OK. The Boost quota dialog box extends - more
sections are displayed. First of the new sections shows the current availability of
operations and the rest show the quotas applied to the user (or groups of users).

Boost quota X

User or group: *

Boost date: * | 11/24/2015 & h

o OK &K Cancel

FIGURE 14.83. Boost quota dialog box before selecting the user or group
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3. Enter the number of pages or the amount of money to the Boost By text box in
the particular quotas sections (Each quota has to be boosted separately.), and
then click OK.Records of the boosted quotas appear on the boost quota records

list on the Quota Boosts main tab.

Boost quota
User or group: * | & Carol Ka
Boost date: * |01/06/2017 [=
Print: @ Enabled
Copy: @ Enabled
Scan: @ Enabled
Color printing and @ Enabled
copying:
Print and Copy 0%
Quota : 0of 1
01/02/2017 - 01/08/2017
Boost by:* |27 pages
Scan Quota: 0%
0 of 24
01/01/2017 - 01/31/2017
Boostby:* (36 4 | pages
Vlgh'. K Cancel

FIGURE 14.84. Boosting the quotas
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myo - % Quota Boosts
User or group: Eﬁ' Add Delete | [ Tools = & Refresh
| |Boost d-s;te User or group | Quota
Date:
i «| |Today
Created by: 01/06/2017 &, Carol Ka Print and Copy Quota
- |o1oes2017 R Carcl Ka Scan Quota

FIGURE 14.85. The records of the last quota boost displayed on the Quota Boosts main tab

30.3.2. Boosting quota of a particular user on the Users main tab

To open the Users main tab, click MyQ, and then click Users.

myQ- |o..
o New Group 5 ~ | Search E 2= New User B Tools (&' Refresh

4 o | Searches Status | User | & Edit
' All users ,_':L *adm
ELrzzemie &2 anon| & Eﬁst quota
-~ Managers ,_':'L *api -~ Set password
7~ Locked A e
2| Deleted gty  Carol| ¥ Generate PIN

FIGURE 14.86. The Users main tab on the MyQ Web Interface

To boost a quota here, do the following:

1.

On the tab, select the user, click Actions , and then click Boost quota in the
Actions drop-down box. (Or right-click the user, and then click Boost quota on
the shortcut menu.) The Boost quota dialog box appears with the user selected
in the User or group drop-down combo box.

Enter the number of pages or the amount of money to the Boost By text box in
the particular quotas sections (Each quota has to be boosted separately.), and
then click OK. (See FIGURE 14.84 on the previous page.)

Records of the boosted quotas appear on the boost quota records list on the
Quota Boosts main tab. (See FIGURE 14.85 above.)
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31. Project Accounting

With the project accounting feature activated, users can assign print, copy and scan jobs
to particular projects and consequently distribute the print cost among the projects and
charge it appropriately. Project accounting can also be used as another independent
level of internal accounting in addition to devices, users, and groups. Projects can be
manually created on the MyQ web interface or imported from a CSV file. They are
assigned to print jobs in the Smart Job Manager pop-up window, on the MyQ web
interface, on an embedded terminal, on a touch panel of a HW terminal or in the MyQ
mobile application.

myQ - [ Projects

== New project Actions I Import [ Show deleted &' Refresh

Status | Code Name Description
4 100 Engineers
4 1000 Catering

FIGURE 14.87. The Projects main tab of the MyQ Web Interface

INFO: On most of the MyQ embedded terminals, projects can be assigned to
scanned and copied jobs as well.

- |

31.1. Projects activation and setup

On the Projects settings tab, you can enable, or disable projects. Furthermore, you can
change the global settings of the projects feature there.

myQ - || Settings: Projects 18} Home

& Settings ||| Projects

i License

< General
= Server Type & Cloud

@"ii, General Enabled: O

8 Personalization Enable operations without a project:

S ithout ject:
+) Task Scheduler can witholit projec u

& Metwork o Save # Cancel

[a)

FIGURE 14.88. The Projects settings tab of the MyQ Web Interface
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Select the Enabled option on the Projects settings tab, to globally activate project
accounting

Projects options:

Enable printing without a project: Users can select the Without project option and
print without a project. With this option deselected, users have to assign a project to
every print job.

Scan without a project: Users scan directly when this option is selected. They have to
select a project when the option is not selected.

INFO: For more information about monitoring local printing devices, see Local
Print Device Monitoring.

|

31.2. Adding and editing individual projects

On the Projects main tab of the MyQ Web Interface, you can create and edit projects.
For each project, you can select the users or groups that will be able to use it. To open
the Projects main tab, click MyQ, and then click Projects.

31.2.1. Creating projects
To add new projects to the MyQ system, do the following:

1. On the bar at the top of the Projects main tab, click +New Project. The new
project properties panel opens on the right side of screen.

myQ - LET Projects

== MNew prﬁct ~ Actions v 1| Import | Show deleted & Refresh || Search
Status | Code Mame Description
¥ 100 Catering

FIGURE 14.89. Adding new projects
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2. On the panel, enter the project name, code, optionally its description, and then

click Save.
|| 1 Engineering x
General Rights
Mame:* |Engineering
Code:* 200
Description: | The latest project of the engineering department
o Save K Cancel

FIGURE 14.90. Setting and saving the new project on its properties panel

¢ NOTICE: The project code must be unique.

31.2.2. Providing users with rights to a project

The rights are added on individual projects properties panels. To open a project
properties panel, double-click the project. The panel opens on the right side of screen.

Genera

|| 1 Engineering ®

Rights

C'i'=' Add user

x

¢

FIGURE 14.91. The Rights tab of a project properties panel

To provide a user or a group of users with rights to a project:

1. Open the project properties panel, and then click Rights on the bar at top of the

panel. The Rights tab opens.

2. On the bar at the top of the Rights tab, click +Add User. The Select user or

group dialog box appears.

3. Inthe Select user or group dialog box, select the user (or group of users) that

you want to provide with rights to the project, and then click OK.
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To remove rights to the project from a user or a group of users:

« On the Rights tab, select the user (or group of users), and then click the remove
button (). The user (or group of users) disappears from the Rights list.

31.3. Project management

After the projects are created, you can see the list of them on the Projects main tab.
Using the buttons on the bar at the top of the tab, you can add new projects, edit
current projects, import projects from CSV files and display/hide deleted projects.

mvo - LET Projects
== MNew project 5 Actions * |+ | Import | Show deleted &' Refresh | Search )
Status | Code Mame Description

¥ 200 Engineering The latest project of the engineering department

« 100 Catering The main project of the catering department

FIGURE 14.92. Managing projects on the Projects main tab

Restoring deleted projects

1. Click Show deleted to display the project.

mYQ - LE] Projects

== New project Actions <] Impert Shm';ljfeleted & Refresh || Search e
Status | Code MName Description

« 200 Engineening The latest project of the engineering department

« 100 Catering The main project of the catering department

FIGURE 14.93. Managing projects on the Projects main tab
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2. Select the project, click Actions, and then click Undelete in the Actions drop-
down box.

mvo - L] Projects
% New project <] Import | Y Show deleted| &' Refresh | Search &

Status | Code & Edit Description

= 100 ¢ Undgplete

« 200 Delete) |: The latest project of the engineering department

v 100 Catering The main project of the catering department

FIGURE 14.94. Managing projects on the Projects main tab

31.4. Importing projects from CSV files

Another option how to add projects to MyQ is to import them from CSV files. It can be
done manually and also as a scheduled task. The manual import is described in
"Manually importing projects on the Projects main tab" below; for information on how
to set up the scheduled task, see "Setting up the Project synchronization scheduled
task” on the facing page. In the last section, "Syntax of the projects’ CSV file " on
page 381, you can find the required syntax of the CSV file.

INFO: Within the CSV import, new projects are added and existing projects are
updated. Projects already present in MyQ that are not listed in the CSV file are

* left untouched. Each project is recognized by the value of its code and updated
only if the CSV file contains a raw with the same code.

31.4.1. Manually importing projects on the Projects main tab

1. On the bar at the top of the Projects main tab, click Import. The Import dialog
box appears.

myo - LET Projects

== New project Actions 47| hnport [ Show deleted &' Refresh | Search &
Status | Code MName Description
200 Engineening The latest project of the engineering department

FIGURE 14.95. Opening the Import dialog box
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2. In the dialog box, choose the CSV file, and then click OK. After the import is done,
imported projects are displayed on the list of projects on the Projects main tab.
In addition, an information message bar appears at the top of the tab. By clicking
log For details, you can display the import log.

Import

CSV file: | Choose File | Projects.csv

o 't# &K Cancel

FIGURE 14.96. Importing the projects

NOTICE: Eventual errors occurring during the import can be related to incorrect
" syntax or non-existing user or group of users listed in the CSV file.

31.4.2. Setting up the Project synchronization scheduled task

1. On the Task Scheduler settings tab, click +New Scheduler, and then click Import
projects from CSV. The properties panel of the new synchronization opens on

the right side of screen.

myo - = Settings: Task Scheduler

& Settings () Task Scheduler
%4 License [=H=' Mew schedule v] P Run | s~ Edit Actions * | & Refresh
== Server Type & Cloud Stat... | == |r‘l‘lﬂcl§ projects from C5V e
%€ General W % Schedule report tabase and settings backup

. "4 s External command k space checker

‘=% Personalization _

sers Export tory deletion
# | |3 UsersExp v del

=
pdmbaaScherlules "4 Printers Export i backup

FIGURE 14.97. Creating the new schedule

2. On the panel, set up the schedule

3. Select the CSV file.
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4. Click Save.

[+ Project synchronization

General Rights

Enabled: *
Mame: * |Project synchronization

Description:

- Motification Expanc
4 File

C5V file: * | CAProjects\projsync.csy

w?sﬁ

K Cancel

FIGURE 14.98. Setting up the Project synchronization scheduled task

on the MyQ server.

31.4.3. Syntax of the projects' CSV file

NOTICE: The CSV file for the scheduled synchronization has to be stored

Each row must consist of five columns separated by the delimiter set on the General
settings tab, under Column delimiter in CSV. The file has to contain the header row;

otherwise the first row is ignored during the import.

active code name description
300 new department
400
1 400

users
gobel
bors
dolezal

groups

FIGURE 14.99. Six columns of the CSV file

Column delimiter in C5V:*

L

FIGURE 14.100. The Column delimiter in CSV setting
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Values:

active

code
name
description

users

group

1 - project is added to MyQ

0 - project is not added to MyQ
unique code of the project

name of the project

internal description of the project

the users or groups of users allowed to use the project

multiple entries should be separated by commas

the path of the project in the hierarchy.
levels must be separated by the pipe character "|". If the column is
empty, the project is created in or moved to the root of the

hierarchy.

31.5. Assigning projects to print jobs

If project accounting is enabled, unassigned print jobs are paused and have to be
assigned before they can be printed. They are displayed on the Jobs main tab, under
Paused, with a question mark preceding the job name. You can assign them on the
Jobs main tab, in the MyQ Smart Job Manager pop-up window or on an embedded

terminal.

mye -

4 ([} Al jobs
¥ Ready
il Paused
++ Printed
Favorite
E Deleted
& All

Preview Actions ES Tooks - & Refresh || Search
Status A | Mame
Today

Paused I My Print 2.txt 010917 124238541

Paused : Document Xrf Q10917 124212265

FIGURE 14.101. Unassigned jobs shown on the MyQ Web Interface
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As soon as the project is assigned, its name is displayed instead of question mark. If
"without project" is selected, the question mark disappears. For more information
about how to assign projects in the Smart Job Manager or on the Jobs main tab on the
web interface, see the two sections below.

~ Favorite [y 200: Aaa 112415 092449764 16.34 kB Kohei
2| Deleted

FIGURE 14.102. An assigned project with the project name displayed

INFO: Users who want to print an unassigned job on an embedded terminal have
to select one of their projects (projects to which they have rights) or eventually
select the Without project option there (if they are allowed to print without
projects). The same applies to scanning and copying - users have to select one of
the projects or the Without project option before opening the particular panel
or performing a quick action. The exact behavior of project accounting on
embedded terminals can vary depending on vendor and device model. See
particular embedded terminal manual for further information.

31.5.1. Assigning projects in the MyQ Smart Job Manager

This option is available on computers with either Windows or Mac OS operational
systems. It requires the MyQ Smart Job Manager application running on the computer
from which the print job is sent.

INFO: For information about the MyQ Smart Job Manager, including installation,
setup and optional features of the application, see the Guide to MyQ Smart

* Job Manager for Windows or the Guide to MyQ Smart Job Manager For
macOsS.

The MyQ Smart Job Manager is running in the background and unless Project
accounting or any other features of the application are active for the logged user, all
print jobs are sent to MyQ without any intervention. Once the user has rights to one or
more projects, all the jobs that they send are paused and the MyQ Smart Job Manager
pop-up window opens to offer available projects to the user.
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MyQ Jobs Logout Q

Pending JObS: 1 Jobs waiting for action: 2

Untitled

Queue Name: QueusX

Document A

Pages: 3
Color Pages: 0
! 4 X
Sau;eu: ame ?ueue Paper Format: A4
Color Pages: 0 Duplex: No
Paper Format: Letter
Duplex: Mo Q

Price: ousD-2uUsD

Favourite  Project name

No Project

Mo Project Engineering
Y7 Catering

7 Engineering

—| Apply to all Print Job Delete Job

FIGURE 14.103. MyQ Smart Job Manager pop-up windows for MS Windows (left) and for MAC OS
(right)

The user can assign the job to an available project and print within that project. If
printing without a project is allowed in MyQ, the user can select the Without project
option, otherwise he has to select one of the available projects. If there are more jobs
waiting in the queue, the user can check only some of them to be printed to a particular
project and jobs for another project can be printed in the next step.

31.5.2. Assigning Projects on the MyQ Web Interface

To assign a project to a print job do the following

1. On the Paused list on the Jobs main tab, double-click the print job to which you
want to assign the project. The print properties panel opens on the right side of

screen.
myQ- o
4 || My jobs (=, Print File Preview $ Actions = Bl Tools i Refresh || Search
b Ready Status 3 | <4 | Name
i Paused
L) Printed Today
W Favorite [ ? Escumentx.rtmmm? 124212265
|Z| Deleted

FIGURE 14.104. Opening the print job properties panel
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2. On the panel, select the project that you want to assign to the job, and then click
Save.

|- | Document X.rtf 010917 124212265 x

General

Mame: Document X.rtf 010017 124212265

Owner: * | B Kohei Genji -
Queue: * | @ QueuesX -
Project: | 200 - Engineering | -

FIGURE 14.105. Assigning the project on the panel

myQ- -
4 ||} My jobs (= Print File Preview Actions B Tools = & Refresh | Search
L Status 0 | 4 | Name
Il Paused
*- Printed Today
W Favorite o ced 200: Document X.rtf 010917 124212265
|Z| Deleted

FIGURE 14.106. You can see the project code (200) preceding the project name
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32. MyQ Smart Job Manager: Advanced Setup

Within the Windows installation of the Smart Job Manager, the settings of the
application are stored in Windows registry under HKEY_LOCAL_MACHINE. Depending
on the Windows system, it can be found under one of the following paths:

« Path for 32bit system: Software\MyQ\Smart Job Manager\Settings\
« Path for 64bit system: Software\WOW6432Node\Smart Job

Manager\Settings\
B Registry Editor - O X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Nade\MyQhSmart Job ManagerSettings
~ [ Computer || Name Type Data
HKEY_CLASSES ROOT ab) (Default) REG_SZ (value not sef)
- EE::_ESEEELN;?:ICSETNE ab| AuthenticationT  REG_SZ 1
W .
© 5 || BCDODOOOO0D 2] LoginType REG_SZ P
HARDWARE ab| ServerAddress REG_SZ 10.14.5.108
SAM ab]ServerAPIKey REG_SZ S6BOCSE4-CEAT-471D-BB79-BA303CCD3351
SECURITY ab| ServerPort REG_SZ 2030
SOFTWARE ab ServerSSL REG_SZ 0
: Alps W< >
FIGURE 14.107.The Smart Job Manager\Settings Windows Registry key under HKEY_LOCAL _
MACHINE

In specific cases where you do not want to use the local machine settings and instead
want to set different properties of the application for the currently logged user, you
can create a new key under HKEY_CURRENT_USER with the following path:

« Sofware\MyQ\Smart Job Manager\Settings\

The settings and their values correspond to the parameters described under "Silent
Installation" in the Guide to MyQ Smart Job Manager for Windows.

B Registry Editor - O x
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\MyChSmart Job Manager\Settings
Kyocera Mita || Name Type Data
mladCapﬁSof'twa e REG_SZ (walue not set)
M'”_TISD ab| AuthenticationType  REG_SZ 2
- MD; 2 ab| LoginType REG_SZ P
A
N Y ab| ServerAddress REG_S5Z 10.14.5.120
F Smart Job Manager
i Settings ab| ServerAPIKey REG_SZ E6DBEE42-B3BA-4223-A940-1BATAFEESOER
Netscape ab|ServerPort REG_SZ 8090
New Key #1 ab| SepverSsL REG_SZ 1
ODBC v < >
FIGURE 14.108. The Smart Job Manager\Settings Windows Registry key under HKEY_CURRENT _

USER
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33. Version Update and Uninstallation

This topic shows you how to update and uninstall the MyQ system.

33.1. Updating MyQ

Update of MyQ to a higher version or reinstalling the same version is performed
automatically after running the installation executable File.

NOTICE: Before the update of MyQ on Windows Server 2008 / 2008 R2 /2012 /
¢ 2012 R2 /2016 (or on Windows 7/ 8/ 8.1/ 10), make sure that the latest Windows
updates are downloaded and installed on the server.

NOTICE: Direct upgrade to 7.6 and higher versions from versions lower than 6.0

is no longer supported. These versions have to be upgraded via an intermediary
version, for example via 6.2.

To update MyQ:

1. Run the MyQ software installation executable file. The Select Setup Language
dialog box appears.

2. Select your language, and then click Next. The Setup dialog box appears. It

informs you that there is an older version of MyQ and that the installer will start
the update process.
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3. Click Yes. The rest of the update process is nearly identical to this of installing
MyQ except that you are asked to choose upgrade options.

15! Setup - MyQ "

Options

Back up the database
[] Clear the log (upgrade will be faster)
Start services after finish

| < Back ” Instzll || Cancel |

FIGURE 15.1. Upgrade options on the Setup - MyQ dialog box

NOTICE: We strongly recommend you to backup MyQ database during the
update.

NOTICE: You find an update document with more details on:
¢ https://community.myq-solution.com. Click Support Resources - MyQ Support
Documents on this site to retrieve it.

33.2. Uninstalling MyQ

To uninstall MyQ:

1. Run unins000.exe. You can find this file in your MyQ program folder (The MyQ
default folder is: C:\Program Files\MyQ\ or C:\Program Files (x86)\MyQ)). The
MyQ Uninstall dialog box appears.

2. Click Yes.

NOTICE: All parts of MyQ will be uninstalled except for the Data Folder and its
Job Folder (see "Relocating the data folder and the jobs folder” on page 21). You

¢ can delete these folders manually. In case you install MyQ again, the installation
program will ask if you want to use the old database files or replace them with
new files.

- 388 -



34. Appendix I: List of available languages and

their abbreviations

Language Abbreviation
Arabic (Saudi Arabia) ar
Bosnian (Bosnia &

Herzegovina) 2
Bulgarian (Bulgaria) bg
Chinese (Simplified) zh-cn
Chinese (Traditional) zh-tw
Croatian (Croatia) hr
Czech (Czech Republic) cs
Danish (Denmark) da
Dutch nl
English (United Kingdom) en
English (United States) en-us
Estonian (Estonia) et
Finnish (Finland) Fi

Flemish (Belgium)
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Language

French (France)
German (Germany)
Hungarian (Hungary)
Icelandic (Iceland)
Italian (ltaly)
Japanese (Japan)
Kazakh (Kazakhstan)
Korean (South Korea)
Latvian (Latvia)
Lithuanian (Lithuania)
Norwegian (Norway)
Polish (Poland)
Portuguese (Brazil)
Portuguese (Portugal)
Russian (Russia)
Serbian (Serbia)

Slovak (Slovakia)

Abbreviation

fr

de

hu

ja

kk

ko

lv

lt

no

pl

pt-br

pt

ru

sr

sk



Language

Slovenian (Slovenia)
Spanish (Spain)
Spanish (United States)
Swedish (Sweden)
Turkish (Turkey)

Welsh (Wales)

Abbreviation

sl

es

es-us

sV

tr

cy
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35. Business contact

MyQ® Manufacturer

Business information

Technical support

Notice

Trademarks
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http://www.myq-solution.com/
mailto:info@myq-solution.com
mailto:support@myq-solution.com
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